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Abstract
Theemepgenceof connedions betweertelecommunica-
tions networksand the Internet createssignibcantav-
enuesfor exploitation. For example through the use
of small volumesof targeted trafbc, reseachers have
demonstated a numberof attadks capableof denying
serviceto uses in major metiopolitan areas.While suc
investigationshave explored the impact of specibovul-
nerabilities, they ngglectto addressa larger issue- how
thearchitectue of cellular networksmakesthesesystems
susceptiblego denial of serviceattadks. Aswe showin
this pape, theseproblemshavelittle to do with a mis-
matd of availablebandwidh. Instead,they are the re-
sult of the pairing of two networksbuilt on fundamen-
tally opposingdesignphilosophies. We supportthis a
claimby presentingwo new attadkson cellular dataser
vices. Theseattads are capableof preventingthe use
of high-bandwidthcellular data servicesthroughoutan
areathesizeof Manhattanwith lessthan200Kbpsof ma-
licious trafbc. We thenexaminethe characteristicscom-
monto theseand previousattadksasa meanf explain-
ing why sud vulnembilites are artifacts of designrigid-
ity. Specibcallywe showthat the shoehorningof data
communicationprotocolsontoa networkrigorouslyop-
timizedfor the delivery of voice causeghat networkto
fail undermodestoads.

1 Intr oduction

Theinterconnectiorof cellular networksandthelnternet
signibcantlyexpandsthe servicesavailable to telecom-
municationssubscribersOncelimited to basicvoiceser

vices, thesesystemsnow offer dataconnectionsat the
lower end of broadbandspeeds. Accordingly, devices
attachedto such networks are capable of engaging in

applicationsrangingfrom traditionalvoice communica-
tions to streamingvideo. While initial uptale of these
serviceshasbeenslow [1, 18], notableadvancesn con-
nectionspeedandan expandedsetof supportedevices

(e.g., laptops)are beginning to spur substantialaccep-
tanceandusage.

The transformationof these systemsfrom isolated
providersof telephory to Interndg-attachedyeneralpur
posecommunicatiometworks hasalreadybeenmarred
by concernof inadeaiatesecurity As connectionse-
tween swch systemsand external data networks have
developed,a numberof researcherfiave noted weak-
nessesn the telecommunicationmfrastructure For ex-
ample,our previouswork on targetedtext messagingt-
tacks demonstratedhe ability to dery serviceto large
metropolitanareaswith thebandwidthavailableto a sin-
glecablemodem[16,47]. While theseanda hostof other
exploits [39,44] have exploredtheimpactof specibat-
tacksagainstcdlular networks,they have all failedto an-
sweralargerquestion:CHowdoesthearchitecture of cel-
lular datanetworksinherently male themsusceptiblgo
denial of serviceattacks?0 Unexpectedly the answerto
this questionhaslittle to do with bandwidthconstraints.
Insteadthesevulnerabilitiesaretheresultof the conRict
causeddy connectingtwo networks built on fundamen-
tally opposingdesignphilosghies.

In this paper we argue that low-bandwidthdenial of
serviceattacksin telecommunicationsetworks are ar-
tifactsof incompatilility causeddy interconnectingys-
temsbuilt with two differing setsof designrequirements.
While the meritsof independen®smart@dOdumb@r
chitectureshave beenwidely debatednonehave exam-
ined the inherentsecurityissuescausedy the connec-
tion of two maturesystemsbuilt on theseopposingde-
sign tenets. To supportour assertion,we presenttwo
new vulnerabilitiesin cellular dataservices. Theseat-
tacksspecibcallyexploit connectiorsetupandteardavn
procedurein networksimplementingheGeneraPacket
RadioService(GPRS).Througha combinationof anal-
ysis and simulation,we characterizahe impactof such
attackson legitimate voice anddataservicesn the net-
work. We thenusethesenew attacks,in combination
with previously discussedvulnerabilities, asdemonstra-



ble evidencethatthe translationof trafec betweenthese
two network architecturess the root of suchproblems.
Throughthis, we seekto develop alarger senseor why
suchattacksarepossible gvenin the presencef acellu-
lar network with hypotheticallyinbnitebandwidth.Ulti-
mately by undestandingcausality the discovery of fu-
turevulnerabilitiesis vasty simpliped.

In so doing, we male the following contrikutionsin
thiswork:

¥ New Vulnerability Analysis: We identify andde-
veloparealistc characterizationf two new vulner
abilities in cellular datanetworks. Theseexploits
tagetspeciPcomponentsf theexpensve connec-
tion setupandteardavn proceduesandcanprevent
legitimateuseof dataservices While the partition-
ing of voice anddataf3ows in suchnetworksis de-
signedto protecteachtrafbc type from the other
our attack on setupmechanismglemonstrateshat
optimizationsmade for efbcieny canresultin the
disruptionof voice services.

¥ Implications of Combined Design Philosophies
on Security: We usethebody of availablevulnera-
bilities asthe basisfor ananalysisto determinethe
underlyingcauseof suchdenial of serviceattacks.
Consequentlywe shav thattheseproblemsarenot
necessarilyheresultof poorprotocoldesigrbut are
insteaddeeplyrootedin opposingarchitecturalas-
sumptions.

The remainderof this paperis organizedas follows:
Section? offersabrief overview of our previouswork on
targetedSMS attacksto primethereademwith additional
datapoints; Section3 presentandoffersaninitial anal-
ysis for our newly discovered vulnerabilities; Section4
usesmonitoringof deployed cellular networks andsim-
ulation to supportthe conclusionamadein the previous
section;Section5 coalesceshe previous attackson cel-
lular networksasdatapointsin ourlargerargument;Sec-
tion 6 offers a discussiorof techniquesto addresssuch
problems;Section? providesrelatedwork; Section8 of-
fersconcludingthoughts.

2 Prior Work - Text MessagingAttacks

We presenta high-level overview of our previousattacks
on text messaging16,47]. With somebve billion mes-
sagessenteachmonthin the United Statesalone[28],
this service has becomeone of the premier streams
of revenuefor cellular network operatos. To encour
agewidespreadise,providershave openeca signibcant
numberof gatevaysbetweerthe Internetandtheir net-
works. Whetherthroughemail,instantmessagingppli-
cationsor evena provider@ website, it is possibleto ex-

changeasynchonouscommunicationsvith cellularsub-
scribers. The ability to communicateacrosssuch net-
works,however, is not without potentialconsequences.

A cellular network! mustperform multiple tasksbe-
fore delivering a text message The network Prstcon-
ductsa seriesof lookupsto determinethe location of
the destinationdevice. The device mustthen be awo-
kenfrom anenepgy-saving sleepstateandauthenticated.
A connectioncan then be establishedand the incom-
ing text mesagedelivered. Critical to this processis
the StandaloneDedicatedControl Channel(SDCCH),
which is responsibldor the authenticatiorand content
delivery phass of text messaging. With a bandwidth
of 762bps][6], this constrainecchannelis sharedby the
setupphase®f bothtext messagingandvoicecals. Con-
sequently by keepingthe SDCCH saturatedwith text
messagesncoming legitimate voice andtext messages
cannotbedeliveredby the network. Understandinghis,
an adwersaryattemptingto exploit this systemcan use
web-scrapingand feedbackfrom provider webstes to
createOhit-istsOof tameteddevices. By sendingtraf-
pc to thesetamgeteddevices at a rate of approximately
580Kbpstheadwersarywould beableto dery serviceto
all of Manhattan.

Attack mitigation techniques,ranging from queue
managemento resourceallocationstratgieson the air
interface,werethenshown to diminishmuchof theim-
pactof suchattacks. While successfulthesecounter
measureslid not considerthe useof cellular dataser
vicessuchasGPRSto alleviate targetedtext messaging
attacks. Logically, delivering datatrafbc over separate,
higher bandwidthlinks should provide the most com-
plete solutionto this problem. However, aswe shaw in
thenext sectionjt is possibleto disruptcellulardataser
viceswith lessbandwidththanwasusedin the original
SMSattack.

3 NewVulnerabilities in Cellular
Data Sewices

We presenttwo new denial of service(DoS) vulnera-
bilities in cellular data services. Theseattacksuse a
relatively small amountof trafbc to exploit connection
setupandteardavn mechanismsWe usepublicly avail-
able specibcation$o provide aninitial characterization
of thee attacksand as a meansof demonstratinghe
potentialfor the interruption of dataservicesin major
metropolitanareas.

3.1 Network Architecture

Before a GPRS/EDGE network provides ary services
to a mobile device user, a seriesof atachmentand au-
thenticationproceduresnusttake place. On power-up,
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Figurel: A highlevel network architecturdor cellulardata
networks.

a device (e.g., mobile phone)transmitsa GPRS-attak
messageo the network. The basestationforwardsthis
messageo the attachedServing GPRSSupportNode
(SGSN),which authenticatethe useridentity with the
help of the Home Location Register (HLR). The HLR
supportsboth voice and dataoperationsin the network
by keepingtrack of informationincluding userlocation,
availability and accessibleservices. Whenthis process
completes,the mobile device hasa virtual connection
with the network.

In orderto exchangepacletswith externalnetworks,
themobile device mustthenestablisha Padket Data Pro-
tocol (PDP)contet with the network. The PDP context
is a datastructue storedin the SGSNandthe Gatevay
GPRSSupportNode(GGSN)andis responsibléor map-
ping billing information,quality of servicerequirements
andan IP addresgo a userdevice. While mary phones
do not currently automaticalf establisha PDP context
on power-up, the trend towards doing so (e.g., email-
capablephonesand GPRS-equippethptops)is rapidly
increasing. As cdlular providers move into the broad-
bandinternetmarket, suchnumberswill continueto ex-
pandrapidly.

Having beenauthenttated and registered,a mobile
device is capableof exchangingpaclets with hostsin-
ternalandexternalto the cellularnetwork. At sometime
after attachmenta paclet originating from an Internet-
basechostanddestinedor amobiledevice arrivesatthe
GGSN.The GGSN compareghe destinationlP address
to thoseof established?DP contects and, upon bnding
the correspondingentry; forwardsthe paclet to the cor-
respondingSGSN.The SGSNbegginstheprocesof con-
nection establisiment and wirelessdelivery. Figure 1
highlightsthis network archtecture.

Thebnd hopof pacletdelivery occursover theair in-
terface. The detailsof this step,however, dependupon
the currentstateof the device. As power hastradition-
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Figure2: A statetransitiondiagramfor mobile devices,in-
cludingtransitionfunctions.

Figure3: Whentheprstpaclet of asessiorarrivesatthebase
station,the host mustbe pagedandthen assignedogical re-

sources. The messageand channelsusedto accomplishthis
areshavn above.

Packet Paging Request (PPCH) ——»
<— Packet Channel Response (PRACH) —— q
— Packet Resource Assignment (PAGCH) —»
<— Packet Paging Response (PACCH) ——
<— Packet Data Transfer (PDTCH) ——»

ally beena concernin this setting, mobile devices are
notconstanthfisteningfor incomingpaclets. To accom-
modatethis constaint, devices operatein one of three
states:IDLE, STANDBY, and READY. Devicesin the
IDLE stateareunrggisteied with the network andthere-
fore unreachableln the power-saring STANDBY state,
in which the vastmajority of time is spent,devices pe-
riodically listen for network Ovake upOmessageknown
aspages.Uponreceving a pagefrom the network, the
device transitionsinto the READY state. In this state,
a device constantlymonitorsthe air interfacefor incom-
ing paclets.Whenpacletsarenot recevedfor anumber
of secondsgdevicestransitionbackinto the STANDBY
stateto consere power. Thesethreestatesandthetran-
sitionsbetweerthemareshown in Figure2.

Onthe arrival of the brst pacletin a Bow, the SGSN
beginsthe procesf locatingthetargeteddevice. If the
destinationdevice is not currentlyin the READY state,
the basestationnearesto the device is unknown to the
network. Accordingly, the SGSN createspaging mes-
sagedo be sentfrom a numberof basestations. Upon
receving a paging request,a basestaton transmis a
messageo multiple sectord(i.e., service area$ over the
Packet Paging Channel(PPCH).Whetherdue to inter
ferenceor sleepcycles,the pagingprocesgypically re-



quiresmultiple iterations.If thetamgeteddevice is awake
andhearsitstemporanyidentiberin a pagingmessaget
attemptgo alertthe network of its presencdy respond-
ing on the Packet RandomAccess Channel (PRACH).
Thebasestationreceving thisresponsealertsthe SGSN
that the destinationdevice hasbeenlocated. The net-
work thenrespondson the Packet AccessGrant Chan-
nel (PAGCH) with a messageontaininga list of Packet
Data Trafbc Channels(PDTCHs)that shouldbe moni-
toredfor incoming data. The device acknavledgesre-
ceving this messag®ever the Packet AssociatedControl
Channel(PACCH). At theendof this setup asillustrated
in Figure3, the network canthenroutetrafbcdirectly to
the READY statedevice. Note thatthe abose channels
are largely complementaryto channelsusedfor voice
signaling (the naring convention, minus the ORcketO
prebx,is the same). Becauseunning two setsof con-
trol channeldeadsto the underuseof limited spectrum,
the standardslocumentsndicatethatit is acceptat# for
voiceanddatacontrolchanned to beshared3, 7].

3.2 Packet Multiplexing on the Air
Interface

Dataserviceshave beenavailablefrom celular networks
for a numberof years. Like voice telephory, these
circuit-switchedservicesrequiredthat a single endpoint
monopolizea channeffor the entiredurationof its con-
nectionto the network. Regardlessof whetherthis con-
nectionwas usedto constantlystreamcontentor inter-
mittently deliver paclets, the provider charged the end
userfor the entire durationof the connection. Accord-
ingly, demandor suchinefbcientseniceswasnotgreat.
GPRSovercomeghesdimitationsby multiplexing mul-
tiple trafbc Rows over individual links. Accordingy, it
is possibleto sene a large numberof userson a single
physical channelconarrently andonly chage themfor
thepacletsthey exchange.
GPRSprovidesdataserviceby building onthetimes-
lot structue of GSM. Specibcallya contiguouspieceof
radio spectrumis suldividedinto equal timeslots.When
assigned timeslot,a userexertstemporarycontrol over
asmallpieceof theair interface. To provide theillusion
of continuouscontrol,setsof eighttimeslotsaregrouped
into a frame so that eachcan be servicedonce every
4.615ms.Thissamplingacrosdimeslotscreate physical
channelspuponwhich voice,dataandcontroltrafbc can
be delivered. When usedfor data,thesephysical chan-
nelsarereferredto asPacket Data Channels(PDCHS).
Eachsetof 52 framescreatedargerunitsknown asmul-
tiframes.Thesemultiframesaresubdvidedinto 12, four-
timeslotblocks,with logical channelgthenmappedonto
eachblock. Theremainirg four timeslotsin amultiframe
are usedfor time synchronizationand signal strength
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Figure 4. Eachtimeslotin a GPRSTDMA frameis used
to createphysical channelscalled Packet Data ChannelqPD-

CHs). Every 52-frametime periodcreatesa multiframe,which

is divided into twelve burstsof four. Eachgroup, or bursts,
holdsa singlelogical channel.The speciPallocationof these
channelds dependenbnthenetwork. Theremainingtimeslots
areusedfor time synchronizatiorandidle measurement.

measuremenperiods. For example,in Figure 4, block
B 0 mayfunctionasa PPCHandblocksB 1, B4 andB 7
maybeusedasPDTCHs? [7].

Whenthe brstpacletin a Row arrivesat a ba® sta-
tion for a userin STANDBY mode,the pagingmethod
describedhbore occurs.As partof connectiorestablish-
ment,the Bow receivesauniqueMAC layerlabelknown
as the Tempoary Flow Identiber(TFIl). Every subse-
quent paket belongingto the Tempoary Blodk Flow
(TBF) is marked with this TFI so that a targetedmo-
bile device knows which pacletsto decode. Whenthe
basestaton hasno more pacletsto sendto the destina-
tion mobile device, the TBF andits associated Fl expire
andcanbereusedy otherRows in theimmediatearea.
Upon TBF expiration, the mobile device returnsto the
STANDBY state.

3.3 Exploiting Teardown Mechanisms

Becauséhe processf locaing, pagingandestablishing
a connectionbetweenthe network andan enddevice is
expensve, theimmediateexpirationof a TBF is imprac-
tical. For example, minor variationsin packet interar
rival timeswould force a systemas describedabove to
frequentlyrelocate,repageand reestablistconnectvity
with users Accordingly networksimplementa delayed
teardavn of resources.This meansthat devicesremain
in theREADY stateandretaintheir TBF for anumberof
seconddeforethenetwork attemptgo reclaimits logical
resourcesWhenapacletis deliveredto theuser thenet-
work setsatimer*, which is resetto its default valueon
the arrival of eachadditionalpaclet. The standardsec-
ommendatimervalueof approximatelypve second$2].
Giventhattheconnectiorestablishmerprocessequires
roughlythesameanountof time, suchavalueis entirely
reasonable.



BecauselFls areimplementedasa 5-bit Peld,anad-
versarycapableof sending32 message$o eachsector
in a metropolitanareacanexhaustlogical resourcesand
temporarily prevert usersfrom receving trafec. Tar-
geteddeviceswould notneedto be infectedor controlled
by the adwersary; rather hit-list generationtechniques
similar to thosediscussedn our previous work [16]
could be usedto locatehoss able to receve trafbc. If
thistaskcanberepeatedeforethe TBF timersexpire, a
denial of service attackbecomessustanable. In order
to more explicitly characterizehe bandwidthrequire-
ments, we model such an attack on Manhattanusing
well knovn parameter$35,48]. Givenan areaof 31.1
miles anda sectorcoverageareaof approximately0.5
and0.75miles, Manhattancontains55 sectors.Using
aREADY timerof 5 secondsind41 byte attackpaclets
(i.e., TCP/IP headergplus onebyte), the delivery of le-
gitimate dataserviesin Manhattancould be prevented
with theattackshavn below:

32 msgs
1 sector

41 byt 1
ytes

55 sectorsx —
1 msg

Capacit ~
P y 5sec

Q

110K bps

The exhaustionof all hypotheticalTBFs may not be
necessarygiven currentusageand deployed hardware.
As the currentdemandfor voice servies far outpaces
cellular datausage,only a small percentageof physi-
cal channelsin a sectorare usedas PDCHs. Because
GPRS/EDGHErenotextremelyhighbandwidthservices,
allowing 32 individual Bows to be concurrentlymulti-
plexed acrossa single PDCH would be detrimentalto
individual throughput.Accordingly, oftenonly a subset
of the32TBFs(4, 8 or 16[26,33]) areusable. Themax-
imum numberof conarrent TBFsin a sectoris there-
fore min(d ! u, 32), whered is the numberof down-
link PDCHsandu is the maximumnumberof usersper
PDCH.While thenumberof PDCHscanbedynamically
increasedn responseo rising demand for dataservices,
networkstypicaly holdunusedthannelgo absorbspikes
in voice calls. It is thereforeunlikely thatall 32 TBFs
will beavailableatall times,if ever. A morerealisticap-
proximationof the bandwidthrequiredto dery accesgo
dataservicess givenby:

4 — 16 msgs o 41 bytes o 1
1 sector 1 msg 5sec
14.1 — 56.4 K bps

Capacity =~ 55 sectorsx

Q

The brute-force methodof attackinga cellular data
network in a metropoitan settingis simply to saturate
all of the physical channelswith trafbc. Even at their
greatestevels of provisioning, the fastestcellular data
servicesaresimply no matchagainsttrafbcgeneratdby

Internet-baseddwersaried39,45]. Suchattacks,obvi-

ousby the sheervolume of trafbc created would likely

be noticedandmitigatedat the gatevaysto the network.

However, with knowledgeof theinteractionbetweerdif-

ferentnetwork elementsijt is possiblefor an adwersary
to launcha muchsmallerattackcapableof achiering the
sameends.A bagsc undersandingof the pacletdelivery
processprovidesthe requisiteinformation for realizing
this attack.

Givenatheoreticaimaximumcapacityof 1712 Kbps
perfrequengy andasmary as8 allocatedrequencieper
sectoranadwersaryattemptinghebrute-forcesaturation
of sucha systemwould insteadneedto generatehe vol-
umeof trafbcascalculatedas:

171.2 Kbps
1 frequeny
73.56M bps

8 frequencies
1 sector

Capacity ~ 55 sectorsx

Q

By attackingthe logical channelsnsteadof the raw
theoretical bandwidth, an advesary can reduce the
amountof trafbcneededo denyserviceto a metiopoli-
tan areaby as mud asthreeorders of magnitude Note
that networks implementingEDGE, which can provide
threetimesthe bandwidthof a GPRSsystemwould ex-
periencethe sameconsequencegiventhe samevolume
of attacktrafbc.

3.4 Exploiting SetupProcedures

If connectiongo anendhostmustrepeately bereestab-
lished, the interarrival time betweensuccessie paclets
becomesxceedinglylarge. Delayingresourceeclama-
tion is thereforea necessarynechanisnto ensuresome
semblanceof contiruous connectiity to the network.
Thislateng, however, is notsimply theresultof thetime
requiredfor a userto overhearan incoming pagingre-
quest. To betterunderstandsetupcost, we examinea
network in which resourcereclamationoccursimmedi-
atelyafterthelastpacletin alBow is recevved.

Of particular interestto suchan analysisis the per
formanceof the commonuplink channel,the PRACH.
Becausehis channels sharedoy all hostsattemptingto
establishconnectionswvith the network, the PRACH in-
herentlyhasthe potentialto be a systembottleneck.To
minimize contention,accesdo the PRACH is mediated
throughthe slotted-ALCHA protocol. Given a channel
dividedinto timeslotsof sizet andtime synchronization
acrosshosts enddevicesattemptingo establishconnec-
tionstransmitrequestsat the beginning of atimeslot. In
sodoing,the network reduceghe amountof time during
which collision canoccurfrom 2t in therandomacces
caseto t. While slotted-ALOHA offersa signipcantim-
provementover randomaccessijts throughputremains
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Figure 5: Blocking of legitimate trafec for varying at-
tack trafbc loads. Note that blocking only occurson the
PDTCH. Theseloadsrepresenthe entire attackbandwidth
usedacrossManhattan.

low. GivenatrafPcintensityof G messagegerunittime,
thenormalizedthroughput of slotted-ALOHA:s:
| = Ge! G

Themaximumtheordical utilization of channelmple-
mentingslotted-ALOHA is 0.368. In redity, however,
this value is signibcatly lower. As the numberof in-
coming connectionestablishmentequestincreasesso
toodoesthenedl for retransmissiodueto collision. The
throughpubf suchasystemthereforeypically stabilizes
at a point far below this optimumvalue. Given a large
numberof pagingrequestspotentiallycausedy theim-
mediatereclamatiorof resaircesasdescribedibove, the
throughputof this alreadyconstrainedhannelwould be
severely degraded. Accordingly the rate at which re-
sponsedo connectionestablishmentequestawill pass
throughthis channelis much lower than the available
bandwidth. Becausethe behaior of the PRACH is
highly ungable and affected by feedback(i.e., retrans-
missionsdueto collision), we leave the characterization
of specibdrafbcvolumesnecessaryo causeblockingto
thenext section.

4 Attack Characterization

In orderto bettercharacterizeéhe obserationsmadein

theprevioussection,we extendthe GSM simulatorfrom

ourpreviouswork [47] to includesupportfor GPRSdata
services. The parameter®f this simulatorwere sethby
information from a variety of sources. The meansby
which theseparametersverechoserarediscussedh the
Appendix.
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Figure 6: TFI utilization for a Manhattan-wie attack at
200Kbps. Actual PDTCH utilization (not shawn) is virtu-
ally zerobecaus®f infrequentarrivals for theseestablished
Bows.

4.1 Modeling Attacks on Teardown
Mechanisms

To demonstratéheexploitationof delayedresourcdear
down, we simulatea GPRSnetwork undervaryingtrafbc
loads.Althoughthefull complemenof TBFsmaynotbe
availablein all real deployments[26, 33], we consera-
tively allow for upto 32 concurrenf3ows. Whenin use,
eachTFI is held for exactly bve secondaunlessa new
paclet arrives. While it is possiblefor a singledevice to
obtainmultiple TFIs, we assune thatall incomingRRows
for a given destinationsharea single TBF [4]. Because
of obsenationsmadeon deployed networks, both voice
anddataseup requestsharea numberof control chan-
nels. We thereforereplace data control channelswith
their voiceequivalents(i.e., RACH insteadof PRACH).

LegitimatevoiceanddatacallsweremodeledasPois-
sonrandomprocessesnd generatecht ratesof 50,000
and20,000perhour, respectiely, acrossManhdtan. The
duration of thesef3ows are also generatedn a simi-
lar fashionwith meansof 120 and 10 secondsyespec-
tively. Thesevalues represenstandard/olumesandex-
hibit no blocking. Attack 3ows, eachconsistingof a sin-
gle paclet, arealsomodeledby a Poissonrandompro-
cesswith ratesrangingfrom 100-200Kbps. Eachrun, of
which therewere 1000 iterationsfor eachattackload,
simulatedan hour of time with attacksoccupying the
middle 30 minutes.

Figure5 shows the blocking ratesof legitimatetrafbc
causedy anattackonthedelayedeardavn mechanism.
At arateof 160Kbpsor greaterthe ability to usecellu-
lar dataserviceswithin Manhattanis virtually noneis-
tent. The amountof trafbc requiredto executesuchan
attackis slightly greaterthanthe estimationof a perfect
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Figure7: Blocking causedvhenimmediateresourceecla-
mationis enforcedondatasessionsNoticethatbecauséoth
voice anddataf3ows usethe RACH, increasediatarequests
causevoice blocking. No blocking was obsened on other
channels.

scenarioin Section3.3 due to the exponentialinterar
rival rate usedto generatepaclets. However, because
this morerealisticallyrepresentshe natureof pacletde-
livery in a network giventhe presencef othertrafc, it
offers a moreaccuratecharacterizatiof the attack. In
spite of having the potentialto deliver large volumesof
trafbc onceRows are establishedtheseresultsdemon-
stratethatuseof cellulardataservicescanin factbe de-
nied with lessbandwdth thanwas usedin the targeted
text messagin@ttackg16,47].

Figure 6 offers additionalinsight into the attack by
providing theutilization problefor anumberof channels.
Mostimportantly only the PDTCHsoperateat capacity
duringthe attack. This utilization representshe stateof
virtual resourcesnot channelbandwidth. None of the
channelsesponsibldor delivering voice, mostcritically
thetrafbcchannels(TCHSs), are measurabhaffectedby
the increasein datatrafbc. Note that this is deliberate
as cellular dataservicessuchas GPRSare designedo
completelyseparateoice and dataservices.

4.2 Modeling Attacks on ConnectionSetup

To characterizethe impact of frequent connection
reestablishmerntn a cellular datanetwork, we simulate
a variety of trafbc levels in the presenceof immediate
resourcerecovery. Specbcally, whenthe basestation
no longerhaspacletsto sendfor a particubr Row, the
tageteddevice returnsto the STANDBY state. Except
for delayedteardavn proceduresall network settings
and conditionsincluding legitimate trafc volumesand
interarrival patterns,remainthe same. Attacksin this
scenario,eachof which occursaccordingto a Poisson
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Figure8: Theimpactof RACH congestioron voice calls.
Notice that during the attackphase voice call blocking on
the RACH causesa signibcantunder utilization of trafbc
channels.

randomdistribution, rangefrom 2200-495Kbpsspread
acrosall of ManhattanAs in our previousexperiments,
eachattacktrafbclevel wasrun for 1000iterations.

Figure7 shows the blockingratesfor legitimatetrafioc
on anumberof channelsUnlike the attackin the previ-
oussectionjn whichPDTCHblockingoccurredbecause
of TBF exhaustion,no lossof pacletswasobsered on
the PDTCHs. In spite of this, the resultsof thesesim-
ulationsconbrma more signibP@nt vulnerability - both
voice anddatal3ows experienceblockingonthe RACH.
Althoughsuchnetworksstrive to separateoiceanddata
trafbc,thedualuseof controlchannelsallows misbeha-
ior in onerealmto affectthe other Generatingjust over
3 Mbpsof trafbcfor the entirecity of Manhattananad-
versaryis capableof blocking nearly65% of al trafbc -
voiceanddata.For a network in which a blocking prob-
ability of 1% is typically viewed asunacceptablesuch
anattackrepresents seriaus operationatrisis.

Figure 8 provides further information aboutthe im-
pactof the 4950Kbpsattackon voice anddataservices.
The mostnotableconsequencef this attackis observ-
ablein the nearly80%decreasen TCH utilization. The
nearzeroutilization of PDTCHsoffersanexplanationto
thelack of blockingobseredin the previous bPgure- the
majority of legitimatetrafbcis beingblteredout before
it canever be deliveredby the PDTCHs. Accordingly, a
network usingthe settingsdescribedabore is subjectto
attackscapableof derying both voiceanddataservices.
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Figure 9: Given a connectionestablishmentatency andthe size of requestg(in paclets), we examine the impact of varying
bandwidthon systemthroughput Whenthe availablebandwidthallows for thevirtually instantaneoudelivery of requestssystem
throughputplateausThis resultindicatesthatbandwidthis ultimately not the bottleneckin this system.(log-scale)

5 The Meeting of Conf3icting System
DesignPhilosophies

At prstglance,the differences betweeneachof the at-

tackson cellular networks appear stark. Targetedtext

messagingattacks bIl and maintain a low-bandwidth
controlchannelat capacity Adversariesattecking cellu-

lar dataservicesexhaustvirtual reourcesor take adwan-
tageof accessrotocolinefbciencies. In reality, all of

thesevulnerabilitiesare remnantsof a conRictbetween
the designphilosophiesof teleconmunicationsandtra-

ditional datanetworks. Specibcally, they arethe result
of contrastingdebnitionsof a Row andthe role of net-
worksin establishinghem. To make sucha claim more
concretewe begin by demonstratindpow apair of seem-
ingly adequatdgechniquedor mitigating the above at-

tacksfailsto do so.

The mostobvious approacho addressinghe dataat-
tacksdescribedin Section3 is to expandthe rangeof
possibleTFI values. Unfortunatly, as mentiored ear
lier, theselimitations arenecesarygiventhe bandwidth
availableto GRPS/EDGEnegworks. The useof 32 (or
fewer) concurrentf3ows persectoris a requisiteconces-
sion for providing basiclevels of connedivity between
the network andenddevices. In orderfor anincreased
pool of identipergo have a meaningfuleffect, the band-
width available to daa serviceswould also needto be
signibcantlyincreased.This combinationof approaches
is actuallyimplementedn 3G cellular networks suchas
UMTS [8]. However, even thes networks suffer from
the high cost of connectionestablishmen(i.e., deliver-
ing the bPrstpacletin aRow).

A sessionestablishmenperiodlastinga few seconds
representenly a smallfractionof thetotal lifetime for a
connectionpersistingfor a numberof minutes. Given
the limited amount of spectrumallocatedto cellular
providers, suchinfrequently used channelspredictably
occuyy aslittle spa@ aspossibleto avoid waging band-
width. Becausethe duration of a paclet Bonv may not
provide sufbcienttime over which suchan expensecan
be amortized,the minimal allocation of bandwidthto
connectionestablishmentnay in fact creae a system
bottleneck. To capturethe impact of additional band-
width on connectionsetup,we offer a simple model of
requesthroughpufor asecta asfollows:

# Packets

# P ack ets
Setup Latency + 2= ===

T hroughput

If the expenseassociatedavith connectiorestablishment
was the result of inadequad resourcesan increasein
bandwidthshoud alleviate much of this cost. Sucha
scenariowould be equivalentto increasingthe size of
the smallestlink in a traditional data network to im-
prove end-to-endthroughput. However, the calculated
effectsof increasedandwidthon overall throughputare
extremely limited in this setting. Becauseconnection
establishmenéxchangs containbxed-lengthmessages
and not the variably sizedpaclets of datadelivery, the
presencef additionalbandwidthdoeslittle to improve
performanceaftereachchainelcansendpagingrequests
instantaneously As is shown in Figure 9, the limit of
systemthroughputasbandwidthapproachempnity be-
comes:
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Increasingsystenthroughputcan,for thisreasonpeac-
complishedn oneof two ways. In the brst,the number
of channelsover which connectionscan be sentcould
be increased. Sucd a changewould allow mary more
connectionestablishmentequeststo be sentin paral-
lel. While increasingthe throughputof the systemas
a whole, this approachwould prove detrimentalto in-

dividual users. As shavn in Figure 10, subdviding a
Pxed bandwidthinto additionalchannelsintuitively re-

duceghethroughpuof asingleuser Adding extrachan-
nelscould alsopotentially createelevatedcontentionfor

the shareduplink channel(RACH). More importantly

increasinghe throughputof the systemdoesnot neces-
sarily reducecostwith respectto delay experiencedby

individual users.Therefore,

Decreasingthe cost of connectionestablish-
mentin a cellular data networkis nota matter
of increasingbandwidthbut ratherthe reduc-
tion of connectiorsetuplatenay.

The conceptof connectionestablishmenis consider
ably differentin cdlular and traditional datanetworks.
In the caseof the former, the network mustpage wake,
andnegyotiatewith atargeteddevice beforeultimatelyde-
liveringtrafbc. Whetherdueto misalignedsleepcycles,

missedpagingmessagesr corgestion,this setof oper
ationscanrequiremore than bve secondseforebeing
ableto transmitdata. As discussedn Section3, these
concessionaremadebecausehe network assumethat
enddevicesarelimited bothin termsof powerandcom-
putationalability. True paclet-switchednetworks pro-
vide no suchservices;rather higherlayersin the pro-
tocol stackimplementfunctionality asneeded.In gen-
eral,eachpacletis treatedasanindividual entity andis
simply forwardedto the next logical hop. Whetherit is
wired or wirelessin nature thereis no connectiorto be
establishedrom the perspectie of the network®. Nodes
responsibldor routing pacletsdo not assumehattheir
next hop neighborshave ary specibabilities otherthan
moving the paclet closerto its intendeddestination Ac-
cordingly, comectionsetup latency is more accurately
depictedas propagtion delay from the viewpoint of
thesenetworks. Giventhatthe delayof propagtiontime
and connetion establishmentliffer by many ordersof
magnitude,the underlying causeof low-bandwidthat-
tackson cellulardatanetworks becomesnoreclear

The vulnerablecomponentsn both the targetedtext
messagingand cellular data service attacksare those
mechanismsesponsibldor translatingtrafc from one
network architectureto another While a datanetwork
simply forwardsindividual pacletsasthey arrive, a cel-
lular datanetwork interpretsthe brstpacletin a Bow as
an indicator of moretrafPc to come. Ratherthan sim-
ply forward that paclet to its Pnaldestination the net-
work dedicatesignipcantprocessingandbandwidthre-



Figurell: A comparisorof thecostof deliveringasinglepacletin cellularandtraditionaldatanetworks. In thecellulardatacase
(left), a signibcanamountof delayis addedbecausef connectiorestablishmenprocedureswhereagherouterin the traditional

setting(right) simply forwardsthe pacletto the Pnalhop.

sourcego emsurethatthe enddevice is readyto receve
data. This assumptioris valid in traditional telephory
becausef the natureof voice communication. Except
for casesf animmediatehangup,sessbnsare guaran-
teedto containmultiple OpacktsCof information. Data
communicationshowever, do not necessarilysharethis
characteristic. Any protocol or applicationgenerating
paclets separatedby a numberof secondge.g.,instant
messagingprograms,sessionkeep-alve messagesap-
plicationsimplementingNagle®algorithm[34]) violates
this model. Whetherit is embodiedby text messagesr
datatrafbc,theamplibcatiorof asingleincomingpaclet
into aserieof expensve delayinducingsetupoperations
is the sourceof suchattacks. Figure 11 reinforcesthis
conclusionby comparinggeneralization®f the two ar
chitectures.

Connectionestablishmentn cellular and traditional
networks are so differentbecausehe philosophieupon
whichthesesystemsarebasedareincompatible Theno-
tion thatthe middle of a network provide only a limited
setof simplefunctionsis at the core of the end-to-end
principle[42]. By makingnoassumptionaboutthecon-
text in which a paclet® contentswill be used,the net-
work is freeto specializein a singletask- moving data.
Servicesnot usedby all applications,including reliable
delivery, contentconbdentialityandin-orderarrival, be-
comethe responsibiliy of higherlayersof the protocol
stackin the end hosts. The concentrationon sending
paclets allows networks built accordingto the end-to-
endprincipleto be Rexible enoughto supportnew appli-
cationtypesandusagemodelsasthey emepe. Telecom-
municationsnetworks are built on the oppositemodel.
Hard servicerequiremets, especiallyfor real-timein-
teraction,forcedthe network to provide the majority of
serviceguarantees.Becaisethe functionality of the net-
work wasoncelimited to voiceapplicationstelecommu-
nicationssystemscould be tightly tailoredto a specibc
setof constraints.Theinclination to build a network in
sucha mannemwasaddressedy the original end-to-end
agument:

OBecausghe conmunicationssubsysm is
frequently specibpedbefore the applications

thatusethesubsysterare known thedesigner
may be temptedto OhelpQhe uses by taking
onmore functionthannecessarO[42]

Becausahesespecializednetworks implementmore
functionality than is absolutelynecessa, they exhibit
rigidity, or the inability to adaptto meetchanging re-
quirementr usaggq15]. Rigidity in designcausesuch
systemgo enforceassumgons appropriatgfor onesub-
setof trafbcon all others. The treatmenif eachpaclet
aspart of a larger Bow is one embodimentof suchin-
Rexibility. Thisrigidity is alsoappaentwhenexamined
from the perspectie of evolving end devices. For ex-
ample, mary laptopsnow contin hardware supplying
accesdo cellulardatanetworks[21,37]. Regardlessof
their ability to implementservicesat higherlayersof the
protocolstackor theiraccesso power, theseenddevices
areforcedto transitionbetweerSTANDBY andREADY
statessimply becausesuchbehaior is mandatedy the
network. Devices connectingvia 802.11could simply
tradeoff the overheadassociatedvith pagingat the cost
of additionalpower use. This pointis mademore obvi-
ouswhenputin thecortext of homeor ofbceLANs sup-
portedby a cellular backhaulconnection. The network
would requiresuchsystemdo participatein the process
of locationdeterminatiorand conrection establishment
in spite of their lack of mobility. By building assump-
tions andservicesinto the network itself, the systemas
awholeis madelessexible. Whenconditionschange
andassumptions$ail to hold, therigidity of cellulardata
systemgauseshemto break.

6 Constructing Robust Cellular Data
Networks

Addressinghespecibattackgletailedn thispapemay
be realisticin the shortterm. Optimized pagingtech-
niques[9, 25] may helpto reducesearchime and its re-
sulting delay As wasdonewith the SMS attacks[47],
techniquedrom queueandresourcananagementould
be usedto mitigateblockingonthe RACH. Themove to
3G andasignibcantiylargerpool of identibersvould re-



ducethe practicallikelihoodof virtual resourceexhaus-
tion. While suchmethodswould indeedmitigate mary
of the examplevulnerabilitesdiscussedn this work, a
stratgy for building robust cellular datasystemsbased
on constantpatchingwould ultimately fail. All of the
above solutionsmerely treat the symptomsof a larger
problem. Accordingly, aslong asthereis a disconnect
betweenthe ways in which datais deliveredin cellu-
lar andtraditionaldatasystems gxploitablemechanisms
will exist. Suchmechanisms&eednot be limited to the
wirelessportionof thenework; rather any componenof
the core network involvedin establishinga sessiorwill
bevulnerable.

The larger issue disaussedin this paper that of
vulnerability causedby the exchangeof trafbc across
two incompaible networks, will not be easily solved.
Genuinelyaddressinghis problemwill requirenotable
changeso theinteractionbetweercellulardatanetworks
and end devices. Once suchtechniguemight require
a signibcam increaseof location awarenesn the side
of the network. Betweenthe generatiorof paginglists
andbandwidthusedin multiple sectors signibcantpro-
cessingresourcesand time are spentbnding a device
eachtime a connectbn establishmendccurs. Insteadof
knowing that a device is servicedby a potentiallylarge
setof basestations,an improved systemmight require
location updateinformation from a device eachtime it
moves betwea sectors. Usedin concertwith much
shortersleepcycles, suchan improvementto location
knowledgemaymalke theeliminationof pagingpossible.
This approachhowever, would have a seriousmpacton
resourcesn both end devices and the network. From
the userperspectie, increasednonitoring and interac-
tion with the network would negatively impact battery
life. In thecaseof thelatter, the overheadcheededo pro-
cessswchanincreasan messagingvould alsoaffectnet-
work performanceA moreradicalapproachwouldbeto
replacecellulardataserviceswith anew high-bandwidth
wirelessprotocol. Insteadof necessarilysharingband-
width andtimeslottng schemeswith voice communica-
tions, this new protocolwould be assignedo a separate
portion of the spectrum. In so doing, designersof the
new datasygemwould not be constainedby ary of the
rigidity forced upon currentcelular datanetworks. In
additionto technicaltradeofs, this solutionwould also
needto dealwith the compleities involvedin spectrum
allocation- reducingits viability for the forseeableu-
ture.

Thesesolutionsare not an endorsemenof ary tech-
nology or architectureover another Instead,they are
simply the productof an obsenation of the impacton
availability causedoy interconnectingliametricallyop-
posedmethodsof systemdesign. Being beholdento a
specibcarchite¢ure andfailing to understandhe prob-

lems causedby linking such networks are in fact the
causef the rigidity seenin this system. It is highly
unlikely thatsimilar thinking will correctthe problem.

7 RelatedWork

Representingerhapshe oldestfunctioningdigital sys-
tems teleconmunicationmetworkshave evolvedsignif-
icantly sincetheir inceptionover 100 yearsago. While
the natureof thesesystemshemseles has transformed
from manually conbguredand static to automatedand
mobile,mary consumebehaiorshaveremainedargely
unchanged. Specibcally the frequeng and duration
of user calls have becomelargely predictablebeha-
iors. Systemdesignershave usedtheseanticipatedcon-
ditions to optimize resourceallocationthroughouttheir
networks. Thedegreeto which telecommunicationset-
worksaretailoredto suchbehaior quickly become®b-
viousin the presencef unexpectedchangesto network
usage. For example, the explosion in use of dial-up
modemsin the early 1990scausedwidespreactonges-
tion becausaiserswereremainingconnectedor longer
than expectedtime periods. Temporaryf3uctuationsor
suiges, suchasthose seenminutes after the attackson
Septembef 1th 2001, often rendertelecommunications
networksunusablg35]. Suchsydemsdo not gracefully
degradeunderincreasedrafbPcvolumes;rather they of-
ten ceaseo provide serviceto the vastnumber of sub-
scribers.

Recognizing this, our previous work focused on
the ability to recrete the consequencesf such high-
trafbc denial of senice eventsthrough the use of low-
bandwidthattacks. Using tametedloads of text mes-
sageswe were ableto demonstratehe ability to dery
voiceand SMS serviceto major metropolitanareaswith
thebandwidthavailableto a cablemodem[16]. We later
characterizedheseattacksthroughsimulationandmea-
surementnddiscussedhe tradeofs inherentto a num-
ber of mitigation stratgjies[47]. Serroret a. [44] of-
feredadditionalinsight by exploring attackson call pag-
ing channels. Ricciato [39] provided a generaldiscus-
sion of the potentialto Rooddatachannelsn next gen-
erationnetworkswith trafbcgeneratedby Internet-based
pathogensRaccic[36] andMulliner [32] thenexamined
attackson MMS. While by no meansthe only methods
of causingserviceoutagestheseattacksarethe brstto
addresghe potentialfor denialof servicemadepossible
by the connectiorbetweercellular networks andthe In-
ternet.

Denial of serviceattackshave beenstudiedin a va-
riety of other contexts. Webstes ranghg from DNS
roots[17], searchengineq440] andsoftwarevendorg19]
to online casinos[10] and news services[41] have all
beentemporarilydisabledby overwhelmingvolumesof



trafbc. Real-world processesnd resouces connected
to the Internet,including bankingnetworks, emegeny
services[30] and even postal delivery [13] have also
beensubjectedo suchattacks. In responsesignibcant
work hasbeenundertalen to classify [29] and allevi-
ate[22D2443,46,49852] suchproblems.Unfortunately
noneof thesesolutionshave beenwidely deployed.

The debateover which network architectureis more
resilientagainstsuchproblemshasragedfor nearly 30
years. Advocatesof the Osmart@etwork, which is em-
bodiedby centralizedcontrol and decision-makingar
guethatthis architectureprovidesthe ability to prevent
such overloadingfrom ocaurring [31]. Supportersof
Odumb@®etwork architectureswhich are built around
the end-to-endprinciple [11, 12,38,42], contendthat
placing suchcontrol in the network itself dampensthe
ability to performits intendedtask - routing paclets.
While both approaches$iave their tradeofs, the discus-
sionof the consequencesf connectingsystemghatdeal
with transferringinformationin fundamentdy different
wayshasnot beenaddresedfrom the perspectie of se-
curity.

8 Conclusion

Efforts to addresgecentlydiscoveredvulnerabilitiesin
cellularnetworks have focusedon treging symptons in-
steadof the disease. Attemptsto solwe individual ex-
ploits have beenlargely ad-hocand, in ther efforts to
mitigate specibcproblems,createsignibcantadditional
compl«ity andvulnerabilitiesin thesesystems. With-
outanunderstandingf why suchattacksarehappening,
this cycle of vulnerability discovery and patchingwill
continueindebnitely Theproblemspresentedh thisand
other papersare artifactsof a larger architecturalmis-
match.Specibcallyin spiteof a concerteceffort to sup-
port paclet-switchedtrafbc, cellular datanetworks are
still, attheir essencegircuit-switchedsystems Because
of thisinexibility, any mechanisnresponsibldor con-
nectionedablishmenin thesenetworksis vulnerableto
alow-bandwidthdenialof sewice attack.

We arrive at this conclusionby makingthe following
contrikutions:

¥ Although corvertional wisdom suggest that in-
creasedbandwidthprovidesrobustnessgainstsuch
attacks,we usetwo new vulnerabilitiesto demon-
stratethat low bandwidthdenial of serviceattacks
can prevent legitimate acces to cellular dataser
vices.In sodoing...

¥ ... we demonstratghat a mismatchof bandwidth
betweencellular datanetworks and the Internetis
not the causeof suchattacks.Insteadthey arethe

resultof the contrastingvaysin which Osmatand
Odumb@etworkstreatRows. Fromthis...

¥ ..we shav that in their uniform treatmentof all
Bows, regardlessof size or duration, cellular data
networksexhibit desigrrigidity. By building signif-
icantassunptionsaboutthe behaior of trafbcinto
the network itself, suchsystemsare madebrittle in
thefaceof changingconditions

Addressingheseissuescanthereforecome from one
of two approachesin the brst,methodsof safelytrans-
lating trafbc betweenpaclet- and circuit-switchednet-
works could be developed.Alternatively, suchnetworks
could be redesignedto truly support paclet-switched
mechanisms.By genuinelyseparatingvoice and data,
notonly in thespectrunthey occuyy but alsoin thetech-
niguesthroughwhich they aredelivered,robustcellular
datanetworks could be constructed.In the absenceof
suchchangescellular networkswill continueto remain
vulnerableto low-bandwidthexploits.
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Notes

1We usethe GSM architectureio provide specibdetailsin our ex-
planation.Similar mechanismsxist in othercellularnetworks.

2Enhancedataratesfor GSM Evolution (EDGE)is largely equiv-
alentto GPRS.The most signibcantdifferenceis the use of a new
wirelessmodulationtechniqueknown as8-phaseshift keying (8PSK),
which allows higherdatarates.

3Notethesubtledifferencein naming.PDTCHsarevirtual channels
thatarerun ontop of physicalPDCHs.

4This timer is referredto in the specibcationgs T3169[2]. It is
actuallystartedvhenthecounteMN3101,whichindicateghenumberof
radio blocksthathave passedincethe lastexchangewith thetargeted
device occurredreachests maximumvalue. Our descriptionabove is
meantto simplify the exactmechanisméor the readerwithout lossof
precision.

5We considerconnectiorestablishmerin termsof individual Bows.
Initial accesgo almostevery network hasa cost(authenticationetc).
This startupcost,however, is amortizedn bothsettings.

6At the time of this writing, Cingular Wirelesshad not yet been
renamedAT&T.

"The voice network equivalentof the PRACH is emplo/ed dueto
the obseredpresencef dual-usecontrolchannels.
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Appendix

Simulator Design

We extend the GSM simulator built in our previous
work [47] to provide supportfor GPRSdataservice.In
total, the project contairs nearly 10,000lines of code
(anadditionof approximately2,000lines) and support-
ing scripts. A high-level overview of the components
is shawvn in Figure 12, wheresolid andbroken linesin-
dicatemessageandrepoting Bows, respectiely. Traf-
bcis createdaccordingto a Poissorrandomdistribution
through a MersenneTwister PseudoRandomNumber
Generatof20], saved to a ble andthenloadedat run-
time. The pathtaken by individual requestslependon
the Row type. We focuson the datapathasthe behaior
of SMSandvoice messagewereexplainedin the previ-
ousiterationof thesimulabr.

If the network hasnot currently dedicatedresources
to a Bow on the arrival of a paclet, it is passedo the

More ' Back

Figurel3: A Samsunglackjack(SGH-i607)runningin Field
TestMode providesoperationabataon the associatedellular
network includingchannekonbguratior{shovn here)andsig-
nal strength.

RACH module. This randan accesschannelis imple-
mentedn strictaccordancevith 3GPPTS 04.18[5] and
istunableviamax_retrans andtx_integer values.
Messagegompkting processingn the RACH arethen
deliveredto the ServiceQueueManagemodule,which
in turn redirectsdatapacletsto the PDCH module. If

a TFl is available,the paclet is assignedhe virtual re-
source,timers are setto bve secondsandthe paclet is
thendeliveredaccordingto a FIFO ordering.Thearrival

of additionalpacletsin a Row resetsthe timersto their
defaultvaluesto maintainresourcecontrol. Whentimers
expire,thenetwork reclaimsa TFI for usein thedelivery
of otherRBows. Pacletsarriving at the MessageGener

ation Manageraspart of anactve Bow bypassthe con-
nectionsetupphase®f the network andmove directly to

the PDCHmodule.

The accurag of simulation was measuredin two
ways. The componerg usedby voice and SMS were
previously veribel usinga comparisorof baselinesim-
ulation againstcalculatedblocking andutilization rates.
With 95% conbdenceyaluesfell within £ 0.006 (on a
scaleof 0.0to 1.0) of the mean. The simple natureof
the PDCH module allowed veribcationof correctness
throughbaselinesimulatiors andobsenation.

Parameter Setting

When possible,we usesettingsfound in currenty de-
ployed cellulardatanetworks. However, suchvaluesare
largely unpublishedor unavailable to the generalpop-
ulation. To bnd this information, we ran a Samsung
Blackjack (SGH-i607) attachedto the Cingular Wire-
lessnetwork © [14] in Field TestMode. This modeof
operationeffectively turnsa phonefrom a communica-
tionsdevice to a network auditingplatform. In addition
to reporting the identibcaibn and signal strengthread-



ings of nearbybasestations,Field TestMode provides
network deploymentinformation including channelal-

location and layout. Accordingly, useof this mode of

operationis typically restricted;however, accessodes
and device brmware upgradesare readily available on-

line. As is shown in Figure 13 and of particularinter

estto properly modelingthe behaior of real networks,
thebeldPBCCH Present FALSE indicateghatvoice
anddatacontroltrafbcusethe samechannelsThis con-
Pguration,as previously discussedijs permittedby the
standardq7] and effectively minimizesthe amountof

spectrunresenredfor controlinformation.Suchasetting
is believedto becommonacrosghemajority of provider
networks. Fromtheseobsenations,the establishmendf

voice and dataconnectionsoccursover sharedcontrol
channelsn our simulations.

Other parametersare set using additional literature.
For example,the RACH 7 is optimally setto reducethe
probability of requestblocking by allowing up to the
maximum of seven retransmissionger requestby the
basestation[27].



