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CHAPTER 1
INTRODUCTION

Policy is a temporary creed lable to be changed, buf while o
holds good it has got fo be pursued with apostolic zeal
Mahatma Gandhi (18649 - 1948), [(Gan2]

Advances in the use of digital technologies to carry out our personal and professional lives
have changed the fundamental nature of communication. Where once sending electronic
mail to your mother was considered an aberration, it has become a matter of course for
many. However, these emerging technologies have a cost; we have sacrificed much of the
privacy and security afforded by traditional forms of communication in exchange for the
ease of online life.

Applications increagingly combat the limitations of existing Internet security and privacy
by providing basic security services. However, the types of security provided are often the
result of decigions made by either software architects or system administrators. As a result,
one must accept the security and trust model embodied by the application.

Group communication, in particular, hag suffered from the lack of security. Long used
as a foundation upon which distributed systemes are built, groups provide a single commn-
nication context under which participating entities can efficiently share information. The
security requirements of groupe are more complex than found in traditional peer commu-
nication; groups embody associations that are larger and more fluid than their pair-wise
counterparts. Therefore, the mismatch between changing user needs and statically defined
security is felt more forcefully and frequently in groups.

Securify policies bridge the gap between static implementations and user requirements.
A security policy is a statement of a communication participant's security desires, abilities,
and requirements. In systems supporting policy expression and enforcement, each com-
munication is subject to the reconciliation of the policies stated by all interested parities.
The way in which communication security is served (Le., the definition of the guarantees
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Figure 1.1: Scenario 1 - A pay-per-view ser- Figure 1.2: Scenario 2 - The headquarters
vice broadecasts & movie to a group of sub- company X broadcasts a series of presenta-
seribing clients. tioms.

provided and the means by which they are achieved) is a direct result of the reconciliation
process. Communication can ocour where the requirements of all parties can be met through
a single definition. Where not, the parties can choose to revise their policies or abort the
BCARINI.

Standard security services for group communication have yet to emerge. This is due in
large part to the security and user commumnities’ inability to articulate a single model ad-
dressing the needs of many useful environments. However, policy may provide sufficient flex-
ibility to make a secure general-purpose group communication framework feasible [HOMOL).
Thus, through the precise definition and enforcement of policy, each scssion can implement
a security model appropriate for its needs.

The following scenarioe illustrate two distinet environments in which a group application



can be deployed. These environments, a pay-per-view broadeast and & sales-conference,
represent very different kinds of sesgions that are built upon the same video-conferencing
application.

The pay-per-view service defined in seenario one and depicted in Figure 1.1 broadeasts
movies to client subscribers. The video-stream is generated from persistent storage and
transmitted at an established schedule. Clients playback received video content on local de-
viees. Several secure group communication frameworks are designed specifically to address
the requirements of this kind of pay-per-view application [BF94, Briig)].

In a pay-per-view environment, the ability to receive video data is predicated solely
on client subscription. The broadcaster restricts access to the content based on evidence
of payment. Clients arriving at A session present payment evidence (e.g., an electronic
receipt), and receive the keying material necessary to view video content. All video content
ia directly or indirectly decoded from this keying material.

The pay-per-view session forms a loosely connected group. The server need not have
knowledge of the subscribers viewing content over the course of the session. However, the
server must be able to ensure that only paying subscribers can view video content. For the
purposes of this example, there is no need to protect the group from past or future members;
each client who has paid for the broadeast is free to view any part of the session. However,
the server may wish to reduce the vulnerability of the session content to cryptanalysis by
periodically changing the keys.

Client admission (ie., payment, key distribution) is performed by a service external to
the video source. Little, if any, interaction occurs between the server and clients. Clients
assume their identity is shielded from other viewers (e.g., anonymity). In meeting this
expectation, it is important that due diligence be exerciged in protecting membership in-
formation from the clients and non-participants.

The video content itself must be protected. The broadeaster wishes to prevent eaves-
dropping by enforcing data confidentiality. In contrast, the client desires only the contents
be delivered at a rate that makes viewing acceptable (i.e., playback frame-rate).

Figure 1.2 depicts a second scenario supporting a video gales-conference. A video source
at the beadquarters of company X uses the session to broadcast a series of presentations
describing a new product line to its sales-force, suppliers, and customers. At the end of

an initial product line presentation, the customers and vendors are required to leave the



seasion. Following their departure, the video source convenes a presentation informing the
sales-force of the product line pricing structure.

Initially, the group should consist only of employees, suppliers, and customers. Thus,
each participant must be authenticated prior to being admitted to the group. Similar to
subscription, this requires that participants establish a means by which they can authenti-
cate themselves bofore joining the session. As the expected participants are likely to have
previously established a relationship with X, it would be efficient to use existing forme of
authentication. Assume that X has issued digital certificates for all of its employees and
passwords to all customers and suppliers. In this case, the admittance service authenti-
cates potential session participants via certificate (e.g., using 55L authentication [Grold))
Or password.

The content and tone of each presentation is a direct result of the participants present.
Hence, the video source requires knowledge of the membership throughout the session.
Failure to provide membership information may lead to the (possibly undetected) disclosure
of important information by X. For these reasons, company X additionally wishes fo ensure
that ite customers and suppliers are not able to continue receiving content during the
pricing presentation. In thie case, the keys used to protect the video stream must be made
unavailable to customers and suppliers at all points following the conclusion of the initial
prosentation.

Asz in the pay-per-view environment, the video feed is required to be confidential. How-
ever, additional protection may be needed. X may wish to prevent malicious or compromised
participants from altering the video stream. This requires that any modification to the data
be detectable (and ultimately discarded), and that the source of a message be accurately
identified.

These scenarios highlight two of many session environments appropriate for groups.
While the sessiong use the same conferencing application to distribute video data, the session
requirements dictate very different kinds of security. The deseription of each seenario defines
a unigue trust and threat model. A policy is the embodiment of these models. Architectures
supparting policy construction and subsequent enforcement address the requirements of
these and many other session environments in & Aexible and secure way.

Az it exists today, new environments require customized software or the acceptance of

existing application security. The acceptance of existing application security can lead to un-



addressed requirements, and ultimately insocure operation. For example, an infrastructure
designed for scenario one does not address all the requirements of scenario fwo. Similarly,
applications can incur performance penalties where unnecessary security infrastructure is
provided. A policy management infrastructure addresses these mismatches through the
explicit specification and subsequent enforcement of application policies meeting session
requirements.

While recent advances have increased the guality and availability of standard security
services for peer communication (Le., [PSec [KABE], S85L [Grofd]), similar advances in group
communication have not been fortheoming. Policy-based group communication systems
present us with a unique opportunity: using previous successes and failures as a guide, we
can accelerate the adaptation of group communication ag a building block of distributed
systoms. The Hexible security afforded by policy management allows new approaches to
be constructed and deployed rapidly. These frameworks require that policy specifications,
rather than the applications or infrastructure, be modified to take advantage of new security
BETVICES.

The goals of this thesis are summarized in the following statement:

An essential aspect of group security is the definition of infrastructures in which
the abilities and requirements of communication participants can be efficiently
reconciled and enforoed.

Hence, thie thesie investigates the algorithms, construction, and performance of architec-
tures supporting policy determination and enforcement in secure group communication. The
investigation of policy determination considera the form, meaning, and processes used to
represent and derive group and member security requirements. The investigation of policy
enforcoment considers the means by which the requirements are addressod.

Policy management is not & panacea. The fundamental coste associated with systoms
supporting policy often take the form of infrastructure complexity and system performance.
Hence, a central goal of this thesis ie quantification of the coste of policy management.

1.1 Secure Group Policy

Policy is used to address changing user and environmental needs. Through policy, software

services state and reconcile the (sometimes conflicting) needs of all communication partic-



ipants in real time. Each session occurs within the context of a shared policy defining the
acceptable behavior and requirements of its participants. Thus, rather than relying solely
on the system designers or network administration to define service behavior, the interests
of all parties are considered at the point at which communication ocours. While this the-
ais focuses on the definition and enforcement of policies appropriate for secure groups, the
identified technigques are likely to be applicable to other contexts.

A group is defined as a collection of collaborating entities communicating over a real
or virtual broadcast medinm'. Early work in gronp communication focused on the study
or reliable communication [KT91, Bir%3, RBM96]. Often, groups are organized around
a single session leader” and potentially many group members. The session leader directs
all group behavior by coordinating the addition or ejection of members, the ordering of
messages {where delivery semantics are implemented), and recovery from lost messages or
failed members. (Group members are clients acting at the behest of the session leader.
Maore Hexible models have been investigated as group communication has matured. Hecent
work has investigated groupe containing multiple or backup session leaders [DMB96] and
hierarchies of subgroups [Mit97). In the extreme, an egalitarian (or peer) group consists of
a collection of equal partners [SSDWOH].

The advent of the Internet heightened concerns over the lack of security available to
gronps. The first protocols implementing secure groups applied well-understood technigues
previously used in peer communication. This led to useful, but limited, security [HM%7h,
HMY97a, Bal®i, Gon%6). Other works focused on the development of techniques for secure
reliable group communication [HeiBd], or on techniques addressing security requirements
unique to multiparty communication [PSTCM), WGLSE|.

In this thegis, a group security policy i defined as the statement of the entirety of
security-relevant parameters and facilities ueed to implement the group. This best fits
the viewpoint of policy as defining how security directs group behavior, which entities are
allowed to participate, and what mechanisms will be used to achieve mission-eritical goals.
Mote that this definition is not restricted to elecironically distributed statements; facets of

1'I‘3,']:-:'||:a.ll_'.r: group broadeast is implemented by o transport layer protocol sech as [F muoblticast [Deci9],
Howrever, whiere unavailable, groups can be implemented over a logical brosdeast channel built on point-to-
point protocals [Fragd, BOGT00, CRZ00, JGIT00, CRBO0].

*Mo single name has been sceepbed for the growp authority, Largely defined by eheir responsibilities
within & given system, ather labek include: contreller, arbiter, and seguencer. Thronghoat, ths entity will
b referred to as the session leoder.



policy are often implicitly stated through the design and configuration of software.

This definition differs from previous work in security policy. Authentication [TJM 99,
RMN{H)| and trust management systems [BFLYG, BFIK99b, CFL* 98] view security policies as
statements of acceptable authentications and aceess control. Policy is specified and evalu-
ated within a well-defined and often rigorously evaluated framework. However, provisioning
and enforcement is largely outside the scope of these systems. Conversely, in policy based
nefworking [SWM*T04], a policy defines generalized rules for the configuration of network
resources. Used for network management, these systems define how hardware and soft-
ware present in a8 network are configured, and in the presence of changing environments,
reconfigured.

HRecent work in secure gronp communication embraces a more flexible definition of group
policy. Policies in contemporary secure group communication systems [HMO9Th, HM97a,
DBH*(0, MPHYY] are chiefly designed to dictate the provisioning of security mechanisms
(e.g., parameoters and algorithms for session keying). Although these systems provide in-
creased flexibly in defining group behavior, they often dictate the trust embodied by the
group. Moreover, it is not immediately clear that the enforcement infrastructure adequately
addresses all sesgion security requirements.

The approaches described in this thesis are evaluated through the construction and eval-
uation of the Antigone group communication framework. The core components of Antigone
include the Ismene Policy Determination Engine and Antigone Policy Enforcement Archi-
tecture. Ismene defines the representation and processes used to derive security policy.
The Antigone enforcement architecture implements a secure group communication service
meeting the requirements stated in the derived policies.

Group policies in Antigone are created by policy dssuers. The policy issuer is the logical
owner of the group and is trusted to faithfully identify session requirements. (nce spec-
ified, the policy is stored in & well-known and available policy repository. The repository
commaonly treats policies as opague data. For example, LDAP [YHKY5] may be used for
this purpose.

A policy can be stated abstractly or conditionally. An absiract policy states some
conceptual aspect of security that is to be achieved or implemented. For example, while
a confidentiality policy is abstract, a DES encryption policy is not. A conditional policy
indicates, based on the operating environment, which policies should be enforced. An exam-
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Figure 1.3: Antigone Session Policy - A session defining group policy is created by a policy
issuer and stored in the policy repository. The initiator reconciles the local policies of the
expectod participants prior to session initialization. The resulting policy instantiation is
transmitted to group members prior to their acceptance into the group.

ple conditional authentication policy states that emplovess of company X may participate
during normal working hours, but not at other times.

A policy may be discretionary. Statements of discretionary policy allow the initiator
some Hexibility in defining the group. An example discretionary policy states that either
Triple-DES |[Nat99 or DESX [KRY96] be used for confidentiality. The semantics of such a
statement indicate that one of the two algorithms must be used, but not both or neither.

Each participant states ite et of local requirements on a future session through a local
palicy. Theose policies explicitly emumerate the conditions upon which the member’s partic-
ipation ig predicated. Similar to group policies, these statements may express provisioning,
authentication, and aceess control requirements.

Figure 1.3 describes the use of policy over the course of one session of an Antigone
group M. M is a centralized group containing a session leader My and a set of members
M; {where 1 < i < n» and n i the number of members of group). Note that depending
on the user and system needs, other attributions of trust and group organization will be
appropriate. Antigone is not restricted to groupe of the type defined in this example;
peer, hierarchy, or multiple session leader groupa can be constructed from a collection of



appropriate mechanisms.

Based on a session announcement or invitation, My begins session initialization by re-
trieving the group policy and the local policies of the expected participants. The group
and local policies are reconciled to arrive at & policy instanbiation. A policy instantiation
containg unambiguous configuration directives and statements of authentication and access
control.

M), initializes the session as directed by the instantiation. At some later point, a group
member M) attempts to join the group. However, before joining, My must first acquire
the policy instantiation. This leads to & problem:; if the policy must be protected (e,
confidential), how does M perform authentication before knowing the means by which
authentication is roguired to be performed? In this case, it i3 necessary to establish a
secure channel between My and M, prior to the knowledge of the policy [HCMO1]. This
iasue is addressed through the establishment of a publicly available authentication policy
(soe Chapter 5). M) obtains the instantiation following the authentication process.

Mote that it may not be possible to derive an instantiation that meets the requirements
of all members. Therefore, M tests the complionce of the received instantiation with its
local policy via a compliance algorithm. A compliant instantiation is consistent with all
statements in the local policy. Failure of the instantiation to comply with the local policy
can result in the modification of the loecal policy or the abstention of the participant from
the session.

The enforcement of policy cccurs in two phases. Initially the provisioning policy defines
the mechanisma and configuration used to implement the group. The mechanisms and con-
figurations used to support group communication are explicitly stated in the instantiation.
The statements are used by M) to mitialize &ll local interfaces and software. The second
phase of policy enforcement ocoure over the course of the session. The fine-grained authen-
tication and access control policies defined in the instantiation resérict access to specific
gronp actions. Based on supporting credentials and contextual information, these policies
are used to assess an entity’s right to perform actions within the group.

Any mumber of events occur over the course of a session. Those represented by messages
require each receiver to evaluate sender anthentication. For example, consider the member
M, receiving a rekey message. M, must determine that some authority authorized to modify
the session sent the message. The member maps the credentials and conditions associated
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with the rekey message onto a set of rights. If the right to assert a new session key ie
granted, then the new session key is accepted.

1.2 Thesis Structure

The remainder of this thesis 8 structured as follows., Chapter 2 develops a definition of
secure group policy and presents a taxonomy of group security requirements. Chapter 3
considers the technologies supporting security policy and group communication. Chapter 4
defines Ismene and analytically evaluates the algorithme used for determination. Chapter §
describes the design and use of the Antigone policy enforcement architecture. Chapter 6
considers the expressiveness of Ismene via an investigation of the security requirements of
the AMirD content distribution service in diverse environments. Chapter T evaluates of the
coate of policy determination and enforcement within Antigone. Chapter 8 recapitulates
the goals of this thesis and identifies avenues for foture work.

This thesis investigates architectures and algorithms used for policy determination and

enforcement in secure group communication. The main contributions are:

ldentification of the policy space relepant fo secure groupa:

This thesis presents a map of group security policies derived from an evaluation
of group frameworks, applications and environments. Group security require-
ments can be categorized into policies defining provisioning, authentication, and
acceas control. Provisioning policies define how the group addresses session noeds
by the appropriate configuration of security mechanisma. An guthentication pol-
icy states the identities allowed to participate in the group. Thig policy not only
identifies the parties that may participate, but also the conditions under which
they may participate. An access contrel policy defines in the capacity by which
authorized parties can participate. This largely defines the trust embodied by
the group by mapping authorized participants or credentiale to a set of relevant
actions. A comprehongive survey of techniques used o define and enforee these

policies I8 presented in Chapter 3.

A language and algorithms for multiparly policy deferminalion



11

Policy determination in multiparty communication i8 more complicated than
those found in peer environments. This is due in large part to the number of
entities involved, the complexity of services used, and the multitude of entity
relationghips that must be supported. Converging on singular definitions that
meet the requirements of all interested parties is non-trivial. The Ismene lan-
guage and associated algorithms allow conditional and flexible statements to be
wsed to derive a universally accepted policy. Moreover, unlike many previous
policy approaches, policy encompasses the totality of the security context. The
tractable nature of all algorithms ueed in the critical path of session creation
and maintenance is determined via formal analysis. Confidence in the efficiency
of these algorithms ig further established experimentally.

The use of policy fo define flexible group services

The means by which enforcement is performed ultimately determines the ef-
fectiveness of any policy approach. The Antigone framework presented in this
thesie provides flexible interfaces for the enforcement of group security policy.
Antigone constructe group services from software mechanisms that implement
the bagic services required by groups. The composition and configuration of
mechanisme ig directed at run-time by policy. Policy is enforeed through the
response to relevant evends observed by the composed mechanisms. The design
and limitations of event and component-based systems construction is evaluated,
and paolicy implementing abstractions described.

The investigation of the requirementa and costz of policy defermination and enforcement

While many mechanisme designed to address specific security requirements in
groups have recently emerged, little is known about their requirements and
performance in integrated application environments. This thesis considers the
policy requirements of group systems in several diverse environments through
the systematic definition and implementation of the AMirD) content distribution
services. A number of policy alternatives are considered and trade-offs identified.
A further exploration assesses the cost of enforcement. Experiments evaluating



12

the throughput and latency characteristics of Antigone have shown that policy
is not in conflict with groupe requiring high-performance networking.



CHAPTER 2
SECURE GROUP POLICY

The promise of policy is ita ability to conform to changing environmental and user require-
ments. However, existing group security policy ie limited in scope and fexibility: much
of the group security is defined o priors in its implementation. This chapter considers the
design space of group security policy. The processes used to develop and ultimately enforce
policy are explored. A subset of the policy dimensions relevant to secure group communi-
cation is considered. The structure and operation of the Tsmene Policy Langusge used by
Antigone (gee Chapter 4) is based on the results in this chapter.

The remainder of this chapter is organized as follows. The next section defines a group
security policy through the decomposition of its expository requirements. Section 2.2 iden-
tifies the entities, algorithms, and life-cycle of a group security policy. Section 2.3 considers
the general requirements of policy determination and enforcement. Section 2.4 presents a
subset of the group policy design space derived from an investigation of contemporary ap-
plications, frameworks, and environments. Section 2.5 summarizes the chapter and revisits

the goals of this thesis.

2.1 Secure Group Policy Definition

Security policy has been used in many contexts o define the means by which desired se-
curity properties are guaranteed. (Often implicit, a definition of policy is derived from
the goals of the system being designed. For example, trust management systems [BFLSE,
BFIK99L, CFL1498] are designed to evaluate anthentication and access control using poli-

cieg defining trust and delegation. Conversely, in the Route Policy Specification Language
(RPSL) [ABGT 98], policy is defined (in part) as sote of packet filtering rules.

Often, policy is defined as the statement of the entirety of security relevant parameters
of a group. More specifically, this thesis adopts the policy definition found in the GSAKMP

1.
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specification, where:

{a policy defines) ... the group security relevant behaviors, access control pa-
rameters, and security mechanisms. [HCH i)

This definition best fits the viewpoint of policy as defining how security defines group

behavior, which entities allowed to participate, and what mechanisms will be used to achieve
mission eritical goals.

In meeting this definition, any policy specification must explicitly define the following

aspecta of group security [MIIC*M]. Note that these aspects may be stated using simple

or implicit rules, but no aspect may be left unspecified.

L

Identification - The group must have some means by which it can be unambiguously
identified. Failure to correctly identify the group policies, mesaages, and participants

can lead to incorrect and insecure operation.

Authentication - A group policy must be able to identify the entities allowed to
perform action. “Thus, each operation within the group must be performed in the
presence of some identifying context (e.g., credentials). An aothentication policy

states the required context.

Access Control - A mapping of contextual information to allowable action must
be specified. An access control policy defines this mapping. For example, a simple
access control policy states that any application level message encrypted under the
sesgion key should be accepted. Thie policy could be extended to accept only rekeying

messages signed with session leader private key.

. Mechanisms - Each policy must identify the security services and parameters used to

implement the group. The configuration of these serviees determines the performance
and robustness of the resulting eolution, and greatly influences the quality of the
security provided to the group. Each service can have further parameters and policies
unicgue to its implementation. An example mechanism policy identifies the algorithms
and protocols used to derive session keye (e.g., a key management mechanism; see
Chapter ).
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h. Verification - Each policy must present evidence of its validity., The means by which
the origin, integrity, and freshness of the policy is asserted (e.g., via digital signatures)

must be known prior fo its soquisition.

Policy is stated at varying levels of abstraction. Explicit policy systoms define all aspocts
of the group in concrete terms (e.g., GKMP data structure [HM97h, HM%7a]). Conversely,
abstract policy systems provide interfaces for the formulation of abstract policies (e.g., as
found in the Policy Working Group framework [SWM*Y9]). An abstract policy makes a
staterment defining a requirement of group operation, but does not specify how that require-
ment is to be achioved. For example, a policy can state that a sfrong confidentiality service
be used for the transmission of application messages. How the group achieves strong con-
fidentiality is subject to the interpretation by the policy infrastrocture. Often, statomonts

in the policy itself direct the mapping of abstract policies to conerete configuration.

2.1.1 Laocal Policy

A local policy defines the capabilities and requirements of each potential group member.
This policy identifies, at & minimum, the services and credentials available to the local
member. The member assesses of whether they will be able to participate in the group using
local policy. A member incapable of implementing the group policy cannot participate in
the group.

A local policy also states the local requirements that must be met by the group. These
requirements can be viewed as a set of minimal standarde placed on the group by the mem-
ber. Participants determine- whether the group policy meets these requirements through
a compliance test. The means by which the compliance test is porformed is a direct result
of the policy representation and semantic. Participants encountering a group policy that
does not comply with the local policy can either refrain from participation, revise their local
policy, or attempt to offoct & change in the group policy through negotiation.

2.1.2 Policy Instantiation

Group and local policies nesd not be dictatorial; each may state the conditions nnder which
a st of requirements are relevant or specify & range of acceptable behaviors. However,
enforcement requires that a group operate under an unambiguous specification. Henee,
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Figure 2.1: Policy Life-cycle - issuers specify policy during creation. The policy is subse-
quently interproted towards an unambiguous instantiation identifying the group provision-
ing, authentication, and access control enforeed by the group.

group participants must agree on a uniform policy (see policy requirements in Section 2.3).
The means by which agreement is achieved is central to the design of any policy management
infrastructure.

A policy mstantiation is a fully specified group policy in which all configurations and
statements of Authentication and access control are explicit. The instantiation is the rezsult of
the interpretation of a group policy with respect to the evaluation of run-time conditions,
local policies, and where supported, negotiation (i.e., recomciliafion, see below). Policy
instantiations can evolve as group requirements change. Evolution can occur in response
to changes of membership, environmental conditions, or content sensitivity. The policy

instantiation itself must specify the conditions under which evolution oocours.

2.2 The Life-cycle of a Group Policy

Group behavior is defined by interdependent and ongoing processes of policy determina-
tion and enforcement. Policy determination is the process used to derive session defining-
specifications (Le., policy instantiations). Group participante implement the semantic of
established policies through policy enforcement.

Figure 2.1 and the following text present a view of the process used to construct and
enforee a group policy; the ordering illustrates one possible policy life-cycle. Depending
on environmental and security requirements, other orderings are possible and appropri-
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ate. Where less floxibility is required, some processes can be omitted entirely {with the
obvious exception of policy creation and enforcement). These abstract policy processes
are [MHCH():

Creation - One or more informed authorities specify the group policy during creation.
Paolicies can be abstract or specific to an implementation. A specific policy could
state that all group messages be encrypted using the 3DES-CBC [Nat%] algorithm.
Conversely, the (abstract) strong confidentiality policy could be mapped to the JDES-
CBC algorithm. While both policies could result in the same behavior, an abstract
policy allows the group to select an alternative enforcement mechanism when JDES-

CBC is unavailable or inappropriate.

Evaluation - When a eession is to be created, the group policy is retrieved and
evaluated. Evaluation arrives at the set of acceptable configurations and statements
of anthentication and access control rules that can be used to implement the group.
Howewver, this may not represent a fully instantiated policy; rules may state ranges of
acceptable behaviors.

Reconciliation - Purther resolution of policy is necessary when evaluation does not
result in a fully-specified policy instantiation (as is the case where ranges of acceptable
behaviors exist). Reconciliation regolves these statements via consultation with local
polices or through negotiation. Reconciliation attempts to find an instantiation that
is congistent with the evaluated group policy and all local policies. However, it is
not always possible to find an instantiation meeting the requirements of all policies.
Therefore, the reconciliation process must implement a resolution discipline. The
chosen discipline will directly determine which members can participate. Chapter 4

considers several reconciliation resolution disciplines.

Negotiation attempts to reach an acceptable instantiation via explicit participant co-
ordination. For example, a negotiation protocol allows the group members to propose
{and possibly counter-propose) new policies meeting group and local reguirements.
{Once agreement of group policy has been reached, the session may proceed. If no
agreement can be reached, those members with unaddressed requirements must choose
to accept the group policy or refrain from participation. This thesis does not address
policy negotiation protocols [DBH* ().
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Compliance - Each member should test the compliance of a received instantiation
with respect to its local policy. If the instantiation is not compliant, the member may
recuest policy evolution, revise its local policy, or abstain from participation in the
group. Note that compliance is an ongoing process; new instantiations resulting from
policy evolution may fail to meet local policy requirements.

Enforcement - Enforcement occurs at each group member. This includes monitoring
for relevant events and executing existing policies. For example, as directed by a
rekeying policy, & group may distribute a new session key following each group member
departure. Other policies, such as the JDES-CBC policy described above, require only
that mechanisms be correctly configured at the beginning of the session.

Evolution - Policy evolution oorurs whon some event requires modification of an
existing policy. For example, the arrival of & member that lacks the ability to im-
plement an existing policy may result in policy evolution. This process can lead to

further evaluation, reconciliation, and complianee testing.

2.3 HRequirements of Policy Management

The direct application of policy approaches used in two-party communication is unlikely to
meet the needs of groups. This is due in large part to fundamental differences between peer
and group policies; group policy conveys information about an association greater and more
abstract than its pair-wise counterpart. The following text identifies and illustrates universal
principles resulting from an analyeis of group and peer communication policies [HCMIO1).

Principle 1: Enforcement of group policy must be consistent across a group

While it may evolve over the course of a sesgion, the group requires a singular policy
definition. Failure of members to operate under the same security context can lead to
vulnerable or incompatible solutions. Similarly, policy frequently requires trust among the
group members'. Each member trusts that all participants have been admitted, and that

1Several works have investigated support for groups whise members do nob trust esch sther [Heafd).
Hersrever, the performanss of the resalting sclotions has been poor. The carrent mechanisms of Antigane
implement enly groups in which the members are lagely trsted not to expose groap information (eg,
sesmion keys, policy, ebe]. Ohiber mechanisms designed to address other threats can be iotegrated into the
framewark.






