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ABSTRACT

Attacksagainsinternetroutingareincreasingn numberandsever-

ity. Contrikuting greatlyto theseattacksis the absenceof origin

autheriication: thereis no way to validateclaimsof addressown-

ershipor location. The lack of suchservicesenablesot only at-
tacksby maliciousentities,but indirectly allow seeminglyinconse-
quertial miconfigurationgo disruptlarge portionsof the Internet.
This paperconsiderghe semanticsgdesign,andcostsof origin au-
thenticationin interdomainrouting. We formalizethe semanticof

addresdlelegationand useon the Internet,and develop andchar

acterizebroadclasseof origin authenticatiorproof systems.We
estimatethe addressdelegation graph representinghe currentuse
of IPv4 addresspaceusingavailablerouting data. This effort re-

vealsthat currentaddressielegationis denseandrelatively static:
asfew as 16 entitiesperform80% of the delggationon the Inter

net. We concluce by evaluatingthe propcsedservicesvia traced
basedsimulation. Our simulationshavs the enhancd proof sys-
temscansignificantlyreduceresourcecostsassociatedvith origin

autherntication.
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1. INTRODUCTION

Routingin the Internetdictatesthe paththat IP pacletstake to get
from their sourceto their destinationln its mostgeneraform, this
path, called the route, is a sequege of routersand the links be-
tweenthem. To compute suchpaths routersusea routing protocol
to exchangereachabilitydata,and performcomputationon these
datato computethe desiredroutes.Computingthe correctrouteis
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a complicatedaskbecaseof the sheerscaleof the problem;ser/-
eral hunded thousandroutershave to performa distributed com-
putationthat mustresultin compatibleresults. The issueof scale
is somevhat mitigatedby consideringthe Internetasconsistingof
mary routing domains routing inside a domainis determinecby
an intradomainrouting protocol, while routing betweendomairs
is governed by aninterdoman routing protocol. Intradomainand
interdomainroutingdecisionsarelargely madeindependently

The Border Gatavay Protocol[27, 32] is the interdomainrout-
ing protocol usedon the Internet. BGP routing domairs, called
AutonomousSystemgASes) announce IP addressranges,called
prefixes to its neighbaing ASes.EachAS alsoannouwncesthe pre-
fixesthatit learnsfrom eachof its neighborgo its otherneightors.

Thedesignof BGPreflectsts egalitarianorigins: ASesaretrusted
to behave perspecificatiorandto performduediligencein provid-
ing timely andaccurateouting information. In otherwords,BGP
doesnot currently provide security The needfor securityin inter
domainrouting hasbeenwidely acknowledgednd evaluated[31,
18, 24, 9], andinterim andlong-termsolutionsare seekingbroad
adoption[17, 9, 7]. Implementedby ary comprehasive routing
securitysolution,an origin authenticatioh (OA) servicevalidates
the delegation of addresspacebetweenaddressauthorities(e.g.,
IANA [15]), organizationsand adwertising ASes. Origin authen-
ticationis fundamentallygrouncedin ownership:the addressnay
beoriginatedby anAS only if theownerhasgrantedhemtheright
to to doso.

Thelack of authenicatedorigin informationis increasinglyiewed
asa critical vulnerability of the Internetinfrastructurg10]. In one
widely docurrentedexample,AS7007annaincedit wasthe origin
for large portionsof the IPv4 addressspace. As a result,a huge
partof theaddresspacewasincorrectlyroutedto thatAS andled
to widespreadutageq23]. Similarly, Zhaoetal. foundthatthere
areagreatmary causeshatmultiple ASesclaimto betheorigin of
asingleprefix (calledaMOAS conflict), almostall of themanoma-
lous[35]. The authorsfound that prefix hijacking dueto appareh
misconfigurationwas a frequentcauseof MOAS conflicts. Other
outageswveresimilarly enabledby incorrectorigin androutingin-
formation[19].

This paperconsidersthe semantics design,andapplication of
origin authenticatiorservices We begin by formalizingtheseman-
tics of addresglelggation. An addressdelegation graph represents
the delegation of IPv4 addresse$rom addressauthorities,to or-
ganizationsand ultimately ASes. We showv that the semanticof
addresdlelgyationmandateghatary path(i.e., delgyationchain)

1\We usethe term origin to refer to the AS in which a setof ad-
dressesesidesThisis notto beconfusedwith theorigin attribute
of BGR, which specifiesthe sourceof routing information (e.g.,
eBGP/iBGB.



in this directedgraphadherego thefollowing: a) theorigin of the
pathis IANA b) the pathis agyclic, andc) thelastnodein the path
isanAS. In theorigin authenticatiorsystemsonsideedin this pa-
per, entitiesdelegateaddresspaceby generatinganddistributing
proofsreflectingedgesin the graph. To simplify, an OA proof is

a signedstatementssertinghat: a) an organizationhasbeendel-
egatedauthority (by IANA or someorganization)over a specified
addresgange,b) thatan AS hasbeengrantedthe right to be the
origin of thataddressange,or c) thatthe addresgangecannotbe
used(resenred). Verifierscollect and validate proofs correspon-

ing to the delegation chains. We apply a rangeof cryptogragic

constructios to the problemof proof constructiorandconsiderthe
compleities of their applicationin realenvironments.

While identifying constructionghat meetthe semantiarequire-
mentsof origin authenticatioris a usefulandnecessargndeaor,
onemustalsoevaluae theirfeasibility. However, ary evaluationof
this sortmustbeinformedby anunderstandig of thecurrentuseof
the IP addresspace.We develop an approximae addresglelega-
tion graphfor the Internetfrom public data.Oneof the key results
of thisinvestigatiorshovs thatthedelegationof IP addresspacds
exceptiorally dense:80% of delegationis performedby 16 entities
in our approximategraph and90%by 122. Moreover, thesedele-
gationsevolve slowly. Suchresultsareencouragng: proof systems
aremosteffective wheredelggationis both staticanddense.

It hasbeenarguedthatin-bandorigin authenticatioris inherently
infeasible.We compae thecostsof in-bandandout-of-bard mech-
anismsvia tracedbasedsimulation. Our OAsimsimulatormodels
aBGPspeakr implementingsereral OA servicedesignausingthe
approdmate addresdelegation graphand collectedBGP update
streamdata. Our simulationsuncover two centralresults. First,
theefficienciesaffordedby our origin authenticatiordesignsamake
in-band verification possible. For example, an in-band authenti-
cateddelgyation tree usesaslittle asonetenththe compuational
resource®f currentsolutions. Second,we found that proof sys-
temsthat consolidateproofs by delegatorcansignificantlyreduce
resourcecosts.

Thisworkis notintendedasareplacemetifor comprehesivein-
terdomainrouting securityinfrastructures.We do not specifically
addresspath or attribute validation. Hence,this work addresses
only one aspectof the larger interdomainrouting security prob-
lem: the creationandvalidation of proofsof ownershipandorigi-
nation. Thedesignsaandresultsdescribedhroughoutareapplicable
to any suchinterdomainroutingsecurityservice(e.g.,S-BGP[18],
IRV [9], soBGP[7, 6]).

Theremaindeof this paperexploresthedesignandpracticaluse
of origin authenticatiorservices We begin in thefollowing section
by describinghow addresspacseis currentlydelegated.

2. ADDRESSMANAGEMENT

The IPv4 addresspaceis governedby IANA? [15]. IANA del-
egatespartsof theglobaladdresspaceto organizationgepresent-
ing commercial public, or otherinterestg34]. Eachorganization
is freeto furtherdelegatesomeor all of therecevedaddresspace
to ary organizationit desireshut is prohibitedfrom delegatingthe
sameaddres¢o morethanoneorganization.

BGPis notawareof theexistenceof organizations Autonomots
systemgqAS) adwertisethe setof prefixesthatthey originate(i.e.,
the addressesvithin their administratve domain). While mary

2ThelANA functionis currentlycontractedo the InternetCorpo-
ration for AssignedNamesand Numbers(ICANN), which some
cite astherelevantauthority Throughaut, we referto IANA inter
changeablyto referto boththe ICANN organizationandthe IANA
addressauthorityfunction.
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Figure 1: IPv4 addressmanagement- All ownership of IPv4
addressis delggatedby IAN A to organizationswhich may dele-
gatefurther. Addr essesre assignedo an AS for advertisement
via BGP.

organizationsmaintaintheir own AS, mary do not, andstill oth-
ers(typically conrectiity providers)maymaintainmorethanone.
Eachorganizationmay assignits addresspaceo the AS in which
the addressereside. Hence,assignments the processwherean
organizationgivesan AS the right to originatea setof addresses.
Figurel illustratesseveralcommonwaysthataddresspaces del-
egatedto organizationsandassignedo ASes.

In the early daysof IP, IANA directly deleggatedaddressspace
to organizations.For example,asshavn in the figure, AT&T re-
ceived 12. 0. 0. 0/ 8 directly from IANA in the 1980s. As the
popudarity of IP grew, it wasdiscoveredthathaving a singlebody
governingall delegationwasadministratvely difficult. Hence reg-
istries like ARIN [3] were introducedto delegyate addressspace
received from IANA. OrganizationssuchasBETA in the figure,
currentlyrequestindreceive addresspacdrom theregistries(i.e.,
64. 1. 0. 0/ 16). AssumethatBETA is acustomeiof theprovider
AT&T, andthatBETA'snetwork is servicecby AT&T’' sAS.BETA
delgyatestheir addresspaceto AT&T for the explicit purpcse of
providing service. The practicallimitation of this “provider” del-
egation classificationis that AT&T is barredfrom delegating the
addresdurther.

In practice,organizationsare often delegatedaddressspaceby
their provider networks. For example, consideran organization
DELTA (notshawn) thatis acustomenf AT&T. AssumehatDELTA
is givenits addresspaceby AT&T andwishesto bepartof AT&Ts
AS. In this case thereis no needfor delegationbecauseddELTA’s
addressspaceis total encommassedby AT&T (bothin thelogical
and physicalsense). Now consideran anotherorganizationAL-
PHA thatis alsoa customerof AT&T but wishesto run its own
AS. ALPHA maywishto beits own AS to allow multi-homingor
simply to retaincontrol over the interdomainrouting policy asso-
ciatedwith its network. AT&T delegatespartsof its addresspace
to ALPHA (e.g.,12. 1. 1. 0/ 24) so ALPHA’s AS canindepen
dently ad\ertisethe addressege.g.,asmay be desirablefor multi-
homing).

Assignmentassociateshe addresseslelggatedto an organiza-
tion with the ASesowned by it. Theseaddressgare configured
into routerswhich subsequetly adwertisethemvia BGR. Fromthe
figure, AT&T assigngheaddresset is delegatedto theASesunder

its control(e.g.,AS7018isassigned.2. 0. 0. 0/ 8 and64. 1. 0. 0/ 16),

asdoesALPHA (AS2997is assigned.2. 1. 1. 0/ 24).



AT&T retainscontrol (originates)of 12. 0. 0. 0/ 8 by assign-
ing the prefix to AS7018. This assignments seeminglyambigu-
ous:becausd 2. 0. 0. 0/ 8 isasuperseof 12. 1. 1. 0/ 24, they
both assertcontrol over the sameaddresses.This is resoled in
BGP by the longest prefix matding rule: the longestprefix del-
egation/assignma (in termsof masksize) supersedeall shorter
prefixes. Hence AT&T’ sdeleggationand ALPHA's subsequaet as-
signmen of 12. 1. 1. 0/ 24 is alwaystaken asauthoritatve over
theassignmenof 12. 0. 0. 0/ 8.

Delegation and assignmenbn the Internetis currently an ad-
ministrative process.Thereis no structurefor validating claimsof
addresswnershipandassignmen This paperaddresesthis need
by attemptingto both clarify the semanticof theseassertionsas
well asdefineefficient constructiondor their authentication.

A prerequsite of this work is a parallelmanagenentstructure
for the securemanagemetnof organizationsandAS identifiersand
associatedryptograplic material.Seoet. al. have consideredsuch
infrastructuresn depth[30]. We assumeaninfrastructurefor reg-
istering addressauthoritiesand organizations,as well as for the
managmentof certificatesassignedo theseentities.Furthermore,
authertication of spealer identity, and more generallyof ary as-
pectof the AS topology or pathinformation, is explicitly outside
the scopeof thiswork.

3. RELATED WORK

Early works in interdomainrouting security characterizedhe
relevant threatsand countermeasres[31, 5, 24, 26]. The identi-
fied problemsare succinctlydescribedby Murphy in her analysis
of BGP [24]. Her analysisshaws that the vulnerabilitiesof BGP
directly flow from the following truths: a) messageslo not have
guaraneedintegrity, freshnessor authenticity b) pathsarenot au-
thenticated and c) thereis no way to validatean AS’s authority
to adwertisea prefix. This paperfocusessolely on this last point,
the lack of authenticatecddresaisage.As identified by Murphy
and others, origin authenticatiortracesthe delegation of address
spacebetweenauthorities(e.g.,IANA), organizationge.g.,|IBM),
andASes. Seoet. al. uncoveredthe hiddencompleity in the del-
egationof not only IP addressedyut of otheraspectf the inter-
domainrouting (e.g.,AS numbers)[30]. The naturaland almost
universally acceptednethodfor tracingdelegationin theselarge,
complex networks is through signedassertions. In practice, the
scaleof the Internetmandateshattheseassertionde supportecy
a certificationinfrastructure.

A leadingcandidatefor securinglnternetrouting, the compre-
hensve S-BGPextensionto BGPaddresseawiderangeof threat18,
17]. Origin authentications suppatedin S-BGPby anaddressl-
locationpublic key infrastructure(PKI). Authoritiesin the S-BGP
PKIl issuecertificatesinding prefixesto organizationge.g.,IANA
delggatespartof anaddresspaceo ARIN, whichin turnallocates
someof thatspaceto AT&T, etc.). Certificatesare usedto authen-
ticate the validity of prefix adwertisements. AddressAttestations
aredelegatorsignedstatementshatindicatean AS hastheright to
adwertisea prefix (i.e., delgyatesto the AS). Othershave applied
more comgex, but often efficient, cryptogragic structuresto the
problemof path-\ectorsecurity[11].

Becausef thecostsassociateavith creationandvalidation(and
to alesserdegreebecausef BGPmessagsizeconstraints)theau-
thorsof S-BGPadvisethataddressattestationshouldbe managed
throughan out-of-bandmechanismThe proposedarchitecturale-
fines a collection of intermediaterepositoriesmaintainingcertifi-
cates,revocationlists (CRLs), and addressattestations.It is sug-
gestedhatmuchof theeffort of certificateand CRL validationcan
be completedby repositories. Centralizedattestatiorrepositories

mitigate the costsof validationduring table resets(e.g., memory
re-initializationfollowing arouterreboot).For example,routercan
rely on the repositoryto assertvalidity, ratherthan by validating
recevedor acquiredproofs.

Onechallengein the adoptionof ary interdomainrouting secu-
rity solutionis its integrationwith existing infrastructuren theIn-
terdomainRoutingValidation(IRV) project[9], participatingASes
hostsenerscalledIRVs. EachlRV maintainsaconsistentorpusof
routingdatareceved andadwertised.Remoteentities(e.g.,routers,
otherIRVs, application)validatelocally received databy querying
sourceAS IRVs usinganout-of-bandandpotentiallysecureproto-
col. This approat hasthe advantagethatthe queryresponsesan
betailoredto therequestefor optimizationor accesontrol.

Theemeging soBGPprotocolcombinegproactve securitymea-
sureswith anomalydetection[7]. Like IRV, the proposedsoBGP
protocolfocuses on incrementadeployment. soBGPvalidatesad-
dressannounementsin a way similar to S-BGP addressattesta-
tions. However, in an effort to make the solutionmoreincremen-
tally deployable, no authority (or structureof authorities)is man-
dated. Hence,usersof the protocolare free to acceptattestations
or otherrouting policy datafrom ary entity deemedtrustworthy.
Recevedpolicy datais usedto identify andpotentiallydiscardsus-
piciousBGPannourementsBecauseno structureof authoritiess
imposed,communitiesof soBGPASesmay quickly bootstrapand
grow independently

Whetherby constructingand distributing cryptograghic proofs
or by detectingdivergencefrom receved policy data, the works
describedabove acknavledge theimportanceof andaddres®rigin
authenticationWe begin ourinvestigatiorof thesdassuesn follow-
ing sectionby identifying a formal modelof addressnanagemen
and conside the designspaceof origin authenication solutions.
We concluck in the latter sectionsby consideringthe applicability
of thesedesigngo thecurrentinternet.

4. ORIGIN AUTHENTICA TION

Origin annowncementuthenticatiorcanbe characterizedy re-
lationsbetweerorganizationsASesandprefixes. The centralgoal
of ary addres®rigin authenticatiorsolutionis to provide evidence
of theserelations. Typically taking the form of cryptograplically
strongauthenticatiortags,this evidence is usedby receving BGP
spealkrs to validateaddressadwertisementsThe constructionand
useof theseauthenticatiortagsis the topic of this work. We begin
by preciselydefiningtherelationsthatwill beauthericated.

Definitions: BGP addresgrefix annoincementsareessentiallya
pairing betweenan AS numberand a prefix. The goal of origin
authentications to allow this pairingto be positively verified. Be-
fore describingorigin authenticatioomethodswe will first formally
defineAS numbersprefixes,andBGP speakingorganizations.
Let ASN = {1,2,..., K} bethesetof all Autonomots Sys-
tem Numbers,wherecurrently K = 2%, Let S bethe setof all
BGP speakingorganizationsi.e., thoseorganizationgo which AS
numbershave beenassigneddy ICANN [16]. For eachorganiza-
tionC € S, let ASN(C) bethe setof AS numberscurrentlyas-
signedto it. Let O beall of theorganizationsn S pluslIANA and
the other prefix registries. O is the setof all organizationswhich
can“own” prefixesandmay subsegently delegateownersthip.
Sinceall prefixes are possiblein an origin annaincementwe
take somecareto definethemandtheir structurebelow. LetZPA =
{0,1}* bethe setof all £-bit IP addressewherel = 32 for IPv4
and/ = 64 for IPv6. Addressprefixes,often just called prefixes,
aredendedasz/j wherej is anintegerbetweerD and/, inclusive,
andz is a j bit numbe, i.e.,z € {0, 1}Y. Notethatthis slightly



differentthanthe standarchotationfor prefixesn/j wheren is an
¢ bit long IP addressandall of the £ — j leastsignificantbits are
assumedo be zero. For the remainderof this sectionwe usethe
former, non-standrd notation.

For the purpcsesof this discussion an addressprefix is a set
consistingof the appropriateaddresses.More precisely z/j =
{z -y|y € {0, 1}*77} which is simply all of the ¢-bit addresses
with the j mostsignificantbits equalto = * By corvention ¢ is the
emptystringsothate /0 = ZPA is the setof all addressesUsing
thisnotationz/j is equalto thedisjointunionof thetwo prefixesz -
0/(j+1) andz-1/(j+1). Moreover, z/j isasupersedf z-y /(5 +
k) forary k € {0,...,£ — j} andary y € {0, 1}*. Notethat
the superserelationdefinesa partialorderon all addressrefixe$.
This partialorderis naturallyrepresentedly adirectedtre€ where
therootis €/0 = ZP.A, wherethe leaves are the singletonsets
w/¢ andwhereeachnodeexceptthe leavesz/j hastwo outgoing
edgespneto theleft child = - 0/(j + 1) andoneto theright child
z-1/(j+1). Thistreeis denotedheprefixtree (For somepurpcses
it will be usefulto extendthis partial orderto a naturaltotal order
aswe will seebelaw.) If two prefixesarerelatedby z/j C y/k
thenwe will saythatz/j is a subprefixof y/k andthaty/k is
a superprefixof z/j. We will usethe termspropersubpréix and
propersuperprefixo denotethe casethatthe two prefixesarenot
equal. Note that the subprefies of z/j are the elementsof the
subtreeof theprefixtreerootedatz /j andthesuperprefirsof z/j
arethenodeson thepathfrom therootto z/j inclusive.

Delegation:

Supposeasan example,an organizationD explicitly delegates
the addres9refix z/j to anorganizationC. C may wantto use
somepartsof the addresseén z/j for its own hostsas well as
delegatesomesubprdixesof z/j to otherorganizations.Thus,C
may delegatez - 01/(5 + 2) to Cy andz - 101/(5 + 3) to Cs,
etc. At this point we are not restrictingC' to behaing efficiently
or propatly. Thus,C may alsodelgatez - 010/(j + 3) to Cy
althoughthis is redundat or z - 10/(j + 2) to Cs althoughthis
conflictswith C's delegationto Cs». If anorganizationchoosegso
usea subprefixof addresseanderits ownerslip for its own hosts,
ratherthan delegating the ownershipof the subprefixto another
organizationjt will assignthatsubprefixof addresseto oneof its
ASes.TheBGPspealers of thatAS will thenannauncethepairing
of thatAS numbe with thatsubpefix.

Obvenrwe thatalthoughD only explicitly delegatedz/j to C, D
implicitly delegatedto C' theright to delegateor assignall of the
subprédixesof z/j.

Definition: When a property of a prefix z/j implies the same
propertyfor all of the subprefixesof z/j we saythatthe property
hassubtiee semantics For the time beingwe will consideronly
explicit delegationsor assignmets. But we will denotewhich del-
egationsor assingmatshave subtreesemantics.

For usebelow we presenta moreformal descriptionof a simple
setof delegationandassignmenbptions.More generabptionsare
discussedubsegently.

For a given prefix y/k, an organizationC may performone or
moreof thefollowing assignmentsr delegations:

3Note thatin this notation,w /¢ is a setconsistingof the single
addressu.

4This partial orderis actuallyan upward lattice sincefor ary two

prefixesthereexits a prefix greaterthan or equalto both. This is

easily extendedto a completelattice by addingthe empty set of

addresseto the element®f thelattice.

SRemave all partial orderings that can be inferred by transitivity

andrepresenteachremainingsupersetelationby a directededge.
Thisis the Hassediagramof the partialorder

1. (C, y/k, n),wheren € ASN,i.e.,C assigng/ktoanAS
numbern;

2. (C, y/k, C"),whereC’ € O, i.e.,C delegatesy/k to C’;
3. (C, y/k, R),i.e.,C declareg/k asRESER/ED®;

C may performzero,one, or more of the above options. The set
of triplesis C’s delgyationpolicy for y/k (C’s delegation policy
for y/k maybetheemptyset). C' hasadelgyationpolicy for each
prefixin the prefix treeandthis entirecollectionof policiesis C’s
delegationpolicy. Every organizationin O hasa delegationpolicy.

Asdiscusse@bove,delegationsj.e.,triplesof theform (C, y/k, C'),

have subtreesemantics For similar reasonsRESERVED declara-
tions have subtreesemanticsaswell. Henceforthwe will assume
withoutlossof generalitythatif (C, y/k, C") or (C, y/k, R) isin
C’s delegation policy then (C, z/j, C') or (C, z/j, R), respec-
tively, is notin C’s policy wherexz/j is ary propersubprefixof
y/k.

Considemow assignmets of prefixesto AS numbes. Suchas-
signmentgdo not have subtreesemanticsTo seethis, considerthe
following examplein which C' hasbeenexplicitly delegatedthe
prefix z/j (and,hence,implicitly all of its subpefixes). And for
simplicity assumehatC doesnotfurtherdelegateary of thesepre-
fixesto anotherorganization.C may assignz/;j to oneof its AS
numberssayni. For mary of thesubpefixesof z/j, C maynever
malke an origin annowncementandthus C's delegation policy for
thoseprefixesis the null set. Moreover, C may assigna subprefix
of z/j, sayy/k, to anothemf its AS numberssayn,. To complete
the example,supposehatall of C’s delggationpoliciesfor proper
subprefies of y/k arenull. The semanticf the longestprefix
matchencodirg for routing tablesmeansthat the IP addressefn
y/k will be routedto AS numbern, while the IP addressesn
x/j but noty/k will beroutedto AS numbe n;. Note that ori-
gin authenticatiorcannotdefendagainstthe attackthat dropsthe
(C, y/k, n2) origin annourtement.The resultof suchan attackis
that IP addressei y/k getroutedto AS n; ratherthan AS n.
Suchattacksareinherentto the longestprefix matchheuristic.

C may be in error or it may attemptto cheatin several ways
andits delegation policy may thusbe patholodcal. For example,
C # IANA may delgyatea prefix y/k to anotherorganization
even when no other organizationhad delegateda superpefix of
y/k toit. C maydelegatey/k to morethanoneotherorganization
or it may assignit to an AS numberwhile also delggatingit to
anotherorganization,perhags mistalenly or maliciously In these
casedts delegationpolicy for y/k consistsof morethanonepair.
Below we will enlagethe setof optionsavailablefor a delegation
policy to allow for incrementableployment. Beforewe do soit will
be helpful to definethe delegation graphin orderto definevalid
delggationpolicies.

The delgation graph G = (V, E) is a directedgraphwith la-
belled edgeswhosevertex and edgesetsare definedas follows.
The vertex setis the union of the setof organizations® andthe
setof AS numbersASAN. In addition,therearetwo specialver-
ticeslabelled R for RESERVED and L. The directededgesof
the delggationgraphrepresenthe deleggation policies of every or-
ganizationasfollows. For every C andfor eachtriple of theform
(C, y/k, Z) in C’sdelegationpolicy adirectededgelabelledy/k
is placedfrom C to Z whereZ isin O U ASN U{R}. In addition,
if C’sdelegationpolicy for aprefixy/k is theemptyset,adirected
edgelabelledy /% is placedfrom C to L.

®RESER/ED indicatesthaty/k shouldbe neitheradwertisednor
delggated. We includethis for completenessyut for brevity defer
furtherdiscussion.



Definition: A nodethathasoneor moreoutgoirg edgedabelled

by a subprefixof y/k but no incomingedgedabelledby a super

prefix of y/k is calledanowneship sourcefor y/k.
NotethatlANA is anownershp sourcefor every prefix.

Definition: A nodethathasoneor moreincomingedgedabelled
by y/k but no outgoing edgeslabelledby a subpefix of y/k is
calledan assignmat terminal for y/k. An edgelabelledby y/k
pointingto anassingmenterminalfor y /& is calledanassignment
edgefor y/k.

Recallthatby constructionfor every prefix y /k, every node in
O hasatleastoneoutgoingedgelabelledy/k pointingto anodein
OUASNU{R}U{L}. Thus,nonodein O is anassignmettermi-
nal. Also notethatgiventhe setof delegation/assignmeroptions
above, thenodesin ASN U {R} U {_L} have no outgoingedges.
Thus,theassignmetiterminalsareasubsebf ASN U{R}U{L}.

Definition: An assignmat edgeis ASN-espectingf it is from a
organizationC to anAS numberin ASN(C) ortoRorto L.

Definition: A directedpathin thedeleggationgraphis monotoric if
thelabelof eachedgein the path,exceptfor thefirst, is a subprefix
of thelabelof the previousedge.

Thusfar we have not constraine an organization$ delggation
policiesin ary way. Exceptfor the fact that the assignmenter
minalsarea subsetof ASA U {R} U {_L} the delegationgraph
can be arbitrary It can have multiple ownershipsourcesfor the
sameprefix, multiple assignmenterminals andmultiple, intersect-
ing monotaic paths.In fact,the monotonicpathsmight evenhave
cycles. Below we definewhat pathsin the delggation graphare
valid andthenwe will describeorigin authenticatiortagswhich
canbe usedby thosereceving BGP announcementgo decidethe
validity of the delegationpathamongotherthings.

Validity of DelegationPaths: A directedpathin the delegation
graphis avalid delegation pathfor y /& if

a) theownershipsourceis IANA,

b) thepathis monotoric,

c¢) thepathis agyclic, and

d) theassignmenedgeis labelledy/k andis ASN-respecting.

A partial delggation path, i.e., onein which the minimal node
isin O, is valid if the ownerstip sourceis IANA andthe pathis
monaonic andagyclic.

The Acyclic Requiremert: The agyclic requiremenfor a valid
path requiressomediscussion. Considera monotoric path with
acycle andlet y/k be the smallestprefix in the cycle. Because
of the subtreesemanticof delegations,sucha cycle would seem
to give eachorganizationon the cycle equalclaim to subseqent
delegationor assignmenbf y/k. Clearly, an honestorganization
C would not purposéully participatein a cycle of delegation. But
the local connectivity of C' in the delegationgraphis not enough
informationto rule out beingin a cycle whenorganizationswvhich
are not C's immediateneighbors are malicious or mistalen. In
whatwe describebelov whenanorganizationC' delegatesy/k to
C, ¢’ givesto C asetof delegationattestation§ onefor eachedge
in the partial path. With theseC' candeterminethe validity of the
partialdelegationpath.

Null Assignments: As defined,a valid pathfor y/k mayhave an
assignmehedgefrom C to L which representshe factthat C's

"We adoptthe term attestationfrom Kentet. al. [18]. In the ver-
nacular attestationgre proclamationf truth, and sene asgood
metaphos for statementsf addresslelegation.

delegationpolicy for y/k is theemptyset. This representshe fol-
lowing. Whenan organizationhasownershp of alarge numkber of
prefixesit maynever make BGPannourtementdor alargenumter
of them. For example,severalmajor backbore providersweredel-
egatedblocksof addressesf theform z/8 by IANA. They effec-
tively own the all the prefixesthataresubsetf their z/8, except
for thosethey have further delegated. A provider’s policy deter
mineswhich of the subprefixesit will pair with which of its AS
numbersin BGP UPDATE annowncementsandwhich subpgefixes
it decidesnot to annoure, at leastuntil it's policy changs. In
practice,only a smallfraction of the possiblesubpefixesactually
appeaiin annourtementgseeSections).

Faithfulness: The definitionsthusfar do not rule out the follow-
ing: adeleggationgraphthatis adirectedtreerootedat|IANA where
every pathis a valid delegationpathfor a prefix y/k. To seethis
considerthe simple casein which a valid partial delegation path
endsin C, and supposethat C' haseven received a proof of the
validity of the path. Now suppeethat C’s delegationpolicy is of
the form {(C,y/k,C"), (C,y/k,C")} whereneitherC’ nor C"
arememberf theoriginal partialdelegationpath. Fromonevalid
partialdelegationpathendingin C', we gettwo valid partialdelega-
tion paths,oneendingin C’ andonein C"'. Moreover, aswe will
seebelow, it is possiblefor C to constructa proof of validity of the
partial pathendingin ¢’ andgive it to C’ andalsoto constructa
proof of validity of the partialpathendingin C” andgiveit to C”.

Thus,a proof of validity of a delegationpathis not suficientto
guaranteehat the pairing of a prefix to an AS numberin a BGP
annowncements uniqueor to guaraneethat the organizationson
the pathhave not beenmaliciousor mistalen. To achieve this we
requiresomethingmore.

Definition: C’s delegation policy is faithful for y/k aslong as
thereis atmostonetriple in its policy of theform

1. (C, y/k, n), wheren € ASN;
2. (C, z/j, C"), whereC’ € O;
3. (C, 2/, R);

wherez/j is a superprefixof y/k. A pathin thedeleggationgraph
is faithful for y /& if the delegationpolicy of every organizationon
thegraphis faithful for y /k.

Fact: Thereis atmostonepathin thedelggationgraphthatis valid
andfaithful for y/k.
Thus,it is sufficient for receversof annaincementso check

a) thevalidity of thedelegationpath,and

b) thefaithfulnesof thedelegationpoliciesof theorganizations
onthepath.

Wewill discusgheformerandthelatterin turnbelow. Butfirst we
will considertheissueof incrementadeployment.

Incremental Deployment: We now describea generalizatiorof
the abore schemethat will facilitateincrementaldeployment. In
additionto thethreeassignmentsr delegationslistedabove thatC
may performfor agivenprefixy/k, anadditionaloptionis allowed:

4. (C,y/k, U), i.e., C's delgyation or assignmenbf y/k is
UNAUTHENTICATED;

To describehesemantic®f option4 considethedelegationgraph
for y/k. Option4 addsanedgefrom C' to every nodebut C'in O U

ASN. In addition,option4 hassubtreesemantics The definition
of a valid path remainsexactly the same: the ownershipsource
mustbe IANA, the pathmustbe agyclic, andthe edgeassignmen



mustbe ASN-respectingAs before,C will compue anddistribute
aproofthat(C, y/k, U) is in its delegationpolicy. (It might put
the proof in a public directory suchasthosedefinedby S-BGP
[30], whereother organizationscan obtainit.) Thus, it will still

be possiblefor an organizationto createa proof of validity for a
valid pathandfor otherorganizationsi.e.,thosereceving the BGP
annaincemenbf a prefix, to verify the validity of the delegation
pathproof.

Thereare two primary reasonghat C may declarey/k to be
UNAUTHENTICATED. Thefirstis thatC hasyetto completeary
internal accountingand constructionof proofs of which prefixes
have beenassignedo which of its own AS numbersThesecorl is
thatC' hasyetto completdts accountingandconstructiorof proofs
of which prefixesit hasdelegatedto which custome organizations.
In both casespncean organizationC hasobtainedthe delegation
for asetof prefixes,it will take sometime to completetheaccount-
ing and constrution of proofs. We will consicer a generalization
of theoptionsabove thatallow C to restrictthe setof possiblenext
hopsbeyondthe crudeUNAUTHENTICATED optionabove in or-
derto encaleintermediatestatesof knowledgein its auditingand
controlprocess.

It is easyto seethat having morethanonenodein a valid par
tial delegationpathfor y/k thathas(C,y/k, U) in its deleggation
policy doesnot increasehetotal numberof valid origin annource-
mentsfor y/k (argumentomitteddueto lack of space). Thus,for
simplicity, andwithoutlossof genaality, werequireavalid pathto
have at mostone UNAUTHENTICATED declaration. Moreover,
thatdeclarationshouldbe by thelastor secondo lastorganization
in the path.

Faithfuln essRevisited: Beforewealloweddeclaration®f UNAU-
THENTICATED, requiringthe delegationpoliciesof the nodeson
adelegationpathto befaithful restrictedthe number of valid dele-
gationspathsfor a prefix to be at mostone. Clearly, thatis not the
casewhendeclarationoof UNAUTHENTICATED areallowed on
valid delegation paths. Nonethelessthe definition of faithfulness
is easilymodifiedasfollows. C’s delegationpolicy is faithful for
y/k aslong asthereis at mostonetriple in its policy of theform

1. (C, y/k, n), wheren € ASN;

2. (C, z/j, C"), whereC’ € O;

3. (C, z/3, U); or

4. (C, z/j, R);
wherez/j is a superprefixof y/k. If a delegation policy is not
faithful, thenanorganizationC' maydo thefollowing. C maycon-
structa delegationattestatiorof its declaratiorof UNAUTHENTI-
CATED for y/k and passthatattestatiorto several organizations.
C may alsoconstructa delggationattestatiorfor the delegation of
y/k to C'. C’ may not have knowledge of the attestatiorthat C
gave to otherorganizations Of course,C will be constrainedrom
behaing this way by economicincentives. NonethelessC’' may
appreciateghereassurancef acryptograic proof of faithfulness.
Moreover, thosereceving origin annaincementsf y/k who have
nodirecteconomiaelationshipwith C mayfind it usefulwhenap-
plying local policy to knowdefinitively whethera prefixis provably
UNAUTHENTICATED or hasa unique,valid andfaithful delega-
tion path.

From the perspetive of the delegation graph,the combindion
of faithfulnessand UNAUTHENTICATED declarationsjields the
following.

Fact: Foreachterminalt for y/k in the delegationgraph,thereis
at mostonepathbetween ANA andt¢ thatis valid andfaithful. If

no nodeon avalid andfaithful pathdeclares;/k asUNAUTHEN-
TICATED thenthe path,andhence theterminal,areunique.

4.1 Origin Authentication Tags and Delega-
tion Attestations

In our schemeorigin annourtementsareverified by Origin Au-
thenticationTags or OATs. OATSs consistof a delggationpath,a
setof delegation attestationsonefor eachedgein the path,andan
ASNOwnesship Proof. In orderfor an OAT to be positively veri-
fied, eachdelegationattestatiormustbe positively verifiedandthe
validity of the path mustbe verified. To checkthe validity of the
pathit is simpleto checkwhetherthe ownershp sourceis IANA
andwhetherthe pathis agyclic andmonotonic. To checkwhether
the assignmethedgeis ASN respectingthe ASN ownershipproof
is used.To simplify, anASN ownershipproofis a statemensigned
by ICANN attestingto the factthat one or more AS numbersare
amongthosegrantedto a particularorganization.As with address
prefixes,the chainof ownership/delgationmaypasshroughmore
than one organization. The detailsof the ASN ownershipproof
is outsidethe scopeof this paper Seethe descriptionof S-BGP
PKI [30] for a detaileddescriptionof one mechaism for ASN
ownershipproofs. As we will discussbelonv, OATs may accom-
pary origin annourtementsor may beretrieved out-of-bandby the
recever of anannowncementor partof an OAT may beretrieved
in-bandandpartout-of-band, e.g.,the ASN OwnershipProof.

4.2 DelegationAttestations

We now describethreebasictypesof deleggationattestationskor
simplicity we assumehatanorganizationcreateghe sametype of
delggation attestatiorfor eachof its none-null delegation policies
althoughin practiceit may implementa hybrid scheme. For all
threeschemesve assumehat the organizationscreatingthe dele-
gationattestationfiave public key signaturekeys andthatthebind-
ing of thesekeys to identifying informationof the organizationds
givenby certificatechainsrootedby a CA with globalBGPtrust.

In orderto describethebasicschemedt is corvenientto assume
thatanorganizations delggationpolicy is faithful in orderto define
the delggationfunction of the organization.Furtherbelaw, we will
discusanethoddor explicitly checkingthefaithfulnesof policies.

Let D(C) bethesetof all prefixessuchthatC hasa non-empty
delegationpolicy for y /.

The Delegation Function: Sincewe are assumingfaithfulness,
C’sdelegationpoliciesareequivalert to afunction F with domain
D(C) andrangeO U ASN U{R}U{U}U{L}. Thatis, for each
z/j € D(C), C'sdelgyationpolicy for z/j is{(C, z/j, Fc(z/j))}-

Simple DelegationAttestation: The simplesttype of delegation
attestatiorfor aprefixz /j isasignatureby C of (C, z/j, Fc(z/j)),
i.e.,[(C, z/4, Fc(z/j))]c wherethenotation[m]c dendesm, o
whereo is the signatureof m signedby C’s key. Thus,if C uses
only simpledelggationattestationshenwe canwrite all of its del-
egationattestationgs

(C, z1/41, Fo(x1/1)]o s
[(C, 2/j2, Fo(x2/72))]c

(C, zs/ds, Fols/is))le

whereall of the prefixesof D(C) arerepresented.

Consideran example of an OAT for the origin annourtement
(12.1.1.0/24, AS29987) from Figurel (exceptfor the ASN own-
ershipproof). Thedelegationpathfor 12.1.1.0/24s (IANA, AT&T,



ALPHA, AS29987).Thedelggationattestation$or the pathare

[(IANA, 12.0.0.0/8, AT&T)] s »
[(AT&T, 12.1.1.0/24, ALPHA)], pop
[(ALPHA, 12.1.1.0/24, AS29987)] ,  pyra

In practice simpleattestationsiresignedstatementbindingthe
prefix to anorganizationidentifier. It is incumben ontheassumed
certificatemanagerantinfrastructurgo issueandmanagtheiden-
tifiers. Note that unlike the designof S-BGP[30] we allow the
chain of delegationsfor addressrefixesto be indepementof the
certificatechainfor public keys. Organizationghat may want to
delggate addressprefixesto other organizationsmay not want to
operateasa public key certificateauthorityin orderto do so. Of
course,the semanticsof the simple delegation attestationsabove
canbeincludedin certificatesnvhich alsosene to bind public keys
to the originating and receving organizationnamesand address
prefixasin [30]. Theintentof our notationis simplyto conentrate
on the semantic®f the delggationpathratherthanon the PKI.

Thesesimpledelegationattestationsireeasyto constructmain-
tainanddistribute. However, becaiseeachassociatiomustbecre-
ated(signed)andvalidatedindividualy, they canplacesignificant
resourceburdenon the both the issuingorganizationandthe veri-
fiers’ (routers)[17] We will discusghe perfomarte characteristics
of simpledelgyationattestationsaswell asthe otherattestationsn
Section6.

Authenticated DelegationList: To reducethe costof signature
creationandverificationrequiredby simpledelegationattestations,
anorganizationcancreatea singlelist of all of its delegationsand
signthatlist. We call sucha list an authericated delegation list.
More explicitly anauthenticatedlelgyationlist is of theform

[ (C, z1/j1, Fo(zi/1)),
(C: m2/j2: Fc(m2/j2)):

(C, zs/is, Fo(zs/is)) o

whereD(C) = {z1/j1,...,%s/7s}-

For eachorigin annauncementeceved by a BGP spealker, that
spealkr mustacquirethe autheticateddelegationlist of every or-
ganizationon the delggation pathin orderto positively verify the
pairing of the prefix to the AS number Clearly, someorganiza-
tions’ authenticatedelegationlists maybequitelarge. Hence ver-
ifiersmustcommitsignificantbandwidthandstorage However, the
compuationalcostsof verifying a large numberof simpledelega-
tion attestationsrelargely avoided. The efficacy of autherticated
delggation lists depeml on the interactionbetweenthe delegation
graphandAS topology

Of course the autheticateddelggationlist andthe simpledele-
gationattestationsaretwo extremesin a spectrumof possibilities.
Ratherthan signing the entirelist, an organizationmay breakup
the entirelist into several lists and sign eachof the smallerlists.
A naturalmeansof breakingup the list is accordng to thosepre-
fixesthataredelgyatedto the sameorganizationor assignedo the
sameAS numter (calledan ASauthenticatedleleyationlist). This
latter designmostcloselyresembleshe addressielegation certifi-
catesof S-BGP[18]. Theadwartageof thisapprachis the AS can
collectproofsfor all addressethatit originates.Theseproofscan
be distributedby the AS upon requestr in conjurction or within
UPDATE messages.

Authenticated Delegation Tree Considerthe following scheme.
An organizationC createsa Merkle hashtree[20]. The valuesof
the leavesof thetreeareof theform (C, z/j, Fc(x/j)) for each
z/j € D(C). Thevalueof eachinternalnodeof thetreeis a hash

of the valuesof the childrenof the node We assumehatthe hash
function usedto createthe hashtreeis collision resistant.Let ho
denotethe value of theroot. C signstheroot, [ho]c. Becauseof
the efficienciesafforded by their construction,Merkle hashtrees
arewidely usedin security(e.g.,for BGP pathverification[11]).

In thisschemethedelgyationattestatiorthatC is delegating/assigning

z/j to F(z/j) consistsof the value of the children of all of the
nodesonthepathin theMerkletreefromtherootto (C, z/j, Fo(z/j))
plus[ho]c. Thisis sufficient informationfor a recever to recom-
putethehashvaluesalongthepathfrom (C, z/j, Fc(z/j)) tothe
root, checkthatit is equalto ho andthenverify C’s signatureon
ho. Thesizeof asingleproof is logarithmicin the size of D(C).
Becauseprefix tree proofs shareintermediatenodes,the distribu-
tion costscanbe amortized.

It is easyto seethatif anadwersaryis ableto createa delegation
attestatiorfor apair(C, z/j, Z) thatis notoneof theleavesof C’s
authenticatedlelegationtreethenit haseitherfounda collision of
the hashfunction or forgeda signature.Thusif finding collisions
andcreatingforgiesarebothinfeasiblethencreatingbogus delega-
tion attestationgor authenticatedelegationtreesis infeasible.

Authenticated Delegation Dictionaries Naor and Nissim intro-
ducedthe notion of authenticatedlictionarieg25] thatin our con-
text is usefulfor enforcingfaithfulnessaswe will seebelon. The
modelfor anauthenticatedictionaryis thatausermaymale queries
to a directory askingwhetheran elementof the universeis in the
dictionary(whichis asubsebdf theuniverse).Thedictionaryowner
givesthedirectorysuficientinformationfor thedirectoryto return
yesor no alongwith a proofin eithercase.Sincea valid proof is
requiredfor both membersip andnon-memiership,the directory
is forcedto answercorrectly In addition,the authenticatedlictio-
nariesin [25] have the propertythatthey areefficientto update.

In this papemwe defineanauthenticatedelegationdictionaryfor
anorganization. This is simply an authenticatedictionarywhere
theelementof thedictionaryaretheelementgC, y/k, Fc(y/k))
for eachy/k € D(C). To make this concretewe briefly describe
theschemen [25] modifiedto this context.

We startwith a searchtreein which the leavesare sorted,say
left to right, basedon the searchkey. For the sale of efficiency
[25] use2-3 trees. In our case the searchkey will bethe address
prefixes. We have alreadydescribedhe naturalpartial orderof the
prefixeswhoseHassediagramis a tree. We definean extensionof
this partial orderto a total orderdefinedby a prefix’s positionin
the depthfirst searchof the entire prefix tree. Note that this total
orderrespectghe partial order It is easyto seethatthis orderis
essentiallya lexicographically orderingof the prefixes. Thatis, the
ordercanbedescribeduy therelations

z/j<z-y/(G+k)<z/j

forary j > 0 andk > 0 respectingd < j+ k < £, andary
y € {0, 1}* andary z andz in {0, 1} with z < z. As anex-
ample,all of theaddres9refixesof a subtreerootedat z/j appear
consectively in thetotal orderwith the smallestelmentbeingz/ j
itseh;andtheIargestelemembeingtherightmostleaf of thesubtree
z-1°77 /8.

In the ADD for C, we build abalancé 2-3 searchtreewherethe
leavesareof theform (C, y/k, Fc(y/k)) for eachy/k € D(C),
and they are sortedaccordig to y/k. We augmentthis tree as
follows. Thevalueof aninternalnodeis the concateation of the
searchtree keys of the node and a hashof the valuesof all the
child nodes.Theroot of thetreeis signedby the C. A delegation
attestatiorfor (C, y/k, Fc(y/k)) consistsof the signedroot, the
searchtreepathfromtherootto (C, y/k, Fc(y/k)), andthevalue
of thechildrenof the nodesof the path.



Recallthatif thedelggationpolicy for y/k is the emptysetthan
y/kisnotaleafof theADD. A proofto thateffectconsistof apos-
itive proof, asabove, for the largestleaf key smallerthany/k and
a positive proof of the smallestieaf key largerthany/k. Positive
path proofs for both of theseelementscan be usedto verify that
they are consedtive leavesin the total order Also recall, thatif
y/k is delegatedto C’ thenby the subtreesemanticof delegations
(and our assumptiorthat that thereare no redundnt delegations
unde subtreesemanticsall of thedelegationpoliciesof theproper
sub prefixesof y/k shouldbe empty Thatis, noneof the proper
subprefixesof y/k shouldbe in the ADD. A proof to that effect
consistof a positive proof of the leaf with key y/k anda positve
proof of the smallesteaf key largerthany/k. This leaf key must
be largerthanz - 1°~7 /¢ in orderto provide a proof that C' has
beenfaithful for all subprefixesof y/k. Similar alumentsapply
for RESER/ED andUNAUTHENTICATED declarations.

Notethatanorganizationcangive anADD to adirectoryandthe
directorycanverify theconstructiorof thetreeandsignatureonthe
root (actuallythe organizationneedonly give theleavesof thetree
andthe signatureof the root andthe directory canretuild thetree
andverify the signature.)n particular thedirectorycancheckthat
no two leaveshave the samekey. As discusseckarlier to guaran-
teethatmultiple ASesarenot annourting the sameaddresgprefix
(in thecasewhereUNAUTHENTICATED is noton thedelegation
path)it is sufficient to checkthat the delegation policy of every
nodeonthe pathis faithful. Checkingthefaithfulnessof anorgani-
zation’s delegationpolicy canbe doneif the organizationplacests
authenicateddelegationdictionaryin a directorysuchasthe ones
propcsedin S-BGP[30]. The proof of faithfulnessof a delegation
policy mustbe placedin a publicly queriablerepositoryotherwise
an organizationcanreply with differentproofs of its own making
to differententities.

An adwartage of a 2-3 tree over other structures(e.g., binary
tree)is in the costof updatesHence the bestapproachschemeor
agivenervironmentis determinedy thenumberandfrequeng of
upddes. We investigatethe stability of assignmentsnd evaluate
the costsof theseschemesisingreal BGPtracedatain Section5.

4.3 Expiration and Revocation

As with ary systeminvolving public key signaturesand cer
tificates, there are a host of issuesinvolving protectionfrom re-
play, expiration, revocation, etc. For simplicity, we did not ex-
plicitly includean expirationtime in our descriptionof delegation
attestationdut in ary actualoperationaimplementatioran expi-
ration time would be included. In mary casesthe prefix delega-
tion involvesa customer/preider relationship(For example either
the provider delegatesone of its prefixed to a customer or the
customerowns an addresrefix and delegatesit to the provider.
SeeFigurel.) In thesecaseshe expirationin the delegation at-
testationwould naturally be setto the expiration dateof the cus-
tomer/pravider serviceagreemen

BGPis adelta-basegrotocd in thatroutinginformationis prop-
agatedreliably only aschangesn the network occur Considerthe
casewherean origin annaincements propagatedon day 1 and
somedelgyation attestationin the prefix delegation pathis setto
expire atthe endof day 2. GiventhatBGPis a delta-basegbroto-
col, whatis the statusof the routefor thatprefix on day 3? Dueto
spacdimitationswe defera completediscusf theseissues.

Replay protectioncan easily be achieved if delegation attesta-
tions are retrieved out-of-bandby verifiersover a securechamel
(e.g.,TLS) from adirectory In-banddelivery of delegationattes-
tation are susceptibleo replay attacks(e.g., C annowncesa pre-
fix, andthenwithdraws it, whereupn C’ replaysthe original an-

nourcementlongwith the original OAT thathasnotexpired). Our
schemecanbe augmerted to requireshort-lived “li veness’tokens
suchasthosein [22, 2] that have very shortdurations,e.g.,good
for one day, while the delegation attestationcan continueto have
alongerduration. In suchsystemshoththe delegationattestation
andthe livenesstoken needto be positively verified. As always
thereis atradeof betweeradministratve andcomputationbover
headandreducirg the periodof vulneralility . Again,we omit afull
discussiorof theseissuesdueto spacdimitations.

4.4 Aggregation

Aggregationallows an AS to encapslate a setreceved prefixes
in a single UPDATE messagé€with a superpefix that completely
encomm@sseghe receved prefixes). This is usedwherethe setof
commonprefixesis adwertisedto the network througha single AS
pathpassinghroughtheaggreatingAS. In this senseaggreation
allows anAS to assumeherole of origin for a setof commonpre-
fixes. This greatlyenharmesthe scalabilityof BGP by reducingthe
stateheldat eachrouter Notethataggreationinvolvesthe conflu-
enceof boththe prefix delggationgraphandnetwork topology

Our framework naturally allows for aggreation. Considerthe
following example. OrganizationC' delegatesy - 0/(j + 1) to C’
andy - 1/(j + 1) to C". In additionit assignsy/j to oneof its
ASesnumberedn. Also supmsethatthe ASesof C' andC” are
downstreamof AS n in the network topology Of course,C’ and
C" canmale origin annaincementsvith valid OATS for prefixes
or sub-prefiesof y - 0/(5 + 1) andy - 1/(j + 1), respectely,
andthoseannourtementsneednot go through AS n (e.g.,dueto
multi-homing). But thoseannowcementghat due go throughn
canbeaggregyatedby AS n who cansendout anannourtementor
(y/4,m) with avalid OAT. A slightly largersetof aggregationalter
nativesfor C arepossibleusingthe generalizationso our scheme
discussedn theappendk.

45 Generalizations

Therearenumberof naturalgeneralizationso theabove scheme.
Considerthefollowing delegationoptionfor anorganizationC for
anaddresgprefixy/k:

1. (C, y/k, C, N') whereC C O andN C ASN.

All the previous optionscanbe capturedwith this asfollows. Op-
tion 1., the ASN assignmenoption, is givenby |[A| = 1 andC =
(). Option2.,thedelegationoption,is givenby |C| = 1 andA = 0.
Option 3., the RESERVED option, is givenby |C| = /' = . Op-
tion4.,theUNAUTHENTICATED option,is givenby |C| = ASN
andN = O. Thesemantic®f this optionin termsof thedelegation
grapharesimilarto thosedescribedor the UNAUTHENTICATED
option above except thatratherthanaddingedgesbetweenC' and
all of the nodesof the delgyationgraph,edgesareaddedbetween
C andthe nodesof C andA/. The optionis meantto capturethe
casen which anorganizatiorhasnot completedts auditof certain
partsof its addresspacebut it hasnarraved down the possibilities
for certainaddreslocks. For example,it may wish to encoden
anattestatiorthatonly somesubsebf its customersanlegally be
the next hop in the a prefix delegation path. It also captureshe
casein which an organizationmultihomesin the following non-
standardvay. C hastwo upstreanproviders,one, D, with which
it speaksBGPandone,E, whichit doesnot. C' assignsts address
prefixy/k to its soleAS andannowuncesthis origin annourtement
throughthe upstreanprovide D. C alsodelegatesy/k to E andE
assigngy/k to the AS to which C is conneded. E thenannownces
this latter AS astheorigin of y/k. While this methodof mulihom-
ing is nonstardargit doesin factoccur



A moregeneraldelggationoptionstill for C'is

1". (C, y/k, Q) where@ is a subsetof all possiblepathsin the
delegationgraphfrom C.

Essentiallyoption 1’ is away for C to describeandrestrictall of
the possiblenext hops. However, C may wish to imposefurther
restrictionsbeyond the next hop. In particularit may wish to del-
egatey/k to anothe organizationC’ but notallow C’ to delegate
the addressrefix further (i.e., requireC’ to assigny/k to anAS
numter).

Thedefinitionsof thevalidity andfaithfulnesf apathareeasily
extendal to coverthesemoregenerakasesEfficientencodngsfor
theseoptionsand otherissueswill be discussedurtherin the full
paper

5. THE ADDRESSDELEGATION GRAPH

Thecostof origin authenticatiorsystemsn generalandthecon-
structionsdefinedin the precedimy sectionsin specific,are a re-
flection of prefix referencdocality and delegationsof the address
space.Any evaludion of an OA mustbe basedon a firm unde-
standingof thesefactors.Addressreferencdocality is easilyascer
tainedfrom publicly available BGP updatestreams. Corversely
dueto the difficulty of determiningthe exact delegationstructure,
we estimateheaddressdelegation graphof thelPv4addresspace.
Thisgraphis furtherusedasinputto our simulationsof OA services
in Section6.

5.1 Approximating IP AddressDelegation

While previous studieshave accuratelyreconstructetdherouting
topology graph[33], it is exceptiorally difficult to approximatea
delggationgraphfor the Internet. To shav why thisis so, consider
thefragmentatiorof AT&T's12. 0. 0. 0/ 8 addresspace.A re-
centevaluation of BGP updatesfor a single day shaved 571 dif-
ferentASesannouwnced923 distinctprefixesin the 12. 0. 0. 0/ 8
range® The deleyationof theseprefixesoften occured yearsago.
Moreover, mary organizationsto which addressspacewas dele-
gatedno longer exist, have changd hands,or currently have no
formal relationshipwith AT&T. Hence reconstructingandrecord-
ing thesedelegationswould be an arduousprocess Doing so for
every organizationin the Internetmay take years. For this reason,
ary solutionmustbeincrementallydeployable: we asacommunity
simply cannotwait for all delegationto bediscoreredandrecorded.

In arelatedwork, Kentet.al. estimatedhe statisticalproperties
of theIPv4 addresslelegationin investigatingdeploymentcostsof
S-BGP[17]. They determinedhenumberof delegatedaddressor-
ganizationsand ASesusingMerit BGP statisticsand otherpublic
dataasof Februaryl992 As wasappropiate for their purposes,
this work only estimatedhe size of the problem,but did not con-
siderits structure. It is this latter featurewhich is mostrelevant
to the currentwork: we wish to understandthe how andby whom
delggationoccurs.We alsofound the statisticalpropertiesof BGP
have shifted significantly sincethe original study For example,
we identifieda BGPspealer who received 300timesthe numberof
UPDATESscitedin theprevious study(1,500in 1999vs. 600,000in
2003. This differentialmay be partially explainedby the original
studyfiltering iBGP (we did not). Notethatwe seeksolutionsthat
cansustainthe worst-casdoad,andhencewe focuson the largest
visible load on ary BGP spealer. Theratio of iBGP to eBGPtraf-
fic istopologydepen@ntandhighly variable.However, we wish to

8This figure includesprefixes delegated out of AT&T’s address
spaceaswell asafractionof the prefixesmulti-homedby AT&T.
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Figure2: AddressDelegationgraph for prefix12. 1. 0. 0/ 16.

measureheworstcasgasit senesasthelimit) andhenc consicer
aheavily loadedervironment.

In recogrition of the problemsinherentof determininga perfect
representationwe approximae the delegation graphusing avail-
ableinterdomainrouting information. The following lists several
of the relevant sourcesand considerghe quality of delegationin-
formationthatthey represen

a) IANA - IANA is the origin of all deleggation of IP address
addresspace.lANA directly delegatesaddresspaceto 46
uniqueorganizationg14]. Thesedelegationsshav thebroad
allocationof addresspaceon the Internet,and mustbe in-
corporatednto ary approaimation of thegraph.

b) BGP announcements Onecanestimatedelegationby look-
ing at annaincementencapsulation Assumethat all ASes
announce every prefix they are deleggated. Any adwertise-
mentencapslated(e.g.,hasalongermatchingprefix)thatis
from anotherAS could be consideed legal delegation. Note
thatthis may be a very good predictorof addresspacedel-
egation;every delggationfound by this methodrepresentsit
leastone legal delegation (becauseno legal delegation will
give the samerangeto two differentASes).

c) ASTopology- Historically, mary organizationhavereceved
addresspacefrom theirconnectvity providers. Thisorgani-
zationallinkageis oftenreflectedn the AS topology Hence,
the AS topology can contain partial information aboutthe
addresspacedelgyation.

We notethatsomepartsof the deleggationgraphcanonly be dis-
covered by communicatingwith the partiesinvolved. Someor-
ganizationsmostnotably IANA, own partsof the addres space
but do not directly participatein BGRP. Hencethe accurag of ary
approdmation is partially depementon the degreeto which this
informationis public. In general,appraimationsarrived at using
the abore methodsarealmostcertainlygoing to underestimat¢éhe
numberof delegations(becausef theseunexposedorganizational
relationships).Our intuition and anecdtal evidencesuggetsthat
suchrelationshipgepresenbut a small percentagef total delega-
tions. However, we do considerthe possibleeffect of underestima-
tion on our resultsin section6.3.

5.2 An Approximate Graph

We have selecteda) IANA and(b) BGP announcementgo ap-
proximatethe delegationgraph.We chosenot to usethe AS topol-
ogy informationbecawseit wasuncleathow suchinformationcould
be rationally interpretedwith respectto delegation. While topol-
ogy information reflectscurrentrelationships,|P addressassign-



mentsoften representdelgyationsthat occurredlong ago. More-
over, muchif not all of the relationsbetweenorganizationsthat
would be usedto inform delegation are reflectedin the BGP an-
nourcementsTheRouteMews project[21] repositoryis oursource
of BGP announcementdata. The delegationgraphintegratespub-
lic informationpublishedby IANA andobtaineda singletableup-
datefrom April 1st,2003. The BGPtablecontained129,73 dis-

tinct prefixesadwertisedby 14,912ASes. Suchnumbersare con-
sistentwith Hustons detailedongoirg evaluationsof BGP adwer

tisementg12].

Oneof thechallengesn construding anapproximategraphwas
making connectionsbetweenthe IANA (organizationalland BGP
annaincements. In looking at the BGP data, we found several
prefixeshandedout by IANA had a single corresponthg AS an-
nourcement. For example,we found thatthe AS 7018 adwertised
12. 0. 0. 0/ 8. Not surprisingly 7018is one of the ASesowned
by AT&T. This is an assignmenfrom the AT&T organizationto
its own AS. We addeda assignmenedgeto the graphfor each
suchannaincementisinglAN A suppied Organizatiorto AS bind-
ings[13]. All othernon-séf deleggationswerehanded in a similar
manne; adelggationedgewasaddedfrom the parentorganization
whenno enconpassingAS adwertisemengexists. In the absencef
otherinformation,dummyorganizationsvere addedfor eachAS.
This graphconstructiorprocesss illustratedfor a smallpartof the
addresspacg12. 1. 0. 0) in Figure2.

Several kinds of UPDATE annowncementswere not useful in
generatinghe graph UPDATES representingelf deaggrgation
werenotuseful. Self deaggrgationoccurswhenanAS annainces
a prefix completelyencompasskby anothe prefix annourced by

thatsameAS (e.g.,if oneof AT&T' sAS annourcedboth12. 0. 0. 0/ 8

and12. 1. 0. 0/ 16). Theselongerprefixeswereignored

Thecompletegraphresultingfrom thegraphapproimationpro-
cesson the datacited above canbeviewedat:

http://ww. pdntdan. coni bgp/ del hi er. ht m

The approximatedgraphshaws that 2,112 of out of 14,912total
organizationgelegyateprefixesto otherorganizations.This seem-
ingly small numker of addressleleyating organizationss consis-
tentwith thegrowth of the Internet:addresspacehaslargely been
hanced out by providersto customerrganizations.Customersio
notfrequentlyfurtherdelegaterecevedaddresspaceo others.In-
terestinglythel ANA andBGPdataledtoonly 114,183delegations
andassignmentsequiringproofs’®

In Figure3 we rank eachnodeaccordng to the numberof del-
egationsfrom that nodein the delegation graphandthenplot the
numker of delggationsversusrank. When viewed on a log-log
scalethe plot is essentiallylinearand henceconformsto the clas-
sical Zipf distribution [36]. (In additionto conformingto a Zipf
distribution thedelegationstructurealsofollows a power law. That
is, the numberof nodesn(d) that eachhave d delegationsfrom
thatnodevs d is given by n(d) ~ 1/dB for someconstants [1,
4, 8]. The power law delegationdistribution implies the Zipf dis-
tribution for numberof delggationsandwe omit the graphof it for
lack of space.)Themoststriking factshavn by this datais thatthe
overwhelmingnumberof delegationsarebeingperformedby arel-
atively few ASes/oganizations.In this case, 16 AS/organizations
are responsiblefor 80% of the delegation on the Internet. Fur
thermore122 ASes/oganizationsare responsiblefor 90% of the
delggationsand 1,220 perform %99 of the delegations. The top
tendelegatorsare: 1-ARIN (30%), 2-various registries® (15%), 3-

SWe foundmary prefixesthatdid notrequireary origin proof. For
example,ary prefix that deagrgatesa prefix owned by the same
organizationdoesnot requirea proof.

10]ANA hasdelegatedseveralblocksof addresspaceo anunsgec-
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Figure 3: Delegation- cumulative distrib ution function for the
delegationin the approximate delegationgraph.

APNIC (12%),4-RIPENCC (8%),5-RIPE(4%),6-LACNIC (3%),
7-AT&T (2%), 8-UUNET (1%), 9-ARIN Cable(1%), and Sprint
(1%).

Thesmallnumberanddelegationdensitiesndicatedby thisstudy
shaws thatthe proof systemapproachgidentifiedin the preceding
sectionsare likely to be advantageous. Proof systemg(i.e., dele-
gationtrees,delggationlists) improve performane wherefew au-
thoritiesprovide proofsto arbitrarycollectionsof constituentsWe
revisit andconfirmthis via simulationin section6.2.

5.3 DelegationStability

Thestability of thedelegationhierarchycontritutesgreatlyto the
performanceof origin authenticationIf delegationis highly fluid,
thenit will be difficult to efficiently constru¢ and distribute the
rapidly changingproofs. In general routing datahasbeenshovn
to be surprisinglystable[28]. This sectionconsidersf the sameis
true of thedelegationof the IPv4 addresspace Note thatthis pre-
liminary studysenesasa startingpoint of a larger effort. We are
currentlystudyingorigin change inter-arrival timesin conjunction
with otherartifactsof BGP traffic in an effort more firmly estab-
lishing addres<hurnin interdomainrouting.

Table 1 depictsthe stability of IP addressdelegation over first
5 monthsof 2003. We obtaineda single BGP table from the first
day of the eachmonthfrom the Route\iews repository Thetable
datais usedto approxmatetheInternetdelegationhierarchy(using
the algorithm definedabove) on eachday The table shavs the
measurectharge betweeneachconsective month (e.g., January
to February)andover the entire period (e.g.,comparedlanuaryto
May). A delggationis addedwhenit appearsn the hierarchyfor
the secom monthbut not the first, remaedwhenit appearsn the
first but not the second,moveswhen the originator changs, and
is stablewhenno change is obsened. total reflectsthe numberof
uniquedelggations.

Thisfirst 5 columnsof thetablerepresena worst-caseanalysis:
the numberof addsand removes may be overestimatedbecause
someprefixesare not presentin the tableduring the recordedpe-
riods (becauseof transientnetwork issues). Similarly, legitimate

ified collectionof registries. This block was modeledasa single

delggatorfor the purpo of this analysisandis likely to be spread
outoverthevariousaddressegistries(e.g.,RIPE,etc.). Theproper

attribution of this spacewould likely increasethe “market share”

of the cited registriesand hencefurtherincreasethe approximated
delggationdensities.



[ Class | Jan-Feb | Feb-Mar | Mar -Apr | Apr-May | Jan-May [ Jan-May (filtered |
Stable | 117117 (90.0%)]| 116741 (90.1%)| 116340 (87.5%)| 11001 (89.0%)| 1033% (72%) | 12830 (89.6%)
Added | 5774 (4.4%) 4925 (3.8%) 9667 (7.2%) 5800 (4.3%) | 19001 (13.2%)| 6977(4.8%)

Remaed | 5465 (4.2%) 6207 (4.7%) 4246 (3.1%) 7017 (5.2%) | 15770 (11.0%) 7052(4.9%)
Moved | 1632 (1.1%) 1575 (1.2%) 265 (1.9%) 1044 (1.4%) | 5047 (3.5%) 836(0.5%)
Total | 12998 (100% | 129428 (100% | 1329 (100%)| 1344@& (100%)| 143215 (100%)| 143215 (100%)

Table 1: DelegationStability - worst casestability of the IP addressdelegationgraph from January to May 2003 The filter ed data
approximatesbest-casestability of the delegationgraph (seebelow).

[ Construction | Sig. | Hash [  Appx. Storage | 6.1 Analysis
SimpDel Attest n n/a n(¢ +a) EachOA constructionmalestrade-ofs on the consumption of
Auth Del List 1 n/a ma + ¢ resources(e.g., storagevs. computatioml costs). This section
AS Auth Del List k n/a k(o + ja) and Table 2 describethe compttational and storagecostsassoci-
Auth Del Treemin 1 n o+n(p+a) atedwith the origin authenticatiorconstructions The following
Auth Del Treemax 1 nlog ™ | ¢ +nulog = + na notationis usedthrougtout. The numker of delegationsmadeby

Table 2: Resource usage- the number of signature and hash
operations,and storagecostsof eachorigin authentication con-
struction at a verifying BGP spealer.

movescannd be differentiatedrom MOASesor prefix hijacking.
Hence,we cansaythatthe delegationis no more unstablethanis
indicatedby this analysis.

We approximae best-casstability by filtering all suspiciosadds,
removes, and moves. A eventis deemedsuspiciousif it occurs
morethanoncefor a prefix. For example,if a prefixis marked as
moving morethanonce, it is likely thatit is oscillation between
ASes(e.g.,dueto multi-homing). Becausdhe move doesnot rep-
resenta new delegationof addresspacejt canbeignoredfor the
purpcsesof this analysis.Of course this approxmationis still im-
perfect; we cannot differentiatea legitimate move from a multi-
homedprefix that only oscillatesbetweenASesonly oncein our
testdata.

Movesarethemostdisruptive operation A legitimatemoveindi-
categhata partof theaddresspacehasbeenrevokedfrom oneor-
ganizationor AS andsubsegentlydelegatedto another Bothrevo-
cationinformationand proof updaesmustbe distributedthrough-
out the network. All monthto month comparisos shav a very
small number of moves (rangingfrom 1.1%to 1.9%in the worst
caseand.5%in the approximatebestcase).

Adds andremoves are lessurgent. Becausehey do not effect
currently adwertisedroutes(in the caseof adds)or do not require
immediaterevocation (in the caseof removes), somenotification
lateny is acceptable. The numberof addsand removesin ary
given monthis relatively small (3.1%-7.2%). This indicatesthat
the delggationhierarchyevolvesslowly, whereonly about10% of
the deleggations(representindl0 to 15 thousaml delegationsin the
worstcasexhang onary givenmonth.Moreover, asshavn by the
Jan.-Maymeasuremats, the rate of changeis relatively constant.
The bestcaseanalysisexhibits similar properties,albeit at about
half therateof change.

6. EVALUATION

The approazhesdefinedin the precedingsectionhave unique
costs. This sectioncharacterizeshesecostsformally andthrough
simulation,andconsidersvhich constructios arelik ely to perform
well in realervironments.

ownershipsourceis m, andthe numberof delggationsmadeto a
particularAS or organization;j. Theverifieris validatingn proofs
associatedvith & unique ASesand organizations.We denotethe
constanf(size) quantity ¢ assignaturesize,a asAS/omganization
identifiersize,andy astheoutputsizeof thehashfunctionusedby
thetreeconstructions.

In simple delegation attestationsthe verifier acquiresa signed
statemen{proof). Verificationrequiresa signaturevalidation per
assertionandthestoragecostsarethesumof thesizeof theproofs.
In the authenicateddelegationlist andthe AS authenticatediele-
gationlist, the verifier acquresa signedlist of eitherthe entirelist
of delegationsor the delegationsassociateavith a particularAS or
organizationrespectrely. Hence theverifierwill performeitherl
or k signatureoperationdo validatethe prefixes. The storagecosts
areonesignatureplusthe numberof prefixes,or k signaturegplus
the numberof prefixesassociatedvith thoseASe/oganizations.

Theverifierneedonly validateasinglesignaturen all treeschemes.
Thisrepresentaminimal cost,andcanbeusedto vastlyreducethe
computatioml requirementplacedon verifiers. The storagecosts
associatedvith authenticatiordelegation treesare dependenton
thelocality of referenceThatis, the costsarelow wherethe proofs
have commonancestes in the prooftree.

The storagecostsof eachapproachis illustrated through the
following fictional example. Assumethat a signaturesizeis 110
bytes(from [18], ¢ = 110), four-byte AS/organizationidentifiers
(a = 4), andthe output of the hashfunction is 16 bytes(e.g.,
asper MD5 [29],; = 16)), andthatthe verifier is validating 100
prefixes (out of 1000 issuedby an ownership source,n = 100,
m = 1000) associatedvith 20 uniqgueASes/oganizationgevenly,
k = 20,j = 50). The spaceusedby simpleattestationss 11400
bytes,4110for authenticatedelggationlists, 6200for AS authenti-
cateddelegationlists,and2110to 8510bytesfor anauthentication
delgyationtree.

6.2 Simulation

It is notimmediatelyclearwhich of the several origin authenti-
cation servicedesigrs is the mostappropiate for the Internet. In
this section,we evaluateorigin authenticatiorservicesvia trace-
basedsimulation. For simplicity, we do not simulateauthentica-
tion dictionaries.Obtainedfrom the RouteMews corpus all exper
imentsuseatraceof BGPupdatesarriving atasingleBGPspealer
on April 2,2003. Thetracecontains653,649UPDATE message
recordedover a 24 hourperiod(midnightto midnight).

TheOAsimsimulatormodelstheoperatiorof asingleBGPspealer.
After prepro@ssinga delegationmap,this simulatoracceptdimed
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Figure4: computational cost- signaturevalidations of each

origin authentication scheme. Experiments performed
with a IMB warm cache.

Figure 5: bandwidth cost- bandwidth costsof origin au-
thentication schemesExperiments performed with a 1MB
warm cache.
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Figure 6: Cacheevaluation - signature validations for at-
testationsand AS authenticated delegationlists.

BGP UPDATE streamsand computes the costsassociatedvith
the validation and storageof the associatedrigin autherication
proofs. OAsim implementsfour servicedesignsmodeledin the
previous section:simpleattestationsauthenticatedleleyationlists,
AS authenticateddelagation lists, and authenticdion delegation
trees The simulatormaintainsa variablesize (LRU) cachewhich
modelsthe uniquestoragecostsof eachapproah. Proofsizesare
derived usingthe formulaspresentedn the previous section. We
assumehatall certificatesare storedlocally (e.g.,not considered
whencalculatingcachesizes).

In all tests,we modd online operationas transmittingdelega-
tion andassignmenproofsthroughthe BGP optiond transitive at-
tributes[32] . The bandwidthexperimentsgnorethe currentBGP
MTU (4096 bytes). We seekto understandhe efficacy of optimal
solutions andassuchrelaxrelaxthis systemidimitation. Notethat
the only constructionlikely to be frequentlyaffectedby the MTU
limitation is theauthenticatedelgyationlist. The modeledoff-line
schemesimply acquireproofsfrom externalentitieswherecached
valuesarenot sufiicient (e.g.,S-BGPrepositories|RVs).

A first batteryof testsmakes a broadcomparisa of the origin
authenication methods. Figure 4 shavs the computationalcosts
asmeasuredy signaturesn 5 minute incrementsof the 24 hour
traceperiod(for legibility, the figuresonly shov arepresentatie 4
hour periodduring the trace). In all schemessignaturevalidation

Figure 7: Cache evaluation - signature validations under
authenticateddelegationlists and tr ees.

dominatesother computationhcosts(e.g.,parsing,hashing etc.),
and hence,is a good estimateof overall computation The most
costly solutionis the simple attestation:this standsto reasonas
every (uncachd) UPDATE leadsto a signaturevalidation. Thisis
followedby the AS authenticatedelegationlistswhichincurahalf
to athird fewer signatures.

The authenticatedielegationlists and authertication delegation
treesaremoreefficient — both requireat timesan orderof magni-
tudelesscomputatiorthansimpleattestationsDelegatingorgani-
zationsin theseschemesgssueproofsfor all delggationssimultane-
ously Hence,alarge cache(in this caselM) eliminatesthe need
for mary validations. The authenticatiordelegationtreesaregen-
erally more effective becase eachauthenticationdelggation tree
proofis cachedseparately

A secondsetof testscomparethe costsof on-line and off-line
OA. As depictedin Figure5, bandvidth costsin online OA are
discrete. Authenticateddelegationlists are significantly more ex-
pensve thatthe otherschemedecauseachUPDATE mustbeac-
compared with a completeproof. Most deleggationsare madeby
oneof afew entities,andhence arepartof naturallylarge proofs.
All otherproofsare of a relatively constantsize, which are small
with respecto authenticatedelegationlists.

Notshawn, off-line bandwidthcostsarenominal.No periodcon-
sumedmorethan100kof bandwidh for ary constructionandmost



lessthan10k. This standgto reasonvery few proofs(10s)areval-
idatedin ary period. Theonly excegtion this wasa spike of several
hundedkilobytesof dataassociateavith simpleproofsandtheau-
thenticatedreescheme This spike wasa resultof alarge block of
deaggegatedaddressesAs aresult,the verifier hadto continually
acquire(but not verify) mary proofs.

A third setof testssough to evaluae thedegreeto which caching
canimprove performane. Thedelggationgraphdefinedin the pre-
ceding sectioncontains114,183delggations. Cachingall proofs
for thesedelggationsrequires13.4M cachefor simpleattestations,
1.2M for authenticatedlelegationlists, 4.0M for AS authenicated
delggationlists,and4.7M for autheticationdelegationtrees.

Figures6 and 7 shov the computationalcostsassociatedvith
eachschemeunder varying cachesizesover a two hour period
(4:40pm9pm). The 100 megabytecachefar exceedghesizeof the
proofs, and hencemeasureonly new proofs (the test startswith
a cold cachethe precedingmidnight). Medium sizedcachessizes
(1M and 100K) are effected by referencelocality. The mostno-
tableaspecbf thesegraphsis the degreeto which thetreescheme
outperformothers. This is dueto two factors:the structureof the
delggationgraphandthe useof succinctproofs. Becausel 6 proofs
enconpass80% of the delegations,the associatedignaturesare
likely to be presentin cache Becauseof their size, the succinct
proofsarelikely to remainin the cache.

After removing theload associatedvith organizationto AS del-
egation(the leaf deleggationin the graph, authenticatedielegation
lists wereshawn to out-performAS authenticatedlelegationlists.
This is againdue to delgyation density: an AS is likely to see
mary delegationsfrom a single organizationwithin sometempo-
ral bourds, regardlesof to whomthey aredelegated.More gener
ally, this demonstratethat delegatorcentricsolutionsarethe well
suitedto currentBGP UPDATE traffic.

Theseresultsleadto a new cachestratgy for aggreate proof
schemes:cading organization to organizaion delegation proof
signatues only. A completecacheof thesesignatureswvould be
just over 200 kilobytes. Becauseverificationwould performasif
all proofswerepreviously cachedthe computatioml costcouldbe
significantly reduced. This would mitigate the thrashingeffect of
large proof approabeson small cacheg(lists). However becase
they alreadyoffer a solutioncloseto optimal caching,it would be
of little addedbenefittreebasedsolutions. We will considerthese
andotherstratgies(e.g.,LFU cachingdisciplines)in futurework.

6.3 Approximation Sensitvity

Assumethat our approximationof the delegationgraphis com-
pletelywrong: the IP addressielegationgraphchangedrequently
and containsno nodesof high degree (e.g., low delegation den-
sity). This would indicatethat addresspaceownerslip is highly
fluid andfragmentedThisis courter to almostall studiesof BGR,
andwould signallarger problemswith interdomainrouting. Such
featuresijf true, would markedly increasethe size of BGP tables,
increaseheBGPload,andprevert timely corvergence(e.g.,in the
limit aggr@ationbecoma useless)This doesnot seemlikely.

Now assumehe morelikely eventthatwe have undeestimated
the numbe of ownershipsourcesand delegationsin the Internet.
This is almostcertainly true — we have worked from incomplete
information about organizationaldelgyation. We argue this is a
reflectionof the BGP dataitself: providersandregistrieshandout
blocksto organizationsnot ASes. However, operatioral evidence
strongly suggestghat it is infrequentlythe casethat the address
spacds furtherdelegated.Hence we claim thatthe approxmation
is of ahigh enoudn quality to drawv generalkonclusions.

The effect of a larger body of ownershipsourcesand numker
of delegationswill effect our resultsquantitatvely but not qual-
itatively. Lesserdelegation densitiesclosethe performane gap
betweenthe differentdesigns. Similarly, a larger numberof del-
egationswill only sene to scaleup resourcecostson all schemes.
In both casesthe wide gulf betweenmeasurectostssignalsthat
even a grossapprodmation is sufficient to characterizethe con-
structions.

7. CONCLUSIONS

Thelack of securityin interdomainrouting protocds is increas-
ingly recognizel as an importantproblem. An importantaspect
of ary comprehesive apprachis the meansby whichit performs
origin authentication An origin authenticatiorservicetracesand
validateghedelegationof addressisagefrom authoritiesto organi-
zations andultimatelyto the ASeswhich originatethem. Previous
works have identified simple solutions,but no work hasdefined
andgeneralizedrigin authenticatioror evaluatedsolutionsusing
acompletepictureof delegationon the Internet.

This paperhasdevelopeda broadunderstading of the issues,
designs,and practicality of origin authenticationservices. This
work is compasedof threeserialefforts: formalization,modeling,
and simulation. We initially formalizedthe semanticsof address
adwertisementsand proofs of delegation. Broad classef origin
authenticatiorservicesare definedby extending existing crypto-
graphicproof systems.We classifythe currentdelegationof IPv4
addresspaceby modelingthe addressdelegation graph from cur
rentinterdomainrouting dataand public registry information. An
analysisof this graphshaws that the currentdelegationon the In-
ternetis largely staticand dense: 16 entitiesperform 80% of the
addressdelegation. The OAsim simulator usesour approXxmate
delggationgraphandBGP annourcementdo compuetheresource
consunption of origin authenticatiorservices.Our simulationex-
perimentsshow thatresourcecostscanbe significantlyreducedoy
using proof systemscenteredon the delggator organizationsand
ASes. Experimentf thesesystemsshav thatresourcecostscan
bereducediy upto anorderof magnitudt over proposedsolutions.
Suchresultsindicatethaton-line origin authenticationmay now be
in therealmof possibility

Securingthe currentinterdomainrouting infrastructureis likely
to be a lengthy process. The securityand networking communi-
tiesmustcontinuallyreevaluatethe assumptionandernvironmerts
uponwhichthe solutionsarebased Work suchasthis sene asim-
portantcontrikutionsto this process: athoroughundestandingof
thetrade-ofs inherentto theseservicess essential As wasa chief
motivation of this work, suchundestandingmustbe groundedin
currentrealitiesof the Internet. It is only throughthe cumulative
force of this and similar works that the enegy barrier of interdo-
mainrouting securitycanbe breached.
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