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Abstract

Unauthorizedcopying of movies is a major concernfor the motion pictureindustry. While unau-

thorizedcopiesof movies have beendistributedvia portablephysicalmediafor sometime, low-cost,

high-bandwidthInternetconnectionsandpeer-to-peer�le sharingnetworksprovidehighly ef�cient dis-

tribution media.Many moviesareshowing up on �le sharingnetworksshortlyafter, andin somecases

prior to, theatricalrelease.It hasbeenarguedthattheavailability of unauthorizedcopiesdirectly affects

theaterattendanceandDVD sales,andhencerepresentsa major �nancial threatto themovie industry.

Our researchattemptsto determinethesourceof unauthorizedcopiesby studyingthe availability and

characteristicsof recentpopularmoviesin �le sharingnetworks.Wedevelopedadatasetof 312popular

moviesandlocatedoneor moresamplesof 183of thesemovieson �le sharingnetworks,for a total of

285movie samples.77%of thesesamplesappearto havebeenleakedby industryinsiders.Most of our

samplesappearedon �le sharingnetworks prior to their of�cial consumerDVD releasedate. Indeed,

of themovies thathadbeenreleasedon DVD asof the time of our study, only 5% �rst appearedafter

their DVD releasedateon a websitethat indexes�le sharingnetworks,indicatingthatconsumerDVD

copying currentlyrepresentsa relatively minor factorcomparedwith insiderleaks.We performa brief

analysisof themovie productionanddistribution processandidentify potentialsecurityvulnerabilities

that may leadto unauthorizedcopiesbecomingavailableto thosewho may wish to redistribute them.

Finally, we offer recommendationsfor reducingsecurityvulnerabilitiesin the movie productionand

distributionprocess.
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1 Intr oduction

TheU.S. motionpictureindustryestimatesthat its revenuelossesdueto unauthorizedcopying andredis-

tribution of movies via physicalmedia(video cassettes,DVDs, VCDs etc.) exceeds$3 billion annually

(Motion PictureAssociationof America,2003).
�

Eachyearover 400facilitiesfor illegally duplicatingau-

diovisual contentarediscoveredin the U.S.,andmany morearebelieved to remainundiscoveredin both

the U.S. and overseas(Sera®ni,2003). In 2001, 74 suchfacilities were raidedin Asia (Valenti, 2002).

Malaysia,Pakistan,andChinaarebelieved to be amongthe largestproducersof unauthorizedcopiesof

audiovisualcontent.Themovie industryhasnot releasedestimatesof revenuelossesdueto Internetredis-

tribution of unauthorizedcopies;however, recentstudieshave estimatedthat thereare350,000to 400,000

illegal movie downloadseachdayandprojectedrevenuelosesof up to $4 billion annuallywithin thenext

two years(DeloitteandTouche,2003;Wray,2003).

Estimatingrevenuelossesdueto illegal downloadsis problematicbecauseit is dif®cult to determine

what fraction of illegal downloadsresult in lost revenuefor the industryandwhetherillegal downloads,

throughthe“free publicity” they generate,have any positive impactson box of®cerevenues.Nonetheless,

it is likely that redistribution of unauthorizedcopiesvia the Internetwill increasinglyaffect DVD movie

salesandpaid Internetdistribution of movies. As theeaseof downloadingunauthorizedcopiesof movies

grows with the availability of low-cost, high-bandwidthInternetconnectionsand peer-to-peer®le shar-

ing networks, the movie industry's concernsaboutillegal downloadsis intensifying. Theseconcernsare

heightenedby unauthorizedcopiesof moviesbecomingavailableon theInternetprior to their U.S. theater

release(Seiler& Snider,2003).

Muchof thediscussionaboutpreventingunauthorizedcopying of movieshasfocusedonshuttingdown

themassproductionanddistribution of piratedmoviesandon schemesto preventconsumersfrom making

unauthorizedcopiesof movies from DVDs, VCDs, paid Internetdownloads,or digital television broad-

casts(Valenti, 2002). Until recently, therewaslittle public discussionaboutsecuritymeasuresto prevent

unauthorizedcopiesof moviesfrom falling into thehandsof thosewhowill massproducethem—sometimes

beforetheir theatricalrelease.In a recentinterview with TheGuardian, oneindustrywatcher, Mark Ende-

mano,directorof DeloitteConsulting's mediapractice,criticized themovie industryfor concentratingon

bootleg DVDs andvideocassettes(Wray, 2003). In a Wall StreetJournal interview, Walt Disney Studios

chief Dick Cook criticized the commonindustrypracticeof sendingout thousandsof screenerDVDs to

Academyvoters,sayingthat the industryhadbeenslow to acknowledgethat this practicewasfacilitating

movie piracy. “The unfortunatepartof this industrysometimesis that it hasto gethit over theheadbefore

somethinghappens,” hesaid(Mathews,Orwall, & Chen,2003).

In theSpringof 2003severalpressreportshighlightedsecuritymeasuresthatmovie studioswereputting

in placeto prevent unauthorizedcopying of movies during the pre-screeningsconductedfor the mediaor

as part of marketing research(Eller & Cieply, 2003; Rea,2003; Seiler& Snider,2003). Despitethese

measures,somemoviesarebecomingavailableon the Internetbeforetheir theatricalrelease,andin some

casesbeforea movie hasbeenfully edited. For example,an early versionof Universal's TheHulk began

circulatingon theInternettwo weeksbeforeits June20,2003U.S.theaterreleasedate(seeFigure1). The
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versionillegally releasedontheInternethadincompletecomputergraphics,whichwerewidely criticizedon

Internetmessageboards(Haberman,2003a).Within threeweeksKerryGonzalezwaschargedwith posting

thepurloined®lm ontheInternet.Gonzalezreportedlyobtainedavideotapeof apre-release“work print” of

themovie from afriend,whohadin turnreceivedit from anemployeeof aManhattanprint advertising®rm

thatwaspromotingthemovie. He pleadguilty to a singlecountof felony copyright infringementandwas

sentencedto six months'housearrestandthreeyears'probation.Universaltold thecourt that theincident

hadcostthestudio$66million (Graham,2003;Haberman,2003b;McClam,2003;Reuters,2003).

Our researchattemptsto classifythesourcesof unauthorizedInternetcopiesof moviesthatwerein the

U.S.boxof®cetop50duringan18-monthperiodbeginningin January2002.Muchunsubstantiateddebate

hasoccurred,but we know of no reliabledataon this subjectin thepublicdomain.In this paperwepresent

a brief analysisof the movie productionanddistribution processandidentify securityvulnerabilitiesthat

mayleadto unauthorizedcopiesof moviesbecomingavailableto thosewhomaywish to redistributethem.

We presentour analysisof time lagsbetweenInternet,theater, andDVD releasesduringour studyperiod.

We describeour methodologyfor determiningtheprobablesourceof Internetcopiesandtheresultsof our

analysis.Finally, we offer recommendationsfor reducingsecurityvulnerabilitiesin themovie production

anddistribution process.

2 Movie Production and Distrib ution

Our examinationof securityvulnerabilitiesbegins with the movie productionprocess,in which various

audio,video,anddigital artifactsarecreatedandcombinedinto the®nishedproduct.We thenexaminethe

movie distribution process,which includesthephysicalor electronicdistribution of movies to consumers

aswell asto critics, awardsjudges,andothers.Marketingandrelatedactivities mayoccurduringboththe

productionanddistribution processes.

Figure2 describesonepossibleproductionanddistribution work�o w. Notethatthis is but onemodelof

theproductionenvironment.Eachstudiohasauniquesetof tasksandparticipants,but webelieve thatmost

studios'processesincludealmostall of thoseshown here.While our analysisis drivenby this work�o w, it

is notdependenton theparticulardetailsof thisstructure.

Thenexusof theproductionprocessis theeditingroom. This is theplacewherethe®lm is assembled

by cuttingandmixing thephysicallocationvideoandaudiorecordings(shots).Onceroughcutsof these

shotsareavailable,additionalaspectssuchascomputergeneratedspecialeffects(FX) andmusicandsound

synthesis(aud)areaddedby outsideparties. In all cases,the enhancedcontentis returnedto the editing

room, possiblyfor further cutting, modi®cation,andenhancement.Finally in the post-productionstage,

thevisualandaudioelementsof a movie are®ne-tuned.As with mostof theotherpartsof theproduction

process,post-productionmaybeoutsourcedto othercompanies.

Parallel to thedevelopmentof thecontentitself arerelatedbusinessactivities. Marketingdepartments

developadvertisementsto promotethemovie, oftenlong beforethecontentis actuallycompleted.Trailers

andpostersarecreatedto raiseawarenessof the movie. The marketing departmentalsogaugesaudience

reactionto earlycutsof themovie shown in privatefocusgroupscreenings.The®lm is alteredin responseto
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audiencereactionandsurveys. Oftenwhenthecontentis nearingcompletion,studioexecutivesand®nancial

backersview thecontentandmakesuggestions.The®nalversionto beshown in theatersis completedwhen

theeditors,directors,producers,andmarketingdepartmentaresatis®ed.

Thedistribution processreplicatesanddeliversthe®nal versionto authorizedparties.Of key interestto

us is the timing of delivery to thevariousparticipants.We considerthreedistinctperiods:prior to theater

release,betweentheaterreleaseand DVD release,and after DVD release.
�

This last phase,after DVD

release,representsanopportunityfor endconsumersto make unauthorizedcopies(e.g.,by directly ripping

thecontentfrom purchasedDVDs).

Prior to theaterrelease,the®nal versionmaybedistributedto many parties.Critics andawardsjudges

mayreceive copies.Note that this processservesanessentialfunction in themovie industry: to publicize

anddraw (hopefullypositive) commentaryaboutthemovie. However, thesheernumberof peopleinvolved

at this stageconsiderablycomplicatescontentsecurity. Many studioemployeeshave accessto the ®nal

version: marketing and executives continueto view the contentand build and executestrategies for its

promotion.Thecontentis typically deliveredin someportableformat(VHS or DVD) to all theseparties.

The contentitself must be replicatedby a ®lm productionfacility, whereany numberof employees

mayhave accessto it. On or immediatelyprior to thereleasedate,thecontentis deliveredto thecinema.

Historically, movie releaseshave beenstaggeredacrosslocations. However, becauseof concernsabout

unauthorizedcopying, somestudiosarecompressingtheir releasetime frames(Rea,2003;Seiler& Snider,

2003). Oncea cinemareceives a movie, it becomesaccessibleto cinemaemployees. Whena movie is

projectedit is exposedto membersof thepublicwhomaymakeunauthorizedcopiesof theprojectedimage

aswell asto cinemaemployeeswhohave directaccessto theprojector.

Severalmonthsaftertheaterrelease,moviesarereplicatedonDVDs atDVD pressingplants.DVDs are

thendistributedto storesandmovie rentalcompanies.It is not unusualfor U.S.DVD distribution to begin

a monthor morebeforetheof®cial DVD releasedate.(Typically, overseasDVD distribution of American

moviesdoesnot begin until after theU.S. releasedate.)Thus,storeemployeesmayhave accessto DVDs

several weeksbeforetheir release,andin somecases,storesmay begin selling DVDs prior to the release

datecontraryto studiopolicy.
�

3 Security Vulnerabilities

A varietyof attacksagainstmovie contentproductionanddelivery systemsarealreadyproving successful.

In studyingtheseattackswe make thecritical distinctionbetweeninsiderandoutsiderattacks(Neumann,

1995).In general,insidersaremembersof the(at leastpartially) trustedcommunity. As is trueof informa-

tion securitymoregenerally, mostof theprecautionsandcountermeasuresusedto addressinsiderthreatsin

themovie industryarenecessarilydifferentthanthosethataddressoutsiderthreats.

Insiderattackscanbeextremelydif®cult to protectagainst.As anexamplewe take thecaseof Robert

Hanssen,who managedto passlarge amountsof sensitive FBI datato theRussians.TheFBI presumably

takesstrongmeasuresagainstexactlysuchaninsiderattack.YetHanssenwasincrediblysuccessfulin hisat-

tackagainstFBI protectedcontent.Onthewholethough,despitetheseemingdif®culty of preventinginsider

5



AnAnalysisof Securityin MovieProduction... TelecommunicationsPolicy

attacks,anorganizationcanwield considerablepoweragainstinsidersandimposestrongconstraintsonhow

insidersconducttheir legitimateaffairs. In contrast,many organizations(includingtheFBI) haveveryweak

controlover outsiders.Preventionof outsiderattacksis oftena wastedeffort whenstrongmeasuresarenot

®rst put in placeto preventinsiderattacks.

3.1 Insider attacks

Ouranalysisrevealsmany typesof potentialinsiderattacksonthemovieproductionanddistributionprocess.

Thefollowing listsbut a few of themany potentialthreatsto securemovie productionanddistribution:

� Unauthorizedcopying of a movie in the editing room or nearbyin the supplychain,whether®rst

cut or ®nal product. Thesecopiesoftenhave smalldifferencesfrom thereleasedversionor include

incompleteaudioor visuals,asshown in Figure3. Somearemarkedwith obtrusive text thatidenti®es

their source,asshown in Figure4, or includeon-screencounters,asshown in Figure5.

� Unauthorizedcopying of acritic's advancedcopy of a movie. This mayhave thetext “Screenercopy

only, propertyof somename” appearingon thescreenoccasionally, asshown in Figure6.

� Unauthorizedcopying of a promotionalor preview screeningcopy. This maybemarked in a similar

fashionto critics' versions,asshown in Figure8.

� Unauthorizedcopying of anawardsjudgepresentationof a movie. Copiesmaybemarkedwith the

text “For yourconsideration,” asshown in Figure7.

� Digital through-the-airvideorecordingby a projectionistat a cinemawith aspect-correctvideo,suit-

ableexposure,anddirectaudio.Thesecopieshavehighly variablevideoquality, but oftencanbevery

good.

� Unauthorizedcopying of a consumermediumsuchasDVD or VHS at thefactoryor any otherpoint

prior to sale.Thesecopiesareunmarkedandof nearperfectquality.

Note that we considerall participantsin the movie productionanddistribution processotherthanthe

endconsumerto beinsiders,althoughsomearenotemployeddirectlyby movie studios.

3.2 Outsider attacks

For comparisonwealsoshow someexamplesof outsiderattacks:

� Digital through-the-airvideorecordingby a consumerusinga camcorderfrom a cinemaseat.These

copiesgenerallyhavebadvideoandaudioqualitydueto thethrough-the-airnatureof theacquisition.

Often it is noticeablethat thecopy wasnot recordedat thesameanglefrom which it wasprojected,

asshown in Figure9.

� Unauthorizedcopying of a consumerrentalDVD or VHS tape.Thesecopies(andthefollowing two

types)canbenearperfectin quality but do not appearuntil sometime after thecreationandrelease

of thecontent.

6



AnAnalysisof Securityin MovieProduction... TelecommunicationsPolicy
� Unauthorizedcopying of aconsumerpurchasedDVD or VHS tape.

� Unauthorizedcopying from cable,satellite,or broadcastTV.

Outsiderattacksseeminglyrepresentagreaterthreatdueto themuchlargernumberof potentialattackers

and the fact that theseattacksoccur when the movie is in ®nal form and is free from studio markings.

However, in thenext sectionwe examinesomeimportantattributesof thesecopiesthatcanoverridethese

concerns.

3.3 Freshnessand quality

Unauthorizedcopiescan vary in many ways, two of which are of particularimportance: freshnessand

quality. A ®lm's freshnessdependson how new it is: a ®lm is most fresh at or prior to its theatrical

release.Freshnessis importantbecausedemandtendsto behighestfor new moviesandmarketingefforts

aregreatestfor recentreleases.Unauthorizedcopiesof moviesthathavenotyetbeenreleasedin theatersor

in a particularmarket areespeciallyvaluedbecausethey areviewablebeforea movie is availablethrough

legitimatechannels.

The path that unauthorizedcopies�o w throughmay result in copiesnot becomingwidely available

whenthey arevery fresh.For example,unauthorizedcopiesmaybedistributedinitially in relatively closed

communitiesviaFTPsites,IRC channels,or internaluniversityservers,andonly lateremergeontofull scale

peer-to-peer®le sharingsystems.Ultimately, unauthorizedcopiesmaybe indexed by contentveri®cation

sites,makingthecopieswidely accessible.Contentveri®cationsitesactasindexesfor movies sharedon

peer-to-peernetworks,providing informationsuchas®le names,dateof ®rstappearance(ontheveri®cation

site),®le size,checksum,
�

andquality. Thetime it takesanunauthorizedcopy to make its way into anindex

mayrangefrom onedayto severalweeksor more.

Contentquality is alsoof primeimportance.Dueto thesizeof ®lesrequiredto hold a digital represen-

tation of a movie, aggressive video compressionis often employed. For example,a 1.5 hour ®lm canbe

aslargeas4.7gigabytesat full DVD quality andis usuallycompressedto oneor more700megabyte®les

for Internetdistribution. Degradedquality dueto lossyvideocompressioncoupledwith quality problems

introducedby thecopying method(for example,through-the-aircapture)canresultin poorquality copies

thatarenotsatisfyingto endconsumers.On theotherhand,high-qualityunauthorizedcopiesmaybeindis-

tinguishableor nearlyindistinguishablefrom legal copiesdistributedvia portablemediaor TV broadcast.

Thereis considerabledesirefor moviesthatarebothfreshandof highquality. (Wenotethatin themusic

arenafreshnessandqualityplayadifferentroledueto differencesin themarketingandusageof themedia,

the ®les sizesinvolved, andfundamentaldifferencesbetweenaudioandvideo.) Generally, unauthorized

copieswith thesecharacteristicscanbeobtainedonly throughinsiderattacks.Fresh(beforeor duringcin-

emarelease),goodqualitycopies(TV qualityor better)arealmostimpossibleto obtainthroughanoutsider

attack.This observation is of key importanceto our analysisof movie productionanddistribution security

vulnerabilities.Thenumberof holesto bepluggedin preventinginsiderattacksis minisculecomparedto

thoserequiredto preventacquisitionandre-transmissionof outsideroriginatedcopies.Moreover, thepeople

involved in insiderattacksareby de®nitionundersomein�uence of the contentownersin that they have
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jobsin theindustryandhavesomethingto lose.Thishasimportantimplicationsfor preventingunauthorized

copying of movies.

4 Empirical Analysis

In orderto gainadditionalinsightsinto thesourceof leakedmovies,weconductedanempiricalanalysisof

movies that werein the U.S. box of®ce top 50 betweenJanuary1, 2002andJune27, 2003. This section

describesourmethodologyandtheresultsof ouranalysis.

4.1 Methodology

Wedevelopedourdatacollectionprocedurewith thefollowing requirementsin mind:

� It mustbedocumentedandreproducible.

� An analysisthat requiresonly publicly availabledatais preferableover onethat requiresprivileged

access.Clearlysuchanalysesarealsomorereproducible.

� It shouldbeconsistentwith fair useprovisionsof U.S.Copyright Law.

� It shouldbeautomatableto theextentthatbothongoingstudyandbulk retrospective analysescanbe

performed.

Our methodologywasalsoin�uenced by themodestresourceswe hadavailableto us for this project.

We expectthat themovie industrycoulddevotesigni®cantlymoreresourcesto conductinga similar study,

giventheeconomicconsequencesof this issuefor them.

4.1.1 Movie Data Set

Wedevelopedasuiteof programsthataccesspublicly availablemovie websitesandcompilelistsof movies

thatwerein theU.S.box of®ce top 50 any time betweenJanuary1, 2002andJune27, 2003.This process

automaticallycollectsand organizesa variety of dataincluding cinemareleasedate,DVD releasedate,

distributor, MPAA rating,box of®ce take, andsomecrudepopularratings. We gatheredstatisticson 409

moviesthatmetourcriteria.Weremovedfrom ourdatasetthosemoviesthatwerereleasedoutsidetheU.S.

prior to their U.S. release,includingthosescreenedat foreign®lm festivals prior to U.S. release.We also

removedseveralmoviesfrom ourdatasetthatwehadincompleteinformationabout.Our resultingdataset

includes312movies.

4.1.2 Unauthorized Copy Identi�cation

For eachmovie in our datasetwe usedour softwareto searchan online contentveri®cationsite andau-

tomatically®nd all the unauthorizedcopies. The informationon contentveri®cationsitesis postedand

maintainedby volunteers,andmaynot becompletelyaccurate.Furthermore,thereis oftena delayof sev-

eraldaysto a few weeksfrom thetime a movie is ®rst madeavailableon a peer-to-peernetwork until it is
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indexedonacontentveri®cationsite.However, useof thecontentveri®cationsiteallowedusto obtaindata

for moviespostedover morethanan18 monthperiodwithoutmonitoringthepeer-to-peernetwork for that

entireperiod.In addition,it allowedusto avoid downloading®lesthatdonotcontainthecontentthey claim

to contain(oftenreferredto asdecoys).

Someof themovieswequeriedonthecontentveri®cationsiteresultedin nohits,othersresultedin mul-

tiple hits (indicatingthatmultipleversionsof a particularmovie wereavailableon a peer-to-peernetwork).

Welimited oursearchto asinglecontentveri®cationsite;queryingmultiplecontentveri®cationsiteswould

likely have producedmorehits. The contentveri®cationsite we usedusuallydoesnot index poorquality

copiesof movies.

4.1.3 File SampleAcquisition

Using the informationobtainedfrom the contentveri®cationsite, we locatedthe corresponding®les on

a peer-to-peernetwork automaticallyandacquireda small part of eachrelevant copy (on average,about

®ve percentof eachmovie).
�

We wereunableto downloadthe®lescorrespondingto a few of therelevant

hits, and27 of the ®les we downloadedwereunplayable.We alsodiscoveredthat 18 ®les wereforeign

releases(for example,with non-Englishsubtitles),andwe did not considerthosefurther. We successfully

downloadedandplayed®les correspondingto 285relevanthits for the312movieswe studied.Thesehits

referencedonlinecopiesof 183movies(59%of themoviesin ourdataset).

WewroteaPerlmoduleto provideaconvenientinterfaceto apeer-to-peerclient runningona200MHz

computerconnectedto theInternetvia cablemodem.Themoduleallowedusto initiate,monitor, pause,and

cancel®le downloadsin sucha way asto endup with a sampleof any requiredsizeof eachof thedesired

®les. It tookapproximatelyoneweekto acquire285playablesamples,totalingover 18gigabytesof data.

4.1.4 Content Classi�cation

Oncethesampleswereacquiredanautomatedscriptserved thesamplesto a pool of humanobserversfor

judgment,alongwith aform in whichto entervariousdata.Thedatarecordedincludedajudgmentonvideo

andaudioqualityalongwith thepresenceor absenceof thevariouspossiblefeaturesof unauthorizedcopies.

Someautomatedanalysismethodswereperformedalsoat this stage.In mostcasesit wasstraightforward

for theobserversto judgetheaudioandvideoquality. However, therewere38samplesfor whichobservers

commentedon their formsthatthey werenot entirelysurethattheir judgmentswerecorrect.In mostcases

theiruncertaintywasaboutaudioquality.
�

It shouldbenotedthatsomeof thesamplesmayhave hadstudio-insertedtext tagsindicative of a critic

releaseor otherpre-releasethat wereremoved beforethe movie waspostedto the Internet. If the text is

insertedonly at thebeginningandnotsuperimposedon themovie content,it is particularlyeasyto remove.

We foundonesamplewheresomeonehadattemptedto remove this text but appearedto have inadvertently

left oneframein theversionthey postedto theInternet.Wesuspectthatmany of ourothersampleshadthe

studiotext removedcompletely.
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4.1.5 Analysis

Baseduponthedatacollectedin theabove processeswe examinedtheinteractionbetweenfreshness,copy

quality, andattackpoint. For eachmovie we calculatedthetime lag betweenits theaterreleaseandits ®rst

appearanceon thecontentveri®cationsite. If themovie hadbeenreleasedon DVD we alsocalculatedthe

time lagbetweentheDVD releasedateandits ®rst appearanceon thecontentveri®cationsite.

We classi®edtheattackpoint asinsider(asopposedto outsider)if any oneof thefollowing conditions

aremet:

� If thecopy appearancedateis prior to cinemarelease.

� If thecopy haseditingroomartifactssuchasfrequentboommicrophonesin shotor is obviously not

the®nal releasededit (seeFigure3 for examples).

� If thecopy hasany industryrelatedtext orovertwatermarks(seeFigures4, 5, 6,and 8, for examples).

� If thecopy hasgoodthough-airvideocapturebut apparentlydirectcapturedaudioandappearedbefore

DVD/VHS releasedate. In this casea cinemaemployeelikely capturedtheaudiodirectly from the

projectorandcapturedthevideovia acamcorderpositionedin theprojectionboothor in anoptimally

locatedcinemaseat.

� If the copy is plainly madefrom DVD sourceandappearedbeforeDVD releasedate(likewise for

VHS).

Othercopiesareclassi®edasoutsidersourcedor unknown.

4.1.6 Limitations

Our analysisprovidessomemuch-neededempiricaldata;however, it is importantto be awareof someof

the limitations inherentin our methodology. First, no analysisof this type will ever be ableto accessall

or even nearlyall distinctunauthorizedcopiesof movies. Hencewe inherentlyunderestimatethenumber

of suchcopiesin existence.Our usageof contentveri®cationsitesto determinewheneachmovie became

availableontheInternetis akey ideathatpermitsretrospective analysis,allowing usto avoid a lengthydata

collectionprocess.Thesesitesalsorelieve usof muchof theloadof decoy removal, but canintroduceother

errors.Speci®callythey resultin estimatesfor theappearancetimeof ®lesontheInternetthataresomewhat

laterthanthey shouldbe.Thus,ourestimatesof thenumberof insidercopiesareconservative. Furthermore,

thecontentveri®cationsitewe usedappearsto remove entriesfor particularlypoorcopies,which areoften

postedearlierthanhigher-quality copies,addingsomebiasto our analysis.Fromour experiencereviewing

the studysamples,the contentveri®cationsitesappearto be otherwisevery accurate.Our spotchecking

of releasedatesagainstother datasourcesrevealedoccasionalminor discrepanciessuchas inconsistent

reportingof limited andwide releasedates,but theseerrorswererareandnot very signi®cant.We did not

®nd any moviesin oursamplethatappearedto bedecoys.

Our copy samplingandviewing proceduremay introducesomeadditionalerrors. We wereunableto

view 27 of thesampleswe downloaded.While it is possiblethatsomeof thesesampleswerecorrupted,we
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suspectthatmostwereencodedin formatsthatwereunplayablewhenonly asmallsamplewasobtained.In

addition,becausea movie with insidermarkingsmaynot have thesemarkingsin every frame,the insider

markingsmaynot appearin theshortsampleof eachmovie thatwe viewed,causingus to undercountthe

numberof copieswith suchmarkings.Also, somesamplesmayhave hadinsidermarkingsremovedbefore

they werepostedto theInternet.Again,this resultsin anoverly conservative estimateof insiderleaks.

Theoneareawherewe maynot beconservative is in our estimatesof insiderleaksof unmarkedDVD-

quality copies.Someof thesecopiesthatappearin theweeksprior to of®cial consumerDVD releasemay

have beenpurchasedby consumersfrom storesthatmadethemavailableprior to thereleasedate.

It shouldalsobenotedthatour studyfocusedon popularmovies. It is not clearwhetherwe would ®nd

similarpatternsfor small,independentmovies.

4.2 Results

Of the 312 movies we studied,183 were indexed on the contentveri®cationsite, indicatingwidespread

Internetavailability. Of the285 movie sampleswe examined,77% appearto have beenleaked originally

by industry insiders(determinedusing the criteria we outlined in section4.1.5). On average,the movie

sampleswe examinedwereindexed100daysafter theaterreleaseand83 daysbeforeDVD release.While

only 7 of thesemovieswereindexedprior to their theaterreleasedate,163wereindexedprior to theirDVD

releasedate.Only 5% of themovieswe studiedthathadbeenreleasedon DVD asof thetime of our study

were®rst indexedaftertheirDVD releasedate,indicatingthatconsumerDVD copying currentlyrepresents

a relatively minor factorcomparedwith insiderleaks.

Figures10 and11 illustratethedistribution of time lagsbetweenappearanceon thecontentveri®cation

siteandtheaterandDVD release,respectively. Thegraphsshow thatmany moviesappearon the Internet

within threeweeksof their theaterreleasedate. Theseincludemovies leaked during the productionand

cinemadistribution processaswell ascopiessentto critics andOscarreviewers. A secondwave of leaks

beginsaboutonemonthbeforeDVD release.Mostof thoseleakslikely originatefrom DVD pressingplants,

DVD distributors,retail employees,or Oscarreviewers;however, somemayoccurasa resultof consumer

copying of DVDs purchasedatstoresthatsell thembeforetheirof®cial releasedate.

Thevastmajority of thesamplesin our datasetwereDVD quality. Thosethatwerenot DVD quality

had shorterlag times betweentheir theaterreleaseand Internetavailability. Likewise, thosewith overt

watermarksor textual markersalsohadshorterlag times. Table1 shows theclassi®cationsof themovies

in our datasetalongwith theaveragelag timesfor eachclassi®cation.Notethatwe have multiple samples

for abouthalf of themovies in our dataset,for examplebotha through-the-airquality sampleanda DVD

qualitysample.

The percentageof movies indexed on the contentveri®cationsite andthe meanlag timesvariedcon-

siderablybetweenmovie studios.Theproductionanddistribution processesof eachstudiomayaccountfor

someof this variation,aswell thetypesof moviesproduced.We wereunableto ®nd a correlationbetween

averagelag timesandaverageboxof®cetake for eachstudio,however. Table2 shows thedatawecollected

for eachstudiowith ®ve or moremoviesin our dataset.Notethat in somecasesmoviesarelistedasbeing

releasedby astudiothatis adivisionof alargermovie productioncompany. Thus,for example,Walt Disney
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moviesin oursamplemaybeclassi®edasbeingreleasedby BuenaVistaPicturesor TouchstonePictures.

5 Curr ent and RecommendedSecurity Measures

Themovie industryhasbeentakingstepsto identify andshutdown illegal videoreproductionfacilitiesand

stopthedistribution of piratedvideosandDVDs for sometime (Sera®ni,2003;Valenti,2002). However,

until recently, therewerefew public reportsof industrystepsto prevent individualsfrom obtainingthe®rst

unauthorizedcopy from which many othercopiesmight bereproduced.We refer to this ®rst unauthorized

copy asa leaked copy, andview the preventionof leaksto be paramountin preventingunauthorizedre-

productionof fresh,high quality copiesof movies. Leaked copiesareof particularconcernto the movie

industrybecausethey make it possiblefor illegal copiesof movies to be reproducedwidely beforea the-

atricalrelease.Fortunately, leakpreventionis, perhaps,thesecurityareawheretheindustrycanmosteasily

exert control.

In thefollowing subsectionswe®rstreview known stepsthemovie industryis currentlytakingto prevent

leaksandthenconsideradditionalcountermeasuresappropriatein threedistinctphases:short,medium,and

long term. Theshorttermsolutionsareintendedto suggestimmediateandsimpleactionsto prevent leaks.

Themediumtermsolutionsapplyexisting technology, but requirebothmodi®cationof thecontentdelivery

processesanddevelopmentof technicalsolutions.Thelong termsolutionsdependon theadvancementof

contentmanagementtechnologies,andhencearecontingenton somefactorsoutsidethemovie industry's

directcontrol.Ourproposedsolutionsarebroadrecommendations.Eachproductionfacility shouldperform

considerableself-examinationabouthow they handlecontentto bestlimit thepossibilityof leaks. Where

this leadsto new internalproceduresandtechnologies,it is likely to besuccessful.If new measuresattempt

only to modify thebehavior of outsiders,theeffort is likely to fail.

5.1 Curr ent Leak Prevention Efforts

Thefollowing overview of currentleakpreventionefforts wasdevelopedafterresearchingnews reportsof

movie industrysecuritymeasures.Of course,it is likely that the industry is alsopursuingothersecurity

measuresthatthey have notpublicized.

TheMPAA is reportedlyworkingonbestpracticesrecommendationsto assistmovie studiosin combat-

ing piracy (Eller & Cieply,2003).Accordingto insiderswe spoke with, thestudioshave followedsecurity

proceduresfor sometime suchas codingpre-releasecopiesand requiring that all pre-releasecopiesbe

signedoutwhenthey leave thestudio.However, theseproceduresareofteninsuf®cientfor preventingleaks.

Pre-releasecopiesof moviesaretypically markedwith anti-piracy messagesandin somecaseswater-

marksor overt textual markingsthatmaybeusefulin identifying thesourceof anunauthorizedcopy. The

pre-releasecopy of TheHulk thatwaspostedto the Internetcontaineduniquesecuritytagson thebottom

right cornerof thescreen,asshown in Figure1. AlthoughGonzalezusedsoftwareto blackout thesecurity

tagsbeforepostingthe®lm to theInternet,studioof®cialswerereportedlyableto identify thesourceof the

leakfrom theremnantsof thesetags.TheFBI wasalsoableto tracktheuploadedcopy to Gonzalezthrough
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his InternetServiceProvider. Industryof®cialsarehopingthatthefelony indictmentagainstGonzalezwill

sendastrongmessageto otherswhoareconsideringleakingmoviesto theInternet(Huffstutter, 2003).

BecauseOscarscreenersareoftenasourceof freshhigh-qualityleaks,Walt Disney Studiossentscreen-

erson video ratherthanDVD last year for movies suchas25th Hour andTreasure Planet that werenot

scheduledto comeout on DVD for sometime. This appearsto beanunusualstep(Mathews et al., 2003);

however, in thiscaseit appearsto havepreventedthescreenersfrom beingleakedandwidely distributedon

theInternet.Thesamplesof thesemoviesin ourdatasetappearto beunmarkedDVD copiesleakedduring

theDVD productionor distributionprocess(appearingonthecontentveri®cationsite27and37daysbefore

their respective DVD releasedates).

Somestudioshave begun usingmetaldetectorsandemploying securityguardsequippedwith night-

vision gogglesand binocularsat their pre-releasescreenings.In addition, electronicdevices, including

cell phones,have beenbannedfrom thesescreenings.Suchmeasureswerereportedlyusedat pre-release

screeningsof theWarnerBrothersmoviesDreamcatcher andTheMatrix Reloaded; theDisney moviesThe

Lizzie McGuire Movie andFinding Nemo; the Sony Picturesmovie Anger Management; the Paramount

Picturesmovie TheItalian Job; andthe20thCenturyFox moviesDaredevil andDownWith Love. Of these

movies,only Dreamcatcher, TheMatrix Reloaded, Daredevil, andFindingNemoappearto havebeenleaked

to the Internetneartheir theaterreleasedates(thesemovies ®rst appearedon the contentveri®cationsite

6, 1, 3, and1 daysafter their respective theaterreleasedates,indicatingthat they may have beenleaked

just prior to theaterrelease).The ®rst threesamplesappearto be very goodcamcordercopies,possibly

with directly-recordedaudiotracks.They mayhave beenrecordedduringa pre-releasescreeningor during

a public cinemascreeningafter release.However, thehigh audioquality suggeststhepossibility that they

were leaked by a cinemaemployee. The Finding Nemosamplewas reportedlya poor camcordercopy

that wasremoved from the contentveri®cationsite's databaseprior to our studybecauseits quality was

deemedunsatisfactory. Fox andSony Pictureshave reportedlycaughtindividualsusingcamcordersatsome

of theirscreenings.In April 2003,federalprosecutorsin LosAngeleschargedamanwith recordingmovies

at critic screeningsusinga camcorder. He reportedlyhada lucrative businessselling piratedvideosthat

he reproducedon 11 VHS recordersin his home. Accordingto a pressinterview with Ken Jacobsen,the

MPAA's seniorvice presidentand director of worldwide anti-piracy, the MPAA hasdeterminedthat 28

movies that becameavailable illegally beforetheir U.S. theatricalreleasebetweenMay 2002andMarch

2003wererecordedwith a camcorderat a pre-releasescreening(Butler, 2003;Eller & Cieply, 2003;Rea,

2003;Seiler& Snider,2003).

Somestudioshave reportedlystartedusingmessengersto hand-deliver prints of popularmovies with

phony labelsto theaters.However, accordingto a USATodayarticle,someof theseprintsaredisappearing

despitethis measure.In addition,somestudioshave cut down on their useof test-market screeningsin

orderto prevent leaks.For example,Sony prohibitedtest-market screeningsof Menin Black 2, despitethe

director's objections(Seiler& Snider,2003). This precautionmay have preventeda pre-releaseleak, as

Menin Black 2 did notappearon thecontentveri®cationsiteuntil 126daysafterits theaterrelease.

Becausethe demandfor unauthorizedcopiesis often extremelyhigh during periodswhena movie is

availableonly in certaincountries,somestudiosarechangingtheir releasestrategiesto reduceor eliminate
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time lagsbetweenmovie openingsin differentcountries.For example,Fox releasedX2 simultaneouslyin

58countriesandWarnerBrothersreleasedTheMatrix Reloadednearlyworldwidewithin anine-dayperiod

insteadof overamoretypical releaseperiodof severalmonths(Rea,2003;Seiler& Snider,2003).

A numberof technicalapproachesto preventing leaksarealsobeingpursued.In 2000,Macrovision

receivedapatenton amethodfor preventingthrough-the-aircaptureof projectedmoviesby superimposing

infra red imageson thevisual image.
�

Theseimagesarenot detectableto the theateraudience,but show

up on video capturedby mostcamcorders.The Sarnoff CorporationandCineaaredevelopinga digital

movie encodingdesignedto confusecamcorderswithoutbeingdetectableby humanviewers.Work on this

projectis beingpartially fundedby a two-yeargrantfrom theNationalInstituteof StandardsandTechnol-

ogy (NIST) (Cinea,2003b;McCarthy, 2002).
�

Cineaalsohasdevelopedasecuredigital movie distribution

systemthatincludesencryptionandauditingschemes(Cinea,2003a).However, digital projectionis notex-

pectedto cometo mostcinemasfor sometimeto comedueto concernsaboutequipmentcostandprojection

quality. Furthermore,while digital distribution hascost-saving andanti-piracy bene®tsfor movie studios,

theaterownersseelittle bene®tfrom makinga substantialinvestmentin digital projectionequipment.Stu-

diosmayneedto subsidizethepurchaseof digital projectionequipmentif they expectto seeit adoptedin

thenearfuture(AssociatedPress,2000;Taub,2003).

5.2 Short-term Mitigation

Themovie industryhasalreadybegunto addressthevulnerabilitiesinherentin thecurrentwork�o w. While

increasedphysicalsecurityatscreenings,watermarkingandothertechnologiesarelaudableandofteneffec-

tive, they fail fundamentallyto addressinsiderthreats.Thereis animplicit assumptionthatall employeesof

thestudioandproductionanddistribution servicesaretrusted. Any misbehavior of a singleemployeecan

nullify all thebestpracticesandwell placedtrustthroughoutthecontentdistribution process.

We believe that themovie industryshouldtreatmovie contentin thesameway theFederalBureauof

Investigation(FBI) treatssensitive intelligenceandevidence.In thesecases,theFBI establishesa chain of

custodyfor sensitive artifacts.Thisde®nesaprocedurefor trackingwheretheartifact is atall times,aswell

aswho is responsiblefor it. Obviously, this hasenormousvalueasa forensictool whensomethinggoes

wrong(e.g.,determiningresponsibility).More importantly, if consistentlyapplied,this mitigateslossand

exposureby clearlyindicatingwho is responsiblefor theartifactatall times(i.e.,overnight,in transit).

Particularlyduringproduction,many currentsecurityproblemscanbe tracedto thechaoticwork�o w.

Policy mustbedevelopedthatclearlydelineatestheprocessby whichcontentis obtainedor accessed,who

is authorizedto view or accessit, andhow failuresin the processarereported.This policy, amongother

things,would codify thechainof custody. We expectthat theMPAA's bestpracticeswork will go a long

waytowardthisgoal,but wecautionthatgeneralbestpracticesguidelinescannottake into considerationall

aspectsof eachindividual studio's operation.

Much of currentcontentproductionanddistribution is performedthroughmodularandparallel pro-

cesses.Thesesimultaneousprocessesinvolvemany differententities,andhencecomplicatecontentcontrol.

Adoptingthephysicalcontrolpracticesof intelligenceagenciesusedin similar environmentswill helppre-

vent future leakage(e.g., asappliedby the FBI in large, coordinatedinvestigations).Onesuchpractice
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would limit contentexposureto only that which is strictly necessaryto produceanddistribute themovie.

Known in thecomputersecuritycommunityastheprincipleof leastprivilege, thispracticeexposesonly as

muchof thecontentat eachstageof theprocessasis strictly necessaryfor thatprocessto besuccessfully

executed.For example,thecreatorsof thedigital effectsonly needthosepartsof amovie thatthey aregoing

to augment.If universallyapplied,thiswould greatlylimit thenumberof entitiesthatwouldhave accessto

acompletecopy of thecontentat anystageof development.

To illustratethede®nitionanduseof policy, considerthecontentusedby anaudioproductionfacility.

A roughcut of thecontentis oftenplayedbackto musicianswhile thebackgroundmusicis created.This

helpsmusiciansadjusttheir performancein responseto thecontentimagery, andis essentialto establishing

auditoryandvisualcontinuity. Theplaybackandstorageof the rough-cutat theaudioproductionfacility

arepotentialleakagechannels.

Onepolicy thatmaymitigateleakagein theaudioproductionfacility mandatesthatanappointedrecip-

ient of the content(possiblyan employeeof theproductionhouse)mustbe presentduringany useof the

content.Thatpersonis responsiblefor ensuringthat(a) thecontentis alwaysin their immediatepossession,

or (b) locked in a safethatonly they have accessto. This simplepolicy, while potentiallycostlyandcum-

bersome,reducesthe point of vulnerability to a singleperson.Like any system,if the trustedpart of the

system(in thiscase,theentityguardingthemovie) becomescompromised,all is lost.

A secondpolicy would de®netheenvironmentsin which thecontentcouldbeused.For example,the

policy wouldmandatethatscreeningsmustbeheldin privatescreeningroomswith guards.Thestudioshave

madeconsiderableprogressin thephysicalsecurityof screenings.While preliminary, anecdotalevidence

suggeststhat thesetechniquesaresomewhat successfulin preventingcamcordercopying, thesemeasures

mustbeextendedto othervenuesaswell: screeningsneededfor audioandCGI mustbeaccompaniedby

physicalcontrolby thestudiosof theplaybackdevices,pre-approved lists of theauthorizedpersonnelwho

maybepresentduringviewing,etc.In addition,studiosshouldreconsidertheirpolicy of allowing executives

to checkout pre-releasecopiesfor homeviewing andof sendingpre-releasecopiesto investorsupontheir

request.Onceoutsidethestudioenvironment,thesecopiesmaybevulnerableto unauthorizedcopying by

many partiesincludingfamily membersandhouseholdemployees.

Wheremovie productionandscreeningactivitiesoccurentirelyin thedigital domain,adequatenetwork

securitymeasuresshouldbe taken, andevidenceof their completenesspresentedto the productionman-

agers.Thereshouldbea minimumsetof securitypracticesfor any computerthatwill storeany partof the

content(e.g.,physicalseparationfrom the Internet). Securityauditsof the networks shouldbe common-

place.Physicalmeasures,suchasremovablestoragedevicesthatarereturnedat theendof eachwork day

to on-sitesecuritypersonnelmayhelpprevent leakage.Thereis considerableexperiencewith this kind of

contentmanagementin thelegal,engineering,andmilitary manufacturingindustries.

Continualvigilance is a necessaryingredientof any solution. As with any securitysystem,having

a consistentprocessfor managingsensitive artifactsis essential.We argue that insiderattackscanonly

be mitigatedin the short term by, (a) developingsoundproceduresfor handlingcontent,(b) applying it

uniformly to all employeesof the productionanddistribution process,(c) putting in placea comprehen-

sive infrastructurefor documentingcompliancewith policy, and(d) auditingcompliancefrequently. See
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guidelineson both physicalandcomputersecurity(ComputerEmergency ResponseTeam(CERT), 2004;

Cheswick,Bellovin, & Rubin,2003;Gar®nkel & Spafford, 1996)for furtherdetail.

Similar strategies shouldbe appliedto the distribution processes.For example,someunauthorized

copying maybemitigatedby reducingthenumberof copiessentto Oscarreviewers(Mathews etal.,2003).

Our datasuggeststhat many high quality copiesare leaked from DVD pressingplantsand stores. The

distribution processcreatesmany high quality authorizedcopies,any oneof which canbe leaked. Hence,

thechallengeis to createa processthatdelays,ratherthanprevents,leakage.Beforetacklingtheextremely

dif®cult problemof preventing DVD copying by consumers,it seemsprudentto stop the unauthorized

copying that takesplacebeforeconsumershave an opportunityto buy or rent DVDs. It seemsclearthat

moremonitoringandstringentcontrolsover DVD productionfacilities anddistributors mustbe applied.

Othermeasures,suchasreducingDVD productionandstoragetimes,may further mitigateunauthorized

copying.

5.3 Medium-term Mitigation

As describedabove, the movie industry is actively exploring the applicationof advancedtechnologiesto

prevent unauthorizedcopying. It is likely that theseinvestigationswill yield strongprotectionsagainst

speci®cthreats. As is true generallyin computersecurity, singularsolutionsrarely addressall threats.

Hence,we arguethatthebestway to mitigatetherisk of leakagein themediumtermis to combineranges

of availabletechnologiesandproceduresinto comprehensive solutions.

Considerthefollowing trusteddevice thataddressesleakageresultingfrom critic or awardsjudgecon-

tentdistribution.
�

Assumethereis atrustedcontentplayerthatprovidesdigital or analogoutputappropriate

for a hometheater.
���

Assumefurtherthatthisdevice is tamperresistantandhasinternalstoragecontaining

the content. Eachdevice hasa battery-backed internalclock. Whena user(e.g.,critic) wantsto usethe

device, shemustentera time-speci®ckey to unlock the content. Variantsof one-timepassword schemes

canbeusedfor this purpose(Haller,1994).To obtainthepassword, theusermustcall a operatorandgive

theserialnumberof thedevice andcontent,aswell assomeprivateauthenticatinginformation(McDaniel,

2002). The userwould be given the onetime password which would unlock the device for that time and

allow onlyoneplaying.

Thecontentis storedon thedevice in anencryptedformat.Theone-time-passwordsprovide accessto a

decryptionkey to theplayerinternally, but not to theuser. Hence,thecodeis only usefulfor thatparticular

playing. Moreover, stealingandbreakinginto the machinewould yield only the encryptedcontent(and

hencemake theunencryptedcontentverydif®cult to obtainwithoutavalid password).
� �

At playback,theplayerwould projecta onetime trackingcodeon top of thecontent.This codemight

be an overt identi®eror an invisible digital watermark(Cox, Kilian, Leighton,& Shamoon,1997). The

advantageof thisapproachis thatnotonly couldtheuserbeidenti®edin theeventof leakage,but shewould

nothave deniability(i.e. thewatermarkwouldexposetheexactplayer, user, andtime). If theuserlosesthe

authenticatinginformationor the player, shewould be responsiblefor contactingthe centraloperator. Of

course,theplayerwould allow theuserto cancel/pausea play-back,thusavoiding exposureresultingfrom

adistracteduser.
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Note that someadversarieswith video editing capabilitiesmay be able to remove the trackingcode

from thecontent.However, removal of thecodeshouldsigni®cantlydamagecontentquality. For example,

placinga black box over or blurring out the codewould createvisually distractingartifacts,particularly

wherethecodeis large.Thedesignof suchcodesis anopenareaof researchandis outsidethescopeof this

work.

The playercould be madeInternetaccessible(andhencebe continuallyreusedfor differentmovies).

Studiopersonnelwould pushencryptedcontentandassociatedkeying materialover anuntrustednetwork

andinto theplayer. Becausethekeys arenever storedon thedevice, transmissionof theencryptedcontent

canbeperformedwithoutadditionalexposureto loss.

The ef®cacy of the trustedplayerapproachis crucially dependenton policy: how andwhenauthenti-

catinginformationis assignedandusedwill determinewhetherleaksareavoided.Hence,whereadvanced

technologiesareapplied,theshorttermsuggestionsarestill applicable,andin ourminds,essential.

5.4 Long-term Mitigation

The unauthorizedcopying of movies is an instanceof the larger problemof contentcontrol. Often cast

asdigital rights management(DRM) (Ramanujapuram& Ram,1998; Gunter, Weeks,& Wright, 2001),

otherindustriessuchasdesignandmanufacturing,legal documentmanagement,and®nancearecurrently

wrestlingwith digital contentcontrol.Themovie industryis facingaparticularlydauntingproblem:because

otherindustriesdonotdirectlyexposetheircontentto outsidersatany phase,muchlessto thepublicatlarge,

theproblemis somewhatmoretractablefor them.

The scienti®ccommunityis only beginning to understandDRM. Hence,we cannotbegin to predict

whenasolutionappropriatefor themovie industryis goingto beavailable.Solutionslike Microsoft's Next

GenerationSecureComputingBasefor Windows (Corperation,2003) provide commodity-gradeDRM.

However, they do not provide a level of securitynecessaryto protecthighly valuablecontent: the DRM-

enablinghardwarecanbemanipulatedvia physicalattack.Hence,until suchtimeasstrongerDRM becomes

available,it is incumbenton theindustryto embracecurrentlyavailabletechniquesandprocedures.

We feel that it is useful to considerwhat (potentiallyunique)requirementsthe movie industry may

placeon DRM systems. Thereare two separateDRM systemsappropriatefor movie content: one for

consumerusersandone for the productionanddistribution environments. BecauseconsumerDRM has

beendiscussedat lengthin relatedworks,we focuson the latter. Thefollowing describesa few important

preliminaryrequirements:

� scale- Theproductionanddistributionwork�o w encompassesmany differentcompanies(sometimes

on differentcontinents),anda hugenumberof users.The DRM systemmustbe ableto ef®ciently

managethis large,decentralizedusercommunity.

� �exibility - Theproductionprocesscoalescesmany disparateartifactsinto the®nishedproduct.Hence,

theDRM solutionmustsupportcomplex policiesthatcontrolaccess,duplication,andmodi®cationof

contentartifacts.
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� simplicity- Any DRM solutionwhichaddssigni®cantcomplexity or frustratesprogresswill fail. It is

importantthatthesolutionseamlesslyintegratewith currentprocedures.

Weareencouragedby theeconomicsof theproductionanddistribution process:themovie industryhas

enormousin�uenceonthecompaniesthatprovideservicesto it. Hence,it maymandatecertaintechnologies

or vendors. Suchenvironmentsnaturally lead to uniform (andsafe)practices,and reducethe industry's

exposureto leaks.

ImplementingDRM only to prevent insiderattacksavoids many of theconcernsthathave beenraised

aboutthe possiblemandateduseof DRM in the consumerenvironment. For example,it avoids concerns

aboutthe ability of DRM to accommodatefair use,dif®culties in managinga public key infrastructure,

andthe likelihoodthatDRM technologywill beunableto prevent thedistribution of contentover peer-to-

peernetworks(Biddle,England,Peinado,& Willman, 2002;Samuelson,2003).Furthermore,thetechnical

challengeof implementinga systemin this morecontrolledenvironmentis muchmoretractablethanthe

challengeof usingDRM in a consumerenvironment.It is mucheasierto mandatetheuseof certainequip-

mentandrequireindividuals to participatein inconvenientauthenticationproceduresthan it would be in

a consumerenvironment. In the event that contentis leaked despitethe useof a DRM system,water-

markingmay make it possibleto preciselyidentify the sourceof an insider leak. In the morecontrolled

environment,it maybefeasibleto registerall individualswhoareauthorizedto view content,andto impose

overtwatermarksthatareeasilydetectableandcanresistremoval, but mightbeunacceptableto consumers.

Furthermore,unlike in a consumerenvironmentwhereit may bedif®cult to trackdown andpunishevery

individualwhomakesanunauthorizedcopy,
� �

insiderswhoareidenti®edasthesourceof aleakcanbe®red

from their jobsor have theircontractsterminated,in additionto beingsubjectedto legalactionandpossibly

criminalprosecution.

6 Discussionand Conclusions

Our researchpresentsthe®rst publicly availableassessmentof thesourceof leaksof popularmoviesand

providesasecurityanalysisandrecommendationsfor mitigatingagainstfutureleaks.Ourresearchsuggests

thatthemovie industrywould likely bene®tfrom implementationof someestablishedideasin datasecurity;

however, additionalmeasuresmaybenecessaryin thelong term.Our researchsuffersfrom thefactthatwe

arenot industryinsidersnorownersof theleakedcontent,andourdatacollectionwaslimited to information

thatwecouldobtainthroughpublicsourcesusingmodestresources.Collectingstatisticsonsourcesof leaks

andperformingasecurityanalysisshouldbemucheasierfor theindustrythanit wasfor us,andweassume

thatstudiosareengagedin suchprocesseson theirown.

We draw the reader's thoughtsbackto the Hanssencaseandmake the point that the movie industry

oughtto treateverybodywithin its in�uence equally, from studioexecutivesandinvestors,down through

movie editors,truck driversandout to the critics. Suchelementaryproceduresasaudit trails of custody

would seemto be in order. While we expect that this is alreadydoneto someextent, it mustbe applied

evenly andwithout preference.Our studyshows a large amountof insiderleakage.Hence,we arguethat
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currentmitigation techniquesareinsuf®cient. Given the revenuelossesclaimedby the industry, spending

moremoney andeffort on internalcontrolsis appropriate.

Movie artifactsarehandledby a limited numberof employeesin acontrolledmannerduringproduction

andthroughmuchof thedistributionprocess.In thelaterstagesof distribution,contentis handledby a large

andmostlyanonymouscommunity. Securingtheformerenvironmentis dif®cult but tractable.Securingthe

latteris nearlyimpossible.Hence,focusingeffortson insiderthreatsaddressesthemostcostlyleakage,and

representsthebestopportunityfor success.
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Notes

�

In somestatementsthe MPAA hasclaimedthis numberincludesonly analogvideo cassettedistri-

bution (Valenti, 2002), while in other statementsthe MPAA hasclaimedthis numbercovers all illegal

distribution exceptInternetdistribution (Motion PictureAssociationof America,2003).

�

Thereare,of course,otherimportanteventsin the movie distribution processincluding international

releases,hotelpay-per-view releases,airlinereleases,homepay-per-view releases,etc.Ouranalysisfocuses

only on thethreeperiodswe have outlined.In addition,somemovieshave separateDVD andVHS release

dates;however, in our analysiswe consideronly theearlierof thesetwo dates.Notethat theDVD release

dateis thedateonwhichamovie becomesavailableon DVD in theU.S.for bothsaleandrental.

�

Anecdotalevidence,for examplefrom the releaseof the latestHarry Potterbook,suggeststhat book

publishershave beenmoresuccessfulthanmovie studiosin preventingstoresfrom selling their products

beforetheof®cial releasedate.It might beusefulto comparethestrategiesusedby thesetwo industriesto

enforcetheir releasedates.

�

Thechecksumprovidesan identi®erfor eachuniquecopy of a movie uploadedto a peer-to-peernet-

work. All identical copiesof the samemovie have the samechecksum. The checksumsare useful for

identifying movies,andthey allow for client softwarethatcandownloaddifferentblocksof a movie from

multiplesourcessimultaneously.

�

The®le sharingsoftwarewe usedobtainsmoviesin blocks,usuallybeginning®rst with a block at the

veryendof themovie ®le andthenproceedingwith ablockfrom theverybeginningof themovie ®le. Since

somemovies arestoredin multiple ®les, the beginning andendof the ®le doesnot alwayscorrespondto

thebeginningandendof themovie itself. Wefoundthatby settingourscriptsto downloadeightpercentof

one®le from eachmovie we couldacquirea completeblock from thebeginningof mostof themovieswe

studied.A blockfrom thebeginningof themovie is especiallyuseful,asthis is wheremany studiomarkings

arefound.

�

Automatedtoolsmightbedevelopedto moreaccuratelyassessaudioquality, for example,by measuring

thedifferencebetweenaudiochannels.If little or no differenceis foundbetweenaudiochannels,it would

suggesttheaudiowasacquiredthrough-the-air.

�

U.S. Patent6018374,Method and systemfor preventing the off screencopying of a video or ®lm

presentation,issuedJanuary25,2000

�

The NIST programthat is funding this projecttypically fundsprojectsthat aretoo risky for mostin-

vestorsbut have potentialfor broadeconomicbene®ts.Giventherevenuelossesdueto piracy reportedby

themovie industry, the$2.3million this projectis estimatedto costseemslike a goodinvestmentif it has

any reasonablechanceof success.
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�

Thereis someprecedentin themusicindustryfor trusteddevices.It hasbeenreportedthatrecentCDs

have beendeliveredto critics in sealedCD players(Nelson,2002). Theseareconsideredtrustedplayers

becausethey mustbereturnedunopened.Furthermore,aspecialplayeris requiredtoplaytheDVDsreleased

for airplaneuse.

���

We will not, for now, considerdevicesthat includetheir own physicaloutputdevice (screen).Their

introductionmayreducethe risk of leakage,but signi®cantlyincreasetheir size,power consumption,and

cost.

� �

For brevity, we omit many detailsof thedesignandconstructionof theplayerhardwareandsoftware.

� �

Despitethe dif®culty of this task, the recordingindustryannouncedin June2003 that it hadbegun

searching®le-sharingnetworksto ®nd userswho aresharing“substantial”numbersof music®les(Associ-

atedPress,2003).TheRIAA ®led hundredsof lawsuitsagainsttheseusersby theendof 2003(Haberman,

2003b).
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Numberof
Samples

Theater
Internet
Lag
(days)

DVD
Internet
Lag
(days)

AggregateSampleData

ReviewedSamples 285 100 -83

Insider 220(77%) 105 -79

Outsider 65 (23%) 86 -96

SampleFeatures

Incompletevideoediting� 4 (1%) 38 -192

Incompleteaudioediting� 1 ( � 1%) 12 -362

Watermarkor text marker� 35(12%) 52 -141

VHS quality 6 (2%) 60 -149

DVD quality 223(78%) 123 -62

Through-the-airvideo 46 (16%) 9 -171

Through-the-airaudio� 39(14%) 10 -171

Table 1: Classi®cationof movies in sample. Numbersin parenthesesrepresentpercentageof reviewed
samples.Featuresmarked with a

�

representconclusive evidenceby themselves of insider leakage,and
thosemarkedwith an � provideconclusiveevidenceof outsiderleakage.Featureswithoutmarkingsrequired
additionalinformationto classifyasinsideror outsider(e.g.,releasedates).
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Studio Releases
in Data
Set

Numberof
Releases
Indexedon
Content
Veri®cation
Site

Number
of
Releases
onDVD

Box
Of®ce
Take Per
Release
(millions
of $s)

Theater
Internet
Lag
(days)

DVD
Internet
Lag
(days)

20thCenturyFox 25 15(60%) 20 $64 96 -115

BuenaVistaPictures 17 10(59%) 15 $79 132 -59

ColumbiaPictures 27 19(70%) 23 $58 66 -105

DimensionFilms 7 5 (71%) 7 $20 146 -21

DreamWorks 9 5 (45%) 9 $71 100 -51

Fox SearchlightPictures 8 6 (75%) 7 $19 42 -139

LionsGateFilms 9 5 (45%) 7 $9 77 -164

MGM/UA 19 12(63%) 15 $25 77 -88

MiramaxFilms 23 9 (39%) 21 $21 108 -98

New Line Cinema 15 11(73%) 12 $87 55 -130

ParamountPictures 24 16(67%) 21 $48 67 -86

Sony PicturesClassics 7 0 (0%) 6 $3 NA NA

TouchstonePictures 12 7 (58%) 12 $62 104 -55

UniversalPictures 18 15(83%) 14 $76 69 -97

WarnerBros. 37 29 (78%) 30 $57 63 -103

Table 2: Statisticsfor eachstudio with ®ve or more movies in our dataset. All statisticsinclude only
the movies from eachstudiothat areincludedin our dataset. Box of®ce take per releasewascalculated
from dataobtainedfrom Rottentomatoes.comin July 2003.It representstheaverageboxof®cetake for the
moviesin ourdataset.
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Figure1: A preliminaryversionof the®lm “The Hulk” wascriticizedfor thepoorquality of its CGI. The
watermarksin thebottomright cornerwereremovedin anattemptto maskits origin.
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Figure2: Movie productionanddistribution work�o w. Contentis cooperatively generatedduringthepro-
ductionprocess.The®nalproductis replicatedanddeliveredto theconsumerduringthedistributionprocess.
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Figure3: Editing roomartifact– boommicrophonein topcenterof ®lm.

Figure4: Studio“property” marking.

Figure5: Productioncopy — notetimecodeonbottomleft andtwo blurredwatermarksatbottomcenter.

27



AnAnalysisof Securityin MovieProduction... TelecommunicationsPolicy

Figure6: Screenertext.

Figure7: Copy markedasbeingfor awardsconsideration.

Figure8: Copy markedasbeinga promotionalDVD with explicit instructionsfor reportingleak.
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Figure9: A framefrom an unauthorizedcopy of a movie probablyrecodedthrough-the-airusinga cam-
corderfrom acinemaseat.Notetheslightly angledstudioURL.
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Figure10: Distribution of theater/Internetreleasetime lagsfor samplesin our dataset.Week0 is theweek
amovie was®rst releasedin U.S.theaters.
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Figure11: Distribution of DVD/Internetreleasetime lagsfor samplesin our dataset.Week0 is theweeka
movie wasreleasedof®cially to U.S.consumerson DVD.
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