An Analysisof SecurityVulnerabilitiesin the
Movie ProductionandDistribution Process

SimonByers

180Park Ave

AT&T Labs— Research
FlorhamPark, NJ

Email: byes@meseach.att.com
Phone:(973)360-8283

Fax: (973)360-8077

Eric Cronin

CIS Department

University of Pennsylania
PhiladelphiaPA

Email: ecronin@cis.upenn.edu
Phone:(215)732-6395

Lorrie Faith Cranor
Schoolof ComputerScience
Carngyie Mellon University
5000ForbesAvenue
Pittsturgh, PA 15213

Email: lorrie@cs.cmu.edu
Phone:(412)268-7534

Fax: (412)268-7287

Dave Korman

A230180Park Ave

AT&T Labs—Research
FlorhamPark, NJ

Email: davek@eseach.att.com
Phone:(973)360-8368

Patrick McDaniel

A230

180Park Ave

AT&T Labs—Research
FlorhamPark, NJ

Email: pdmcdan@aseach.att.com
Phone:(973)360-5721

Fax: (973)360-8970



An Analysisof Securityin Movie Production... TelecommunicationBolicy

Abstract

Unauthorizeccopying of moviesis a major concernfor the motion pictureindustry While unau-
thorizedcopiesof movies have beendistributed via portablephysicalmediafor sometime, low-cost,
high-bandwidthinternetconnectionandpeerto-peerle sharingnetworksprovide highly ef cient dis-
tribution media. Many moviesareshowving up on le sharingnetworks shortly after, andin somecases
prior to, theatricalreleaselt hasbeenarguedthatthe availability of unauthorizedopiesdirectly affects
theaterattendancend DVD sales,andhencerepresents major nancial threatto the movie industry
Our researchattemptsto determinethe sourceof unauthorizedcopiesby studyingthe availability and
characteristicef recentpopularmoviesin le sharingnetworks. We developeda datasetof 312popular
moviesandlocatedone or moresampleof 183 of thesemovieson le sharingnetworks, for a total of
285movie samples77% of thesesamplesappeato have beenleaked by industryinsiders.Most of our
samplesappearean le sharingnetworks prior to their of cial consumemDVD releasedate. Indeed,
of the moviesthathadbeenreleasedn DVD asof the time of our study only 5% rst appearedfter
their DVD releasedateon aweb sitethatindexes le sharingnetworks, indicatingthatconsumeDVD
copying currentlyrepresents: relatively minor factorcomparedwith insiderleaks. We performa brief
analysisof the movie productionanddistribution processandidentify potentialsecurityvulnerabilities
that may leadto unauthorizedcopiesbecomingavailable to thosewho may wish to redistritute them.
Finally, we offer recommendationfor reducingsecurity vulnerabilitiesin the movie productionand
distribution process.
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1 Intr oduction

The U.S. motion pictureindustry estimateghatits revenuelossesdueto unauthorizeccopying andredis-
tribution of movies via physicalmedia(video cassettesDVDs, VCDs etc.) exceeds$3 billion annually
(Motion PictureAssociationof America,2003). Eachyearover 400facilitiesfor illegally duplicatingau-
diovisual contentare discoveredin the U.S.,andmary morearebelieved to remainundisceeredin both

the U.S. and overseaqSera®ni,2003). In 2001, 74 suchfacilities were raidedin Asia (Valenti, 2002).
Malaysia, Pakistan,and China are believed to be amongthe largestproducersof unauthorizectopiesof

audiavisual content. The movie industryhasnot releasedstimateof revenuelossesdueto Internetredis-
tribution of unauthorizedopies;however, recentstudieshave estimatedhatthereare 350,000to 400,000
illegal movie downloadseachday andprojectedrevenuelosesof up to $4 billion annuallywithin the next

two years(DeloitteandTouche 2003;Wray, 2003).

Estimatingrevenuelossesdueto illegal downloadsis problematicbecauset is dif®cult to determine
what fraction of illegal downloadsresultin lost revenuefor the industry and whetherillegal downloads,
throughthe “free publicity” they generatehave ary positve impactson box of®ce revenues.Nonetheless,
it is likely that redistritution of unauthorizeccopiesvia the Internetwill increasinglyaffect DVD movie
salesandpaid Internetdistribution of movies. As the easeof downloadingunauthorizeatopiesof movies
grows with the availability of low-cost, high-bandwidthinternetconnectionsand peerto-peer®le shar
ing networks, the movie industrys concernsaboutillegal downloadsis intensifying. Theseconcernsare
heightenedy unauthorizedopiesof moviesbecomingavailableon the Internetprior to their U.S. theater
releasdSeiler& Snider,2003).

Much of thediscussioraboutpreventingunauthorizeatopying of movieshasfocusedon shuttingdown
the massproductionanddistribution of piratedmoviesandon schemeso preventconsumergrom making
unauthorizeccopiesof maovies from DVDs, VCDs, paid Internetdowvnloads,or digital television broad-
casts(Valenti, 2002). Until recently therewaslittle public discussioraboutsecuritymeasureso prevent
unauthorizeaopiesof moviesfromfalling into thehandsof thosewhowill massproducehem—sometimes
beforetheir theatricalrelease In arecentinterviev with TheGuardian, oneindustrywatcher Mark Ende-
mano,directorof Deloitte Consultings mediapractice,criticized the movie industryfor concentratingon
bootleg DVDs andvideo cassette$Wray, 2003). In a Wall StreetJournal intervien, Walt Disney Studios
chief Dick Cook criticized the commonindustry practiceof sendingout thousandof screeneDVDs to
Academyvoters,sayingthatthe industryhadbeenslow to acknavledgethatthis practicewasfacilitating
movie piragy. “The unfortunatepartof this industrysometimess thatit hasto gethit over the headbefore
somethinghappens,he said(Mathavs, Orwall, & Chen,2003).

In the Springof 2003severalpresseportshighlightedsecuritymeasurethatmovie studioswereputting
in placeto preventunauthorizectopying of movies duringthe pre-screeningsonductedor the mediaor
as part of marketing research(Eller & Cieply, 2003; Rea,2003; Seiler& Snider,2003). Despitethese
measuressomemovies are becomingavailable on the Internetbeforetheir theatricalreleaseandin some
casedeforea movie hasbeenfully edited. For example,an early versionof Universals The Hulk began
circulatingon the Internettwo weeksbeforeits June20, 2003U.S. theatereleasalate(seeFigurel). The
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versionillegally releasednthelnternethadincompletecomputeigraphicswhichwerewidely criticizedon
Internetmessag®oardgHaberman2003a).Within threeweeksKerry Gonzaleavaschagedwith posting
thepurloined®Im onthelnternet.Gonzalezeportedlyobtainedavideotapeof apre-releaséw ork print” of
themovie from afriend, who hadin turnrecevedit from anemplo/eeof a Manhattarprint adwvertising®rm
thatwaspromotingthe movie. He pleadguilty to a singlecountof felony copyright infringementandwas
sentencedo six months'housearrestandthreeyears'probation.Universaltold the courtthattheincident
hadcostthe studio$66 million (Graham2003;Haberman2003b;McClam,2003;Reuters2003).

Ourresearclattemptdo classifythe sourcef unauthorizednternetcopiesof moviesthatwerein the
U.S.box of®ce top 50 duringan 18-monthperiodbeginningin Januar2002. Much unsubstantiatedebate
hasoccurredput we know of noreliabledataon this subjectin the publicdomain.In this papemwe present
a brief analysisof the movie productionanddistribution processandidentify securityvulnerabilitiesthat
may leadto unauthorizeadopiesof moviesbecomingavailableto thosewho maywishto redistritute them.
We presenbur analysisof time lagsbetweeninternet,theaterandDVD releasesluring our studyperiod.
We describeour methodologyfor determiningthe probablesourceof Internetcopiesandtheresultsof our
analysis.Finally, we offer recommendationfor reducingsecurityvulnerabilitiesin the movie production
anddistribution process.

2 Movie Production and Distrib ution

Our examinationof securityvulnerabilitiesbegins with the movie production processjn which various
audio,video,anddigital artifactsarecreatedandcombinednto the ®nishedproduct. We thenexaminethe
movie distribution processwhich includesthe physicalor electronicdistribution of moviesto consumers
aswell asto critics, awardsjudges,andothers.Marketing andrelatedactiities may occurduring boththe
productionanddistribution processes.

Figure2 describe®nepossibleproductionanddistribution work o w. Notethatthisis but onemodelof
the productionervironment.Eachstudiohasa uniquesetof tasksandparticipantshut we believe thatmost
studios'processefcludealmostall of thoseshavn here.While our analysisis driven by thiswork ow, it
is notdependentn the particulardetailsof this structure.

The nexus of the productionprocessds the editingroom. This is the placewherethe ®m is assembled
by cuttingandmixing the physicallocationvideo andaudiorecordinggshots). Onceroughcutsof these
shotsareavailable,additionalaspectsuchascomputergeneratedpecialeffects(FX) andmusicandsound
synthesiqaud) areaddedby outsideparties. In all casesthe enhancedtontentis returnedto the editing
room, possiblyfor further cutting, modi®cation,and enhancementFinally in the post-productiorstage,
thevisualandaudioelementf a movie are®ne-tuned.As with mostof the otherpartsof the production
processpost-productiommay be outsourcedo othercompanies.

Parallelto the developmentof the contentitself arerelatedbusinessactvities. Marketing departments
develop adwertisementso promotethe movie, oftenlong beforethe contentis actuallycompleted.Trailers
andpostersare createdto raiseawarenes®f the movie. The marketing departmentlsogaugesaudience
reactionto earlycutsof themovie shavn in privatefocusgroupscreeningsThe®Im is alteredn respons¢o
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audienceeactionandsuneys. Oftenwhenthecontents nearingcompletion studioexecutvesand®nancial
baclersview thecontentandmalke suggestionsThe®nal versionto beshavn in theaterss completedvhen
the editors,directors producersandmarketing departmenaresatis®ed.

Thedistribution processeplicatesanddeliversthe®nal versionto authorizedparties.Of key interestto
usis thetiming of delivery to the variousparticipants.We considerthreedistinct periods:prior to theater
release betweentheaterreleaseand DVD releaseand after DVD release. This last phase,after DVD
releaserepresentanopportunityfor endconsumerso make unauthorizeatopies(e.g.,by directly ripping
the contentfrom purchase®VDs).

Prior to theaterreleasethe ®nal versionmay be distributedto mary parties.Critics andawardsjudges
may receve copies. Note thatthis processsenesan essentiafunctionin the movie industry: to publicize
anddraw (hopefullypositve) commentaryaboutthe movie. However, the sheemumberof peopleinvolved
at this stageconsiderablycomplicatescontentsecurity Many studioemplog/eeshave accesgo the ®nal
version: marketing and executives continueto view the contentand build and executestratgies for its
promotion.Thecontentis typically deliveredin someportableformat(VHS or DVD) to all theseparties.

The contentitself must be replicatedby a ®m productionfacility, whereary numberof emplgees
may have accesgo it. Onorimmediatelyprior to the releasedate,the contentis deliveredto the cinema.
Historically, movie releasehave beenstaggeredacrosslocations. However, becauseof concernsabout
unauthorizeatopying, somestudiosarecompressingheir releasdime frames(Rea,2003;Seiler& Snider,
2003). Oncea cinemareceves a movie, it becomesaccessibldéo cinemaemploees. Whena movie is
projectedt is exposedo memberof the public who may make unauthorizeaopiesof the projectedmage
aswell asto cinemaemplo/eeswho have directaccesgo theprojector

Sereralmonthsaftertheatereleasemoviesarereplicatedon DVDs at DVD pressingplants.DVDs are
thendistributedto storesandmovie rentalcompanieslt is not unusuaffor U.S.DVD distribution to begin
amonthor morebeforethe of®cial DVD releasedate. (Typically, oversea®DVD distribution of American
movies doesnot begin until afterthe U.S. releasalate.) Thus,storeemployeesmay have accesso DVDs
several weeksbeforetheir releaseandin somecasesstoresmay bagin selling DVDs prior to the release
datecontraryto studiopolicy.

3 Security Vulnerabilities

A variety of attacksagainstmovie contentproductionanddelivery systemsarealreadyproving successful.
In studyingtheseattackswe male the critical distinctionbetweennsider andoutsiderattacks(Neumann,
1995).In generaljnsidersarememberof the (at leastpartially) trustedcommunity As is true of informa-
tion securitymoregenerally mostof the precautionsndcountermeasurassedto addressnsiderthreatsn
the movie industryarenecessarilgifferentthanthosethataddres®utsiderthreats.

Insiderattackscanbe extremelydif®cult to protectagainst.As anexamplewe take the caseof Robert
Hanssenwho managedo passlarge amountsof sensitve FBI datato the Russians.The FBI presumably
takesstrongmeasureagainsexactly suchaninsiderattack.YetHanssenvasincrediblysuccessfui his at-
tackagainstBI protectedcontent.Onthewholethough despiteheseeminglif®culty of preventinginsider
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attacksanorganizatiorcanwield considerabl@ower againsinsidersandimposestrongconstraint®n how
insidersconducttheirlegitimateaffairs. In contrastmary organizationgincludingthe FBI) have very weak
controlover outsiders Preventionof outsiderattackss oftena wastedeffort whenstrongmeasuresrenot
®rst putin placeto preventinsiderattacks.

3.1 Insider attacks

Ouranalysigevealsmary typesof potentialinsiderattacksonthemovie productioranddistribution process.
Thefollowing lists but a few of the mary potentialthreatsto securemovie productionanddistribution:

Unauthorizedcopying of a movie in the editing room or nearbyin the supply chain, whether®rst
cut or ®nal product. Thesecopiesoften have small differencesrom the releasedrersionor include
incompleteaudioor visuals,asshavnin Figure3. Somearemarkedwith obtrusve text thatidenti®es
their source asshavn in Figure4, or includeon-screercountersasshavn in Figure5b.

Unauthorizedcopying of acritic's adwancedcopy of amovie. This may have thetext “Screenericopy
only, propertyof somenameé appearingnthescreeroccasionallyasshaovn in Figure6.

Unauthorizedcopying of a promotionalor preview screeningcopy. This maybemarkedin asimilar
fashionto critics' versionsasshaown in Figure8.

Unauthorizeccopying of an awardsjudge presentatiorof a movie. Copiesmay be marked with the
text “For your consideratiofi,asshavn in Figure?7.

Digital through-the-aivideorecordingby a projectionistat a cinemawith aspect-correctideo, suit-
ableexposureanddirectaudio. Thesecopieshave highly variablevideoquality, but oftencanbevery
good.

Unauthorizedtopying of a consumemediumsuchasDVD or VHS atthefactoryor ary otherpoint
prior to sale. Thesecopiesareunmarled andof nearperfectquality.

Note that we considerall participantsn the movie productionanddistribution processotherthanthe
endconsumeto beinsiders althoughsomearenot emplo/ed directly by movie studios.

3.2 Outsider attacks

For comparisorwe alsoshav someexamplesof outsiderattacks:

Digital through-the-aivideorecordingby a consumeusinga camcordefrom a cinemaseat. These
copiesgenerallyhave badvideoandaudioquality dueto thethrough-the-ainatureof theacquisition.
Oftenit is noticeablehatthe copy wasnot recordedat the sameanglefrom which it wasprojected,
asshavn in Figure9.

Unauthorizedcopying of a consumerentalDVD or VHS tape. Thesecopies(andthe following two
types)canbe nearperfectin quality but do not appeamuntil sometime afterthe creationandrelease
of thecontent.
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Unauthorizedtopying of aconsumepurchasedVD or VHS tape.

Unauthorizedtopying from cable,satellite,or broadcast V.

Outsiderattacksseeminglyrepresenagreatethreatdueto themuchlargernumberof potentialattaclers
and the fact that theseattacksoccur when the movie is in ®nal form andis free from studio markings.
However, in the next sectionwe examinesomeimportantattributesof thesecopiesthatcanoverridethese
concerns.

3.3 Freshnessand quality

Unauthorizedcopiescanvary in mary ways, two of which are of particularimportance: freshnessand
quality A ®Im's freshnesslependson how new it is: a ®Im is mostfresh at or prior to its theatrical
release Freshnesss importantbecauselemandendsto be highestfor nev movies and marketing efforts
aregreatestor recentreleasesUnauthorizeccopiesof moviesthathave notyet beenreleasedn theatersor
in a particularmarket areespeciallyvaluedbecausdhey areviewablebeforea movie is availablethrough
legitimatechannels.

The paththat unauthorizeccopies o w throughmay resultin copiesnot becomingwidely available
whenthey arevery fresh. For example,unauthorizestopiesmay bedistributedinitially in relatively closed
communitiessia FTPsites,IRC channelsorinternaluniversityseners,andonly lateremegeontofull scale
peerto-peer®le sharingsystems.Ultimately, unauthorizeccopiesmay be indexed by contentveri®cation
sites,makingthe copieswidely accessible Contentveri®cationsitesact asindexes for movies sharedon
peerto-peemetworks, providing informationsuchas®le namesgdateof ®rstappearancéntheveri®cation
site),®le size,checksum,andquality. Thetimeit takesanunauthorizeadopy to make its way into anindex
may rangefrom onedayto severalweeksor more.

Contentquality is alsoof primeimportance Dueto the sizeof ®lesrequiredto hold adigital represen-
tation of a movie, aggressie video compressioris often emplo/ed. For example,a 1.5 hour®im canbe
aslargeas4.7 gigabytesat full DVD quality andis usuallycompressetb oneor more 700 megabyte®les
for Internetdistribution. Degradedquality dueto lossyvideo compressiortoupledwith quality problems
introducedby the copying method(for example,through-the-aicapture)canresultin poor quality copies
thatarenot satisfyingto endconsumersOn the otherhand,high-qualityunauthorizeadopiesmaybeindis-
tinguishableor nearlyindistinguishabldrom legal copiesdistributedvia portablemediaor TV broadcast.

Thereis considerabl@esirefor moviesthatarebothfreshandof highquality. (We notethatin themusic
arenafreshnessindquality play a differentrole dueto differencesn the marketingandusageof themedia,
the ®les sizesinvolved, and fundamentadifferencesbetweenaudioandvideo.) Generally unauthorized
copieswith thesecharacteristiceanbe obtainedonly throughinsiderattacks.Fresh(beforeor during cin-
emarelease)goodquality copies(TV quality or better)arealmostimpossibleto obtainthroughanoutsider
attack. This obsenrationis of key importanceto our analysisof movie productionanddistribution security
vulnerabilities. The numberof holesto be pluggedin preventinginsiderattacksis minisculecomparedo
thoserequiredto preventacquisitionandre-transmissionf outsideroriginatedcopies.Moreover, thepeople
involved in insiderattacksare by de®nitionundersomein uence of the contentownersin thatthey have
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jobsin theindustryandhave somethingo lose. This hasimportantimplicationsfor preventingunauthorized
copying of movies.

4 Empirical Analysis

In orderto gainadditionalinsightsinto the sourceof leaked movies,we conductechnempiricalanalysisof
maovies thatwerein the U.S. box of®ce top 50 betweenJanuaryl, 2002andJune27, 2003. This section
describe®ur methodologyandtheresultsof our analysis.

4.1 Methodology

We developedour datacollectionprocedurewith thefollowing requirementén mind:

It mustbedocumentecndreproducible.

An analysisthatrequiresonly publicly available datais preferableover onethatrequiresprivileged
accessClearly suchanalysearealsomorereproducible.

It shouldbe consistentvith fair useprovisionsof U.S.Copyright Law.

It shouldbe automatabléo the extentthatbothongoingstudyandbulk retrospectie analysesanbe
performed.

Our methodologywasalsoin uenced by the modestresourcesve hadavailableto usfor this project.
We expectthatthe movie industrycould devote signi®cantlymoreresourceso conductinga similar study
giventheeconomicconsequenced thisissuefor them.

4.1.1 Movie Data Set

We developeda suiteof programghataccespublicly availablemovie websitesandcompilelists of movies
thatwerein the U.S. box of®ce top 50 ary time betweenJanuaryl, 2002andJune27, 2003. This process
automaticallycollectsand organizesa variety of dataincluding cinemareleasedate, DVD releasedate,
distributor, MPAA rating, box of®ce take, and somecrudepopularratings. We gatheredstatisticson 409
moviesthatmetour criteria. We removedfrom our datasetthosemoviesthatwerereleaseautsidetheU.S.
prior to their U.S. releasejncludingthosescreenedt foreign ®Im festivals prior to U.S. release We also
removed severalmoviesfrom our datasetthatwe hadincompleteénformationabout.Our resultingdataset
includes312movies.

4.1.2 Unauthorized Copy ldenti cation

For eachmovie in our datasetwe usedour softwareto searchan online contentveri®cationsite and au-
tomatically ®nd all the unauthorizectopies. The information on contentveri®cationsitesis postedand
maintainedby volunteersandmay not be completelyaccurate Furthermorethereis oftenadelayof sev-
eraldaysto a few weeksfrom the time a movie is ®rst madeavailableon a peerto-peernetwork until it is

8
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indexed on acontentveri®cationsite. However, useof thecontentveri®cationsiteallowed usto obtaindata
for moviespostedover morethanan 18 monthperiodwithout monitoringthe peerto-peemetwork for that
entireperiod.In addition,it allowedusto avoid downloading®lesthatdo not containthe contentthey claim
to contain(oftenreferredto asdecqs).

Someof themovieswe queriedonthe contentveri®cationsiteresultedn no hits, othersresultedn mul-
tiple hits (indicatingthat multiple versionsof a particularmovie wereavailableon a peerto-peemetwork).
We limited our searcho a singlecontentveri®cationsite; queryingmultiple contentveri®cationsiteswould
likely have producedmore hits. The contentveri®cationsite we usedusuallydoesnot index poor quality
copiesof movies.

4.1.3 File SampleAcquisition

Using the information obtainedfrom the contentveri®cation site, we locatedthe corresponding®les on
a peerto-peernetwork automaticallyand acquireda small part of eachrelevant copy (on average,about
®ve percentof eachmovie). We wereunableto downloadthe ®les correspondingo a few of therelevant
hits, and 27 of the ®les we downloadedwere unplayable. We also discoreredthat 18 ®les wereforeign
releasegfor example,with non-Englishsubtitles),andwe did not considerthosefurther We successfully
downloadedandplayed®les correspondingo 285 relevant hits for the 312 movies we studied. Thesehits
referencedanline copiesof 183 maovies(59%of themoviesin our dataset).

We wrotea Perlmoduleto provide a corvenientinterfaceto a peerto-peerclientrunningona 200MHz
computerconnectedo thelnternetvia cablemodem.Themoduleallowedusto initiate, monitor, pauseand
cancel®le downloadsin suchaway asto endup with a sampleof ary requiredsize of eachof the desired
®les. It took approximatelyoneweekto acquire285 playablesamplestotalingover 18 gigabytesof data.

4.1.4 ContentClassi cation

Oncethe samplesnvereacquiredan automatedscript sened the samplego a pool of humanobserersfor
judgmentalongwith aform in whichto entervariousdata. The datarecordedncludedajudgmentonvideo
andaudioquality alongwith the presencer absencef thevariouspossibldeaturesof unauthorizeaopies.
Someautomatedanalysismethodswere performedalsoat this stage.In mostcasest wasstraightforvard
for theobsenrersto judgetheaudioandvideoquality However, therewere38 sampledor which obserers
commentedn their formsthatthey werenot entirely surethattheir judgmentsverecorrect.In mostcases
their uncertaintywasaboutaudioquality.

It shouldbe notedthatsomeof the samplesnay have hadstudio-insertedext tagsindicative of a critic
releaseor other pre-releas¢hat were removed beforethe movie was postedto the Internet. If thetext is
insertedonly atthe beginningandnot superimposedn the movie content;t is particularlyeasyto remove.
We found onesamplewheresomeonédiadattemptedo remove this text but appearedo have inadwertently
left oneframein theversionthey postedto the Internet.We suspecthatmary of our othersamplesadthe
studiotext removed completely
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4.1.5 Analysis

Baseduponthe datacollectedin the above processesve examinedthe interactionbetweerfreshnessgopy
quality, andattackpoint. For eachmovie we calculatedhetime lag betweernts theatereleaseandits ®rst
appearancen the contentveri®cationsite. If the movie hadbeenreleasedn DVD we alsocalculatedhe
timelag betweerthe DVD releasadateandits ®rst appearancen the contentveri®cationsite.

We classi®edhe attackpoint asinsider(asopposedo outsider)if ary oneof thefollowing conditions
aremet:

If thecopy appearancdateis prior to cinemarelease.

If the copy haseditingroomartifactssuchasfrequentooommicrophonesn shotor is obviously not
the®nal releasededit (seeFigure3 for examples).

If thecopy hasary industryrelatedtext or overtwatermarkgseeFigures4, 5, 6,and 8, for examples).

If thecopy hasgoodthough-aivideocapturebut apparenthydirectcapturecaudioandappearedbefore
DVD/VHS releasadate. In this casea cinemaemplg/eelikely capturecthe audiodirectly from the
projectorandcapturedhevideovia acamcordepositionedn theprojectionboothor in anoptimally
locatedcinemaseat.

If the copy is plainly madefrom DVD sourceand appearedeforeDVD releasedate (likewise for
VHS).

Othercopiesareclassi®edasoutsidersourcedr unknavn.

4.1.6 Limitations

Our analysisprovidessomemuch-neede@mpiricaldata; however, it is importantto be aware of someof
the limitations inherentin our methodology First, no analysisof this type will ever be ableto accessll
or even nearlyall distinctunauthorizedcopiesof movies. Hencewe inherentlyunderestimatéhe number
of suchcopiesin existence.Our usageof contentveri®cationsitesto determinevheneachmaovie became
availableonthelInternetis akey ideathatpermitsretrospectie analysisallowing usto avoid alengthydata
collectionprocessThesesitesalsorelieve usof muchof theloadof decq removal, but canintroduceother
errors.Speci®callythey resultin estimategor theappearancéme of ®lesonthelnternetthataresomeavhat
laterthanthey shouldbe. Thus,ourestimate®f thenumberof insidercopiesareconserative. Furthermore,
the contentveri®cationsite we usedappearto remove entriesfor particularlypoorcopies,which areoften
postedearlierthanhigherquality copies,addingsomebiasto our analysis.Fromour experiencereviewing
the study samplesthe contentveri®cationsitesappearto be otherwisevery accurate.Our spotchecking
of releasedatesagainstother datasourcesrevealedoccasionaminor discrepanciesuchasinconsistent
reportingof limited andwide releasadates but theseerrorswererareandnot very signi®cant. We did not
®nd ary moviesin our samplethatappearedo bedecys.

Our copy samplingandviewing proceduremay introducesomeadditionalerrors. We were unableto
view 27 of the samplesve downloaded While it is possiblethatsomeof thesesamplesverecorruptedwe

10
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suspecthatmostwereencodedn formatsthatwereunplayablevhenonly asmallsamplewvasobtained.n
addition,becausea movie with insidermarkingsmay not have thesemarkingsin every frame,the insider
markingsmay not appeaiin the shortsampleof eachmovie thatwe viewed, causingus to undercounthe
numberof copieswith suchmarkings.Also, somesamplesnay have hadinsidermarkingsremoved before
they werepostedo the Internet.Again, this resultsin anoverly conserative estimateof insiderleaks.

Theoneareawherewe may not be conserative is in our estimate®f insiderleaksof unmarled DVD-
quality copies.Someof thesecopiesthatappealin the weeksprior to of®cial consumeDVD releasemay
have beenpurchasedby consumer$rom storeshatmadethemavailableprior to thereleasalate.

It shouldalsobe notedthatour studyfocusedon popularmovies. It is not clearwhetherwe would ®nd
similar patterngor small,independenmaovies.

4.2 Results

Of the 312 movies we studied,183 were indexed on the contentveri®cationsite, indicating widespread
Internetavailability. Of the 285 movie samplesve examined,77% appearto have beenleaked originally
by industryinsiders(determinedusingthe criteria we outlinedin section4.1.5). On average,the movie
samplesve examinedwereindexed 100 daysaftertheatereleaseand83 daysbeforeDVD release While
only 7 of thesemaovieswereindexed prior to theirtheatereleasalate,163wereindexed prior to their DVD
releasalate. Only 5% of the movieswe studiedthathadbeenreleasedn DVD asof thetime of our study
were®rstindexed aftertheir DVD releasealate indicatingthatconsumebDVD copying currentlyrepresents
arelatively minorfactorcomparedvith insiderleaks.

Figuresl0andl1lillustratethedistribution of time lagsbetweerappearancen the contentveri®cation
siteandtheaterandDVD releaserespectiely. The graphsshav thatmary movies appearon the Internet
within threeweeksof their theaterreleasedate. Theseinclude movies leaked during the productionand
cinemadistribution processaswell ascopiessentto critics and Oscarreviewers. A secondwave of leaks
beginsaboutonemonthbeforeDVD releaseMost of thosdeakslik ely originatefrom DVD pressinglants,
DVD distributors, retail employees,or Oscarreviewers; however, somemay occurasa resultof consumer
copying of DVDs purchasedt storeshatsell thembeforetheir of®cial releasalate.

The vastmajority of the samplesn our datasetwereDVD quality. Thosethatwerenot DVD quality
had shorterlag times betweentheir theaterreleaseand Internetavailability. Likewise, thosewith overt
watermarksor textual markersalsohadshorterlag times. Table1 shavs the classi®cation®f the movies
in our datasetalongwith the averagelag timesfor eachclassi®cation Note thatwe have multiple samples
for abouthalf of the moviesin our dataset,for exampleboth a through-the-aiquality sampleanda DVD
quality sample.

The percentag®f moviesindexed on the contentveri®cationsite andthe meanlag timesvaried con-
siderablybetweermmovie studios.The productionanddistribution processesf eachstudiomayaccountor
someof this variation,aswell thetypesof movies produced We wereunableto ®nd a correlationbetween
averagdag timesandaveragebox of®ce take for eachstudio,however. Table2 shavs the datawe collected
for eachstudiowith ®ve or moremoviesin our dataset. Notethatin somecasesnoviesarelistedasbeing
releasedby a studiothatis adivision of alargermaovie productioncompan. Thus,for example Walt Disney

11



An Analysisof Securityin Movie Production... TelecommunicationBolicy

moviesin our samplemay beclassi®edasbeingreleasedy BuenaVistaPicturesor Touchstondlictures.

5 Currentand RecommendedSecurity Measures

Themovie industryhasbeentaking stepsto identify andshutdown illegal videoreproductiorfacilitiesand
stopthe distribution of piratedvideosand DVDs for sometime (Sera®ni,2003; Valenti, 2002). However,
until recently therewerefew public reportsof industrystepsto preventindividualsfrom obtainingthe ®rst
unauthorizedtopy from which mary othercopiesmight be reproducedWe referto this ®rst unauthorized
copy asa leaked copy, andview the prevention of leaksto be paramounin preventing unauthorizede-
productionof fresh, high quality copiesof movies. Leaked copiesare of particularconcernto the movie
industry becausd¢hey make it possiblefor illegal copiesof moviesto be reproducedvidely beforea the-
atricalreleaseFortunatelyleakpreventionis, perhapsthe securityareawheretheindustrycanmosteasily
exertcontrol.

In thefollowing subsectionsve ®rstreview known stepghemovie industryis currentlytakingto prevent
leaksandthenconsideradditionalcountermeasuregppropriaten threedistinctphasesshort,medium,and
long term. The shortterm solutionsareintendedto suggestmmediateandsimpleactionsto preventleaks.
The mediumtermsolutionsapply existing technologybut requireboth modi®cationof the contentdelivery
processeanddevelopmentof technicalsolutions. Thelong term solutionsdependon the advancemenbf
contentmanagementechnologiesand henceare contingenton somefactorsoutsidethe movie industrys
directcontrol. Our proposedolutionsarebroadrecommendation€Eachproductionfacility shouldperform
considerableself-examinationabouthow they handlecontentto bestlimit the possibility of leaks. Where
thisleadsto new internalproceduresindtechnologiesit is likely to be successfullf nev measureattempt
only to modify thebehaior of outsiderstheeffort is likely to fail.

5.1 CurrentLeak Prevention Efforts

Thefollowing overview of currentleak preventionefforts wasdevelopedafterresearchingiews reportsof
movie industry securitymeasures Of course,it is likely that the industryis also pursuingothersecurity
measureshatthey have not publicized.

TheMPAA is reportedlyworking on bestpracticesecommendationt® assistimovie studiosin combat-
ing piracy (Eller & Cieply, 2003). Accordingto insiderswe spole with, the studioshave followed security
proceduredor sometime suchas coding pre-releaseopiesand requiring that all pre-releaseopiesbe
signedoutwhenthey leave thestudio. However, theseproceduresreofteninsuf®cientfor preventingleaks.

Pre-releaseopiesof movies aretypically marked with anti-piragy messageandin somecaseswvater
marksor overt textual markingsthat may be usefulin identifying the sourceof anunauthorizeccopy. The
pre-releaseopy of TheHulk thatwaspostedto the Internetcontaineduniquesecuritytagson the bottom
right cornerof the screenasshawn in Figurel. Although Gonzaleaisedsoftwareto black outthe security
tagsbeforepostingthe ®Im to the Internet,studioof®cials werereportedlyableto identify the sourceof the
leakfrom theremnantof thesetags. The FBI wasalsoableto trackthe uploadedtopy to Gonzalezhrough
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his InternetServiceProvider. Industryof®cials arehopingthatthefelorny indictmentagainstGonzaleawill
senda strongmessagéo otherswho areconsideringeakingmoviesto the Internet(Huffstutter 2003).

Becaus@scarscreenerareoftenasourceof freshhigh-qualityleaks,Walt Disney Studiossentscreen-
erson videoratherthanDVD lastyearfor movies suchas 25th Hour and Treasue Planetthat were not
scheduledo comeout on DVD for sometime. This appeardo be anunusualstep(Mathews et al., 2003);
however, in this caset appears$o have preventedthe screenerérom beingleaked andwidely distributedon
the Internet. The samplesf thesemoviesin our datasetappearto beunmarled DVD copiesleaked during
theDVD productionor distribution procesgappearingonthe contentveri®cationsite27 and37 daysbefore
theirrespectie DVD releasalates).

Somestudioshave begun using metal detectorsand emplg/ing securityguardsequippedwith night-
vision gogglesand binocularsat their pre-releasescreenings.In addition, electronicdevices, including
cell phoneshave beenbannedrom thesescreenings.Suchmeasuresverereportedlyusedat pre-release
screening®f the WarnerBrothersmovies Dreamcatber andTheMatrix Reloadedthe Disney movies The
Lizzie McGuire Movie and Finding Nemq the Sory Picturesmovie Anger Management the Paramount
Picturesmovie Theltalian Job; andthe 20th CenturyFox movies Daredevil andDownWith Love Of these
maovies,only Dreamcatber, TheMatrix ReloadedDaredevil, andFinding Nemaappeato have beenleaked
to the Internetneartheir theaterreleasedates(thesemovies ®rst appearedn the contentveri®cationsite
6, 1, 3, and 1 daysaftertheir respectie theaterreleasedates,indicating that they may have beenleaked
just prior to theaterrelease). The ®rst three samplesappearto be very good camcordercopies,possibly
with directly-recordecudiotracks. They may have beenrecordedduringa pre-releasscreeningr during
a public cinemascreeningafterrelease However, the high audioquality suggestshe possibility thatthey
were leaked by a cinemaemplo/ee. The Finding Nemosamplewas reportedlya poor camcordercopy
that was removed from the contentveri®cationsite's databaserior to our study becausdts quality was
deemedinsatishctory Fox andSory Pictureshave reportedlycaughtindividualsusingcamcorderst some
of theirscreeningsln April 2003,federalprosecutorin Los Angeleschagedamanwith recordingmovies
at critic screeningsisinga camcorder He reportedlyhada lucrative businessselling piratedvideosthat
he reproducedn 11 VHS recordersn his home. Accordingto a pressinterviev with Ken Jacobsenthe
MPAA's seniorvice presidentand director of worldwide anti-pirag, the MPAA hasdeterminedthat 28
movies that becameavailableillegally beforetheir U.S. theatricalreleasebetweenMay 2002 and March
2003wererecordedwith a camcordert a pre-releasscreeningButler, 2003;Eller & Cieply, 2003;Rea,
2003;Seiler& Snider,2003).

Somestudioshave reportedlystartedusingmessengert hand-delier prints of popularmovies with
phory labelsto theaters However, accordingto a USATodayarticle, someof theseprintsaredisappearing
despitethis measure.In addition, somestudioshave cut down on their use of test-markt screeningsn
orderto preventleaks. For example,Sory prohibitedtest-marlet screening®f Menin Bladck 2, despitethe
directors objections(Seiler & Snider,2003). This precautionmay have preventeda pre-releasdeak, as
Menin Blad 2 did notappeaion the contentveri®cationsite until 126 daysafterits theaterelease.

Becausdhe demandfor unauthorizectopiesis often extremely high during periodswhena movie is
availableonly in certaincountries somestudiosarechangingheir releasestratgiesto reduceor eliminate
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time lagsbetweermovie openingsin differentcountries.For example,Fox releasedX2 simultaneouslyn
58 countriesandWarnerBrothersreleased’ heMatrix Reloadedearlyworldwidewithin anine-dayperiod
insteadof overamoretypical releaseeriodof severalmonths(Rea,2003;Seiler& Snider,2003).

A numberof technicalapproacheso preventingleaksare alsobeing pursued.In 2000, Macrovision
receved a patenton amethodfor preventingthrough-the-aicaptureof projectedmoviesby superimposing
infra redimageson the visualimage. Theseimagesare not detectabldo the theateraudienceput shav
up on video capturedoy mostcamcorders.The Sarnof Corporationand Cineaare developing a digital
maovie encodingdesignedo confusecamcordersvithout beingdetectabldy humanviewers. Work on this
projectis beingpartially fundedby a two-yeargrantfrom the Nationallnstitute of Standardeind Technol-
ogy (NIST) (Cinea,2003b;McCarthy 2002). Cineaalsohasdevelopeda securadigital movie distribution
systenthatincludesencryptionandauditingschemeg¢Cinea,2003a).However, digital projectionis not ex-
pectedo cometo mostcinemador sometime to comedueto concernsboutequipmentostandprojection
quality Furthermorewhile digital distribution hascost-saing andanti-piray bene®tsfor movie studios,
theaterownersseelittle bene®tfrom makinga substantialnvestmenin digital projectionequipment.Stu-
dios may needto subsidizethe purchasef digital projectionequipmenif they expectto seeit adoptedn
the nearfuture (Associated’ress2000; Taub,2003).

5.2 Short-term Mitigation

Themovie industryhasalreadybegunto addresshevulnerabilitiesinherentin the currentwork ow. While
increasegbhysicalsecurityatscreeningsywatermarkingandothertechnologiesrelaudableandofteneffec-
tive, they fail fundamentallyto addressnsiderthreats.Thereis animplicit assumptionthatall employeesof
the studioandproductionanddistribution servicesaretrusted Any misbehaior of a singleemplg/eecan
nullify all thebestpracticesandwell placedtrustthroughouthe contentdistribution process.

We believe thatthe maovie industryshouldtreatmovie contentin the sameway the FederalBureauof
Investigation(FBI) treatssensitie intelligenceandevidence.In thesecasesthe FBI establishea chain of
custodyfor sensitve artifacts. This de®nesa procedurdor trackingwheretheartifactis atall times,aswell
aswho is responsibldor it. Obviously, this hasenormousvalue asa forensictool whensomethinggoes
wrong (e.g.,determiningresponsibility). More importantly if consistentlyapplied,this mitigateslossand
exposureby clearlyindicatingwhois responsibldor the artifactatall times(i.e., overnight,in transit).

Particularly during production,mary currentsecurityproblemscanbe tracedto the chaoticwork ow.
Policy mustbedevelopedthatclearly delineateshe processy which contentis obtainedor accessedyho
is authorizedo view or accesst, andhow failuresin the processarereported. This policy, amongother
things, would codify the chainof custody We expectthatthe MPAA's bestpracticeswork will go along
way towardthis goal,but we cautionthatgenerabestpracticegyuidelinescannottake into consideratiorall
aspect®f eachindividual studios operation.

Much of currentcontentproductionand distribution is performedthroughmodularand parallel pro-
cessesThesesimultaneouprocessemvolve mary differententities,andhencecomplicatecontentcontrol.
Adoptingthe physicalcontrol practicef intelligenceagenciesisedin similar environmentswill helppre-
vent future leakage(e.g., as appliedby the FBI in large, coordinatednvestigations). One suchpractice
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would limit contentexposureto only that which is strictly necessaryo produceanddistribute the movie.
Known in the computersecuritycommunityasthe principle of leastprivilege, this practiceexposesonly as
muchof the contentat eachstageof the processasis strictly necessaryor that procesgo be successfully
executed For example thecreatorof thedigital effectsonly needthosepartsof a movie thatthey aregoing
to augmentlIf universallyapplied,this would greatlylimit the numberof entitiesthatwould have accesdo
acompletecopy of the contentat any stageof development.

To illustratethe de®nitionanduseof policy, considerthe contentusedby an audioproductionfacility.
A roughcut of the contentis often playedbackto musicianswhile the backgroundnusicis created.This
helpsmusiciansadjusttheir performanceén responséo the contentimagery andis essentiato establishing
auditoryandvisual continuity The playbackand storageof the rough-cutat the audioproductionfacility
arepotentialleakagechannels.

Onepolicy thatmay mitigateleakagan theaudioproductionfacility mandateshatanappointedecip-
ient of the content(possiblyan emplo/ee of the productionhouse)mustbe presentduring ary useof the
content.Thatpersoris responsibldor ensuringhat(a) the contentis alwaysin theirimmediatepossession,
or (b) lockedin a safethatonly they have accesgo. This simplepolicy, while potentiallycostlyandcum-
bersomereduceghe point of vulnerability to a single person. Like ary system,|if the trustedpart of the
system(in this casethe entity guardingthe movie) becomesompromisedall is lost.

A secondpolicy would de®nethe ervironmentsin which the contentcould be used. For example,the
policy wouldmandatahatscreeningsnustbeheldin privatescreeningoomswith guards.Thestudioshave
madeconsiderablgrogressn the physicalsecurityof screeningsWhile preliminary anecdotakvidence
suggestshat thesetechniquesare somavhat successfuin preventingcamcordeicopying, thesemeasures
mustbe extendedto othervenuesaswell: screeningshieededor audioand CGIl mustbe accompaniedby
physicalcontrol by the studiosof the playbackdevices, pre-approed lists of the authorizedpersonnelvho
maybepresenturingviewing, etc. In addition,studiosshouldreconsidetheir policy of allowing executives
to checkout pre-releaseopiesfor homeviewing andof sendingpre-releaseopiesto investorsupontheir
request.Onceoutsidethe studioernvironment,thesecopiesmay be vulnerableto unauthorizedopying by
mary partiesincludingfamily membersandhouseholcemplo/ees.

Wheremovie productionandscreeningactiities occurentirelyin thedigital domain,adequateaetwork
securitymeasureshouldbe taken, and evidenceof their completenesgresentedo the productionman-
agers.Thereshouldbe a minimum setof securitypracticedor ary computerthatwill storeary partof the
content(e.g., physicalseparatiorfrom the Internet). Securityauditsof the networks shouldbe common-
place.Physicalmeasuressuchasremaovable storagedevicesthatarereturnedat the endof eachwork day
to on-sitesecuritypersonnemay help preventleakage.Thereis considerablexperiencewith this kind of
contentmanagemernin thelegal, engineeringandmilitary manufcturingindustries.

Continualvigilanceis a necessaryngredientof ary solution. As with ary security system,having
a consistenfprocessfor managingsensitve artifactsis essential. We ague that insider attackscan only
be mitigatedin the shortterm by, (a) developing soundproceduredor handlingcontent,(b) applyingit
uniformly to all emplo/eesof the productionanddistribution process(c) puttingin placea comprehen-
sive infrastructurefor documentingcompliancewith policy, and (d) auditingcompliancefrequently See
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guidelineson both physicaland computersecurity(ComputerEmegeny Responsdeam(CERT), 2004;
CheswickBellovin, & Rubin,2003;Gar®nlel & Spaford, 1996)for furtherdetail.

Similar stratgjies shouldbe appliedto the distribution processes.For example, someunauthorized
copying may bemitigatedby reducingthe numberof copiessentto Oscarreviewers(Mathevs etal., 2003).
Our datasuggestghat mary high quality copiesare leaked from DVD pressingplantsand stores. The
distribution processcreatesmary high quality authorizedcopies,ary oneof which canbe lealked. Hence,
the challengds to createa procesghatdelays ratherthanprevents,leakage Beforetacklingthe extremely
dif®cult problem of preventing DVD copying by consumersjt seemsprudentto stop the unauthorized
copying that takes placebeforeconsumershave an opportunityto buy or rent DVDs. It seemsclearthat
more monitoring and stringentcontrolsover DVD productionfacilities and distributors mustbe applied.
OthermeasuressuchasreducingDVD productionand storagetimes, may further mitigate unauthorized

copying.

5.3 Medium-term Mitigation

As describedabore, the movie industryis actively exploring the applicationof advancedtechnologiego
prevent unauthorizedcopying. It is likely that theseinvestigationswill yield strongprotectionsagainst
speci®cthreats. As is true generallyin computersecurity singularsolutionsrarely addressall threats.
Hencewe amguethatthe bestway to mitigatetherisk of leakagein the mediumtermis to combineranges
of availabletechnologiesandprocedureinto comprehense solutions.

Considetthe following trusteddevice thataddressekakageresultingfrom critic or awardsjudgecon-
tentdistribution. Assumethereis atrustedcontentplayerthatprovidesdigital or analogoutputappropriate
for ahometheater Assumefurtherthatthis device is tamperresistanindhasinternalstoragecontaining
the content. Eachdevice hasa battery-backd internalclock. Whena user(e.qg., critic) wantsto usethe
device, shemustentera time-speci®ckey to unlockthe content. Variantsof one-timepasswrd schemes
canbe usedfor this purposgHaller, 1994). To obtainthe passwerd, the usermustcall a operatorandgive
the serialnumberof the device andcontent,aswell assomeprivateauthenticatingnformation(McDaniel,
2002). The userwould be given the onetime passwrd which would unlock the device for that time and
allow only oneplaying

Thecontentis storedonthedevice in anencryptedormat. Theone-time-passordsprovide accesso a
decryptionkey to the playerinternally but notto theuser Hence thecodeis only usefulfor thatparticular
playing. Moreover, stealingandbreakinginto the machinewould yield only the encryptedcontent(and
hencemake theunencryptedontentvery dif®cult to obtainwithout a valid passverd).

At playback,the playerwould projecta onetime trackingcodeon top of the content. This codemight
be an overt identi®eror an invisible digital watermark(Cox, Kilian, Leighton,& Shamoon]1997). The
advantageof this approachs thatnotonly couldtheuserbeidenti®edin theeventof leakagebut shewould
not have deniability (i.e. thewatermarkwould exposethe exactplayer user andtime). If theuserlosesthe
authenticatingnformationor the player shewould be responsibldor contactingthe centraloperator Of
coursethe playerwould allow the userto cancel/pausa play-backthusavoiding exposureresultingfrom
adistracteduser
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Note that somead\ersarieswith video editing capabilitiesmay be able to remove the tracking code
from the content.However, removal of the codeshouldsigni®cantlydamagecontentquality. For example,
placinga black box over or blurring out the codewould createvisually distractingartifacts, particularly
wherethe codeis large. The designof suchcodess anopenareaof researctandis outsidethe scopeof this
work.

The playercould be madelnternetaccessibléand hencebe continually reusedfor differentmovies).
Studiopersonnelvould pushencryptedcontentand associatedkeying materialover an untrustednetwork
andinto the player Becausdhe keys arenever storedon the device, transmissiorof the encryptedcontent
canbeperformedwithout additionalexposureto loss.

The ef®cag of the trustedplayerapproachs crucially dependenon policy: how andwhenauthenti-
catinginformationis assignecandusedwill determinewhetherleaksareavoided. Hence whereadwanced
technologiesreapplied,theshorttermsuggestionarestill applicableandin our minds,essential.

5.4 Long-term Mitigation

The unauthorizedcopying of maovies is an instanceof the larger problemof contentcontrol. Often cast
asdigital rights managemen{DRM) (Ramanujapuran®& Ram, 1998; Gunter Weeks,& Wright, 2001),
otherindustriessuchasdesignandmanugcturing,legal documenimanagementand®nancearecurrently
wrestlingwith digital contentcontrol. Themaovie industryis facingaparticularlydauntingoroblem:because
otherindustriesdonotdirectly exposetheircontento outsidersatary phasemuchlessto thepublicatlarge,
the problemis somavhatmoretractablefor them.

The scienti®c communityis only beginning to understandRM. Hence,we cannotbegin to predict
whena solutionappropriatdor the movie industryis goingto be available. Solutionslike Microsoft's Next
GenerationSecureComputingBasefor Windows (Corperation,2003) provide commodity-gradeDRM.
However, they do not provide a level of securitynecessaryo protecthighly valuablecontent: the DRM-
enablinghardwarecanbemanipulatediia physicalattack.Hence until suchtime asstrongelDRM becomes
available,it is incumbentontheindustryto embracecurrentlyavailabletechniquesndprocedures.

We feel thatit is usefulto considerwhat (potentially unique) requirementghe movie industry may
placeon DRM systems. Thereare two separatdDRM systemsappropriatefor movie content: one for
consumelusersand one for the productionand distribution ervironments. BecauseconsumeDRM has
beendiscussedt lengthin relatedworks, we focuson thelatter Thefollowing describes few important
preliminaryrequirements:

scale- Theproductionanddistribution work o w encompassesary differentcompaniegsometimes
on differentcontinents) anda hugenumberof users. The DRM systemmustbe ableto ef®ciently
managehis large,decentralizedisercommunity

exibility - Theproductionprocessoalescemary disparatartifactsinto the®nishedproduct.Hence,
the DRM solutionmustsupportcomple policiesthatcontrolaccessguplication,andmodi®cationof
contentartifacts.

17



An Analysisof Securityin Movie Production... TelecommunicationBolicy

simplicity- Any DRM solutionwhich addssigni®cantcompleity or frustrategprogresswill fail. It is
importantthatthe solutionseamlesslyntegratewith currentprocedures.

We areencouragethy the economicf the productionanddistribution processthe movie industryhas
enormousn uence onthecompanieshatprovide servicegdoit. Hencejt maymandateertaintechnologies
or vendors. Suchervironmentsnaturally lead to uniform (and safe) practices,and reducethe industrys
exposureto leaks.

ImplementingDRM only to preventinsiderattacksavoids mary of the concernghathave beenraised
aboutthe possiblemandateduiseof DRM in the consumerervironment. For example,it avoids concerns
aboutthe ability of DRM to accommodatdair use, dif®culties in managinga public key infrastructure,
andthelikelihoodthat DRM technologywill be unableto preventthe distribution of contentover peerto-
peernetworks (Biddle, England,Peinado& Willman, 2002;Samuelson2003). Furthermorethetechnical
challengeof implementinga systemin this more controlledervironmentis much moretractablethanthe
challengeof usingDRM in a consumeervironment.It is mucheasierto mandatehe useof certainequip-
mentandrequireindividualsto participatein incorvenientauthenticatiorprocedureghanit would be in
a consumerervironment. In the event that contentis leaked despitethe useof a DRM system,water
markingmay male it possibleto preciselyidentify the sourceof aninsiderleak. In the more controlled
environment,it maybefeasibleto registerall individualswho areauthorizedo view contentandto impose
overtwatermarkghatareeasilydetectable@ndcanresistremoval, but might be unacceptabléo consumers.
Furthermoreunlike in a consumelernvironmentwhereit may be dif®cult to track dowvn and punishevery
individualwhomakesanunauthorizeadopy, insiderswhoareidenti®edasthesourceof aleakcanbe®red
from their jobsor have their contractderminatedjn additionto beingsubjectedo legal actionandpossibly
criminal prosecution.

6 Discussionand Conclusions

Our researctpresentshe ®rst publicly availableassessmertf the sourceof leaksof popularmovies and
providesasecurityanalysisandrecommendationfor mitigatingagainsfutureleaks.Ourresearclsuggests
thatthemovie industrywould likely bene®tfrom implementatiorof someestablishedleasin datasecurity;
however, additionalmeasuresnaybe necessarin thelongterm. Ourresearctsuffersfrom thefactthatwe
arenotindustryinsidersnor ownersof theleaked contentandour datacollectionwaslimited to information
thatwe couldobtainthroughpublic sourcesisingmodestesourcesCollectingstatisticson source®f leaks
andperforminga securityanalysisshouldbe mucheasierfor theindustrythanit wasfor us,andwe assume
thatstudiosareengagedn suchprocessesn their own.

We draw the readers thoughtsbackto the Hanssercaseand make the point thatthe movie industry
oughtto treateverybodywithin its in uence equally from studio executives andinvestors,dowvn through
mavie editors,truck driversandout to the critics. Suchelementaryproceduressaudittrails of custody
would seemto be in order While we expectthatthis is alreadydoneto someextent, it mustbe applied
evenly andwithout preference Our studyshawvs a large amountof insiderleakage.Hence,we aguethat
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currentmitigationtechniquesareinsuf®cient. Giventhe revenuelossesclaimedby the industry spending
moremoneg andeffort oninternalcontrolsis appropriate.

Movie artifactsarehandledby alimited numberof emplo/eesin a controlledmannerduringproduction
andthroughmuchof thedistribution processin thelaterstage®f distribution, contentis handledby alarge
andmostlyanorymouscommunity Securingtheformerenvironmentis dif®cult but tractable. Securingthe
latteris nearlyimpossible Hence focusingefforts oninsiderthreatsaddressethe mostcostlyleakageand
representthe bestopportunityfor success.
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Notes

In somestatementshe MPAA hasclaimedthis numberincludesonly analogvideo cassettalistri-
bution (Valenti, 2002), while in other statementshe MPAA hasclaimedthis numbercovers all illegal
distribution exceptinternetdistribution (Motion PictureAssociationof America,2003).

Thereare, of course,otherimportanteventsin the movie distribution processncluding international
releaseshotelpay-perview releasesairline releaseshomepay-perview releasesgtc. Ouranalysisdocuses
only onthethreeperiodswe have outlined. In addition,somemaovies have separat®VD andVHS release
dates;however, in our analysiswe consideronly the earlierof thesetwo dates.Notethatthe DVD release
dateis thedateon which amovie becomesvailableon DVD in theU.S. for bothsaleandrental.

Anecdotalevidence,for examplefrom the releaseof the latestHarry Potterbook, suggestshat book
publishershave beenmore successfuthanmovie studiosin preventing storesfrom selling their products
beforethe of®cial releasalate. It might be usefulto comparethe stratgiesusedby thesetwo industriesto
enforcetheir releasalates.

The checksunprovidesanidenti®erfor eachuniquecopy of a movie uploadedo a peerto-peernet-
work. All identical copiesof the samemovie have the samechecksum. The checksumsare useful for
identifying movies, andthey allow for client softwarethat candowvnloaddifferentblocksof a movie from
multiple sourcesimultaneously

The®le sharingsoftwarewe usedobtainsmoviesin blocks,usuallybeginning ®rst with a block atthe
very endof themovie ®le andthenproceedingvith ablock from thevery beginningof themovie ®le. Since
somemavies arestoredin multiple ®les, the baginning andend of the ®le doesnot always correspondo
the begginningandendof the movie itself. We foundthatby settingour scriptsto downloadeightpercentof
one®le from eachmovie we could acquirea completeblock from the beginning of mostof the movieswe
studied.A blockfrom thebeginningof themaovie is especiallyuseful,asthisis wheremary studiomarkings
arefound.

Automatedoolsmightbedevelopedio moreaccuratelyassesaudioquality, for example by measuring
the differencebetweemudiochannelslf little or no differenceis found betweenaudiochannelsjt would
suggesthe audiowasacquiredhrough-the-air

U.S. Patent6018374,Method and systemfor preventing the off screencopying of a video or ®Im
presentationssuedJanuary25, 2000

The NIST programthatis funding this projecttypically funds projectsthat aretoo risky for mostin-
vestorsbut have potentialfor broadeconomichene®ts.Giventhe revenuelossesdueto piragy reportedby
the movie industry the $2.3million this projectis estimatedo costseemdike a goodinvestmentf it has
ary reasonablehanceof success.
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Thereis someprecedenin the musicindustryfor trusteddevices. It hasbeenreportedthatrecentCDs
have beendeliveredto critics in sealedCD players(Nelson,2002). Theseare consideredrustedplayers
becaus¢hey mustbereturnedunopenedFurthermoreaspeciabplayeris requiredo playtheDVDs released
for airplaneuse.

We will not, for now, considerdevicesthatincludetheir own physicaloutputdevice (screen). Their
introductionmay reducethe risk of leakage put signi®cantlyincreaseheir size, powver consumptionand
cost.

For brevity, we omit mary detailsof the designandconstructiorof the playerhardwareandsoftware.

Despitethe dif®culty of this task, the recordingindustry announcedn June2003thatit had begun
searching®le-sharingnetworks to ®nd userswho aresharing“substantial’numbersof music®les (Associ-
atedPress2003). The RIAA ®led hundredf lawsuitsagainstheseusersby theendof 2003(Haberman,
2003b).
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Numberof Theater DVD
Samples Internet Internet
Lag Lag
(days) (days)
AggregateSampleData
Reviewed Samples 285 100 -83
Insider 220(77%) 105 -79
Outsider 65 (23%) 86 -96
SampleFeatures
Incompletevideoediting 4 (1%) 38 -192
Incompleteaudioediting 1( 1%) 12 -362
Watermarkor text marler 35(12%) 52 -141
VHS quality 6 (2%) 60 -149
DVD quality 223(78%) 123 -62
Through-the-aivideo 46 (16%) 9 -171
Through-the-aiaudio 39 (14%) 10 -171

Table 1: Classi®cationof movies in sample. Numbersin parenthesesepresenpercentagef reviewed
samples. Featuresnarked with a representonclusve evidenceby themseles of insiderleakage,and
thosemarkedwith an provide conclusve evidenceof outsidedeakage Featuresvithoutmarkingsrequired
additionalinformationto classifyasinsideror outsider(e.g.,releasalates).
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Studio Releases | Numberof Number | Box Theater DVD
in Data | Releases of Of®ce Internet Internet
Set Indexedon Releases | TakePer | Lag Lag

Content onDVD Release | (days) (days)

Veri®cation (millions

Site of $s)
20th CenturyFox 25 15(60%) 20 $64 96 -115
BuenaVistaPictures 17 10(59%) 15 $79 132 -59
ColumbiaPictures 27 19 (70%) 23 $58 66 -105
DimensionFilms 7 5(71%) 7 $20 146 21
DreamWorks 9 5 (45%) 9 $71 100 -51
Fox SearchlighPictures | 8 6 (75%) 7 $19 42 -139
Lions GateFilms 9 5 (45%) 7 $9 77 -164
MGM/UA 19 12(63%) 15 $25 77 -88
MiramaxFilms 23 9 (39%) 21 $21 108 -98
New Line Cinema 15 11(73%) 12 $87 55 -130
Paramoun®Pictures 24 16 (67%) 21 $48 67 -86
Sory PicturesClassics | 7 0 (0%) 6 $3 NA NA
TouchstonePictures 12 7 (58%) 12 $62 104 -55
UniversalPictures 18 15(83%) 14 $76 69 -97
WarnerBros. 37 29(78%) 30 $57 63 -103

Table 2: Statisticsfor eachstudiowith ®ve or more movies in our dataset. All statisticsinclude only
the movies from eachstudiothat areincludedin our dataset. Box of®ce take perreleasewascalculated
from dataobtainedfrom Rottentomatoes.coin July 2003. It representthe averagebox of®ce take for the
moviesin our dataset.
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Figurel: A preliminaryversionof the ®Im “The Hulk” wascriticizedfor the poorquality of its CGI. The
watermarksn thebottomright cornerwereremaovedin anattemptto maskits origin.
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Figure2: Movie productionanddistribution work o w. Contentis cooperatiely generatediuringthe pro-
ductionprocessThe®nal productis replicatecanddeliveredto theconsumeduringthedistribution process.
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Figure3: Editingroomartifact—boommicrophondn top centerof ®Im.

Figure4: Studio“property” marking.

Figure5: Productioncopy — notetime codeon bottomleft andtwo blurredwatermarksat bottomcenter
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Figure6: Screenetext.

Figure7: Copy markedasbeingfor awardsconsideration.

Figure8: Copy markedasbeinga promotionalDVD with explicit instructionsfor reportingleak.
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Figure9: A framefrom an unauthorizeccopy of a movie probablyrecodedthrough-the-aiusinga cam-
corderfrom acinemaseat.Notetheslightly angledstudioURL.
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Figure10: Distribution of theater/Interneteleasdime lagsfor samplesn our datasetWeekO is theweek
amovie was®rstreleasedn U.S.theaters.
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Figure11: Distribution of DVD/Internetreleasdime lagsfor samplesn our dataset. WeekO is theweeka
maovie wasreleasef®cially to U.S.consumersn DVD.
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