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Abstract. Communitiesof interest(COI) have beenappliedin a varietyof envi-
ronmentsrangingfrom characterizingtheonlinebuying behavior of individuals
to detectingfraud in telephonenetworks.The commonthreadamongtheseap-
plicationsis thatthehistoricalCOI of anindividual canbeusedto predictfuture
behavior aswell asthebehavior of othermembersof theCOI. It wouldclearlybe
bene�cial if COIscanbeusedin thesamemannerto characterizeandpredictthe
behavior of hostswithin a datanetwork. In this paper, we introducea methodol-
ogy for evaluatingvariousaspectsof COIsof hostswithin anIP network. In the
context of thisstudy, webroadlyde�ne aCOI asacollectionof interactinghosts.
We applyour methodologyusingdatacollectedfrom a largeenterprisenetwork
over a eleven weekperiod.First, we studythe distributionsandstability of the
sizeof COIs.Second,we evaluatemultiple heuristicsto determinea stablecore
setof COIsanddeterminethestabilityof thesesetsover time.Third, weevaluate
how muchof thecommunicationis not capturedby thesecoreCOI sets.

1 Intr oduction

Datanetworks aregrowing in sizeandcomplexity. A myriad of new services,mobil-
ity, andwirelesscommunicationmakemanaging,securing,or evenunderstandingthese
networkssigni�cantly moredif�cult. Network managementplatformsandmonitoring
infrastructuresoftenprovidelittle relief in untanglingtheGordianknotthatmany envi-
ronmentsrepresent.

In this paper, we aim to understandhow hostscommunicatein datanetworks by
studyinghostlevel communitiesof interest(COIs).A communityof interestis acollec-
tion of entitiesthatsharea commongoalor environment.In thecontext of this study,
we broadlyde�ne a communityof interestasa collectionof interactinghosts.Using
datacollectedfrom a largeenterprisenetwork, we constructcommunitygraphsrepre-
sentingthe existenceanddensityof hostcommunications.Our hypothesisis that the
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behavior of a collectionof hostshasa greatdealof regularityandstructure.Oncesuch
structureis illuminated,it canbe usedto form parsimoniousmodelsthat canbecome
thebasisof managementpolicy. Thisstudyseeksto understandthestructureandnature
of communitiesof interestultimatelyto determineif communitiesof interestareagood
approximationof thesemodels.If true,communitiesof interestwill beusefulfor many
purposes,including:

– networkmanagement- becauseof similar goalsandbehavior, communitieswill
serveasnaturalaggregatesfor management

– resourceallocation- allocatingresources(e.g.,printers,disk arrays,etc.)by com-
munitywill increaseavailability andensureinter-communityfairness

– traf�c engineering- pro�les of communalbehavior will aid capacityplanningand
inform prioritizationof network resourceuse

– security- becausecommunitiesbehave in a consistentmanner, departurefrom the
normmayindicatemaliciousactivity

InteractionsbetweensocialcommunitiesandtheWebhavebeenwidely studied[1,
2]. Theseworks have shown that the web exhibits the small world phenomena[3,4],
i.e., any two points in the web areonly separatedby a few links. Theseresultsindi-
catethatdigital domainsareoftenrationallystructuredandmaybea re�ection of the
physicalworld. We hypothesizethathostcommunicationre�ects similar structureand
rationality, andhencecanbe usedto inform hostmanagement.In their work in net-
work management,Tan et. al. assumedthat hostswith similar connectionhabitsplay
similar roleswithin thenetwork [5]. They focusedon behavior within local networks
by estimatinghostroles, anddescribealgorithmsthatsegmenta network into hostrole
groups.The authorssuggestthat suchgroupsarenaturaltargetsof aggregatedman-
agement.However, thesealgorithmsaretargetedto partitioninghostsbasedon some
a priori characteristic.This differs from the presentwork in that we seekto identify
thosecharacteristicsthatarerelevant.Communitiesof interestcanalsoexposeaberrant
behavior. Corteset.al. illustratedthis ability in a studyof fraudin thetelecommunica-
tionsindustry[6]. They foundthatpeoplewho re-subscribedundera differentidentity
afterdefaultingonanaccountcouldbeidenti�ed by lookingat thesimilarity of thenew
account'scommunity.

Thispaperextendstheseandmany otherworksin socialanddigital communitiesof
interestby consideringtheirapplicationto datanetworks.Webegin this investigationin
thefollowing sectionby outlining our methodology. We developthemeaningof com-
munitiesof interestin datanetworksandthenexplain how our datawascollectedand
pre-processed.While thedatasetthatweanalyzeis limited to traf�c from anenterprise
network, we believe thatthemethodologyis morebroadlyapplicableto datanetworks
in general.In Section3 wepresenttheresultsof ouranalysisandconcludethepaperin
Section4 with a summaryandindicationof futurework.

2 Methodology

In this sectionwe considerthe methodologywe appliedto the COI study. First we
developanunderstandingof whatCOI meansin thecontext of adatanetwork.Thenwe



explainhow we collectedthedatafrom anenterprisenetwork andwhatpre-processing
we hadto performon thedatabeforestartingour analysis.

2.1 Communitiesof Inter est

We have informally de�ned COI for a datanetwork asa collectionof interactinghosts.
In thebroadestsensethis would imply that theCOI of a particularhostconsistsof all
hoststhat it interactswith. We call thehostfor which we aretrying to �nd a COI the
target-host. We begin our analysisby exploring this broadCOI de�nition, by looking
at thetotalnumberof hoststhattarget-hostsfrom ourdatasetinteractwith. Thusin this
�rst stepwe only look at theCOI setsizeandits stabilityover time.

Consideringall otherhoststhatatarget-hostevercommunicateswith tobepartof its
COI might betoo inclusive.For example,this would includeone-time-onlyexchanges
which shouldarguablynot be consideredpart of a host's COI. Intuitively we want to
consideraspartof theCOI thesetof hoststhata target-hostinteractwith on a regular
basis. We call this narrowerCOI de�nition thecoreCOI.

In this work it is not our goal to comeup with a singlecoreCOI de�nition. In-
stead,it is ourexpectationthatdependingon theintendedapplicationof COI, different
de�nitions mightberelevant.For example,in aresourceallocationapplicationtherele-
vantCOI might becenteredaroundspeci�c protocolsor applicationsto ensurethatthe
COI for thoseapplicationsreceive adequateresources.On theotherhandan intrusion
detectionapplicationmight be concernedaboutdeviationsfrom some“normal” COI.
However, in orderto evaluateour methodology, we do suggestandapply to our data
two examplede�nitions of acoreCOI:

– Popularity : WedeterminetheCOI for agroupof target-hostsby consideringahost
to bepartof theCOI if thepercentageof target-hostsinteractingwith it exceedsa
threshold� , oversometime periodof interest� .

– Frequency: A hostis consideredto bepartof theCOI of atarget-host,if thetarget-
hostinteractswith it at leastonceeverysmall time-period 
 (thebin-size)within
somelargertimeperiodof interest� .

Intuitively thesetwo de�nitions attemptto capturetwo differentconstituentsof a
coreCOI. Themostobviousis theFrequencyCOI which capturesany interactionthat
happensfrequently, for exampleaccessto aWebsitecontainingnewsthatgetsupdated
frequently. The Popularity COI attemptsto captureinteractionsthatmight happenei-
ther frequentlyor infrequentlybut is performedby a largepartof theuserpopulation.
An examplewould beaccessto a time-reportingserver or a Websiteproviding travel
relatedservices.

FromtheCOI de�nitions it is clearthatthePopularityCOI becomesmoreinclusive
in termsof allowing hostsinto the COI asthe threshold( � ) decreases.Similarly the
FrequencyCOI becomesmore inclusive as the bin-sizeincrease.For the Popularity
casewherethethresholdis zero,all hostsactivein theperiod-of-interestareconsidered
to bepartof theCOI. Similarly, for theFrequencycasewherethebin-sizeis equalto
theperiod-ofinterest,all hostsin thatperiodareincludedin theCOI. Whentheperiod-
of-interest,� , is thesamefor thetwo coreCOI de�nitions, thesetwo specialcases(i.e.,



����� for thePopularity COI and 
���� for theFrequencyCOI), thereforeproduce
thesameCOI set.

NoticethatthePopularityCOI de�nesacoreCOI setfor a“group” of hosts,where-
astheFrequencyCOI de�nesa per-hostCOI. We have madeour coreCOI de�nitions
in the most generalway by applying it to “hosts”, i.e., not consideringwhetherthe
hostwastheinitiator (or client)or responder(or server) in theinteraction4. While these
generalde�nitions hold,in practiceit mightbeusefulto takedirectionalityinto account.
For example,themajorserversin anetworkcanbeidenti�ed by applyingthePopularity
de�nition to the percentageof clients initiating connectionsto servers.Similarly, the
Frequencyde�nition can be limited to clients connectingto servers at leastoncein
everybin-sizeinterval to establisha per-clientCOI.

In thesecondstepof our analysiswe drill deeperinto theper-hostinteractionsof
hostsin ourdatasetto determinethedifferentcoreCOI sets.Speci�cally, wedetermine
the Popular COI andthe FrequencyCOI from a client perspective andconsidertheir
stabilityover time.

Ultimately we hopeto be able to predict future behavior of hostsbasedon their
COIs.We performan initial evaluationof how well coreCOIs capturethe future be-
havior of hosts.Speci�cally, we combineall theper-hostClient-FrequencyCOIswith
thesharedPopularity COI to createanOverall COI. We constructthis COI usingdata
from a partof our measurementperiodandthenevaluatehow well it captureshostbe-
havior for theremainderof ourdataby determininghow many hostinteractionsarenot
capturedby theOverall COI.

2.2 Data Collection and Pre-processing

To perform the analysispresentedin this paperwe collectedeleven weeksworth of
�o w recordsfrom a single site in a large enterpriseenvironmentconsistingof more
than400distributedsitesconnectedby a privateIP backboneandservinga total user
populationin excessof 50000users.The �o w recordswerecollectedfrom a number
of LAN switchesusingtheGigascopenetwork monitor[7]. TheLAN switchesandGi-
gascopewerecon�gured to monitorall traf�c for morethan300hostswhich included
desktopmachines,notebooksandlabservers.Thissetof monitoredhostsfor whichwe
capturedtraf�c in bothdirectionsarereferredto asthe local hostsandform the focal
pointof ouranalysis.In additionto somecommunicationamongstthemselves,thelocal
hostsmostly communicatedwith otherhostsin the enterprisenetwork (referredto as
internal hosts) aswell aswith hostsoutsidetheenterpriseenvironment(i.e., external
hosts). We excludecommunicationwith externalhostsfrom our analysisasour initial
focus is on intra-enterprisetraf�c. During the eleven weekperiodwe collected�o w
recordscorrespondingto morethan4.5TByte of network traf�c. In our traceswe only
foundTCP, UDP andICMP traf�c exceptfor somesmall amountof RSVPtraf�c be-
tweentwo testmachineswhich we ignored.For this initial analysiswe alsoremoved
weekenddatafrom our dataset,thusensuringa moreconsistentper-day traf�c mix.
Similarly, we alsoexcludedfrom the analysisany hoststhat werenot active at least
onceaweekduringthemeasurementperiod.

4 Weprovide anexactde�nition of client andserver in thenext section.



Our measurementinfrastructuregeneratedunidirectional�o w-recordsfor moni-
toredtraf�c in 5 minuteintervalsor bins.A �o w is de�ned usingthenormal5-tupleof
IP protocoltype,source/destinationaddressesandsource/destinationportnumbers.We
recordthenumberof bytesandnumberof packetsfor each�o w. In addition,each�o w
recordcontainsthestarttimeof the5 minutebin andtimestampsfor the�rst packetand
lastpacketof the�o w within thebin interval.Thecollected“raw” �o w-recordsneedto
beprocessedin anumberof waysbeforebeingusedfor ouranalysis:

Dealing with DHCP: First, becauseof the useof Dynamic Host Con�guration
Protocol(DHCP),not all IP addressesseenin our raw dataareuniquehostidenti�ers.
We useIP addressto MAC addressmappingsfrom DHCP logs to ensurethat all the
�o w recordsof eachuniquehostarelabeledwith a uniqueidenti�er.

Flow-recordprocessing:Thesecondpre-processingstepinvolvescombining�o ws
in different5 minuteintervals that belongtogetherfrom an applicationpoint of view.
For example,consideraFile TransferProtocol(FTP)applicationwhichtransfersavery
large�le betweentwo hosts.If thetransferspanseveral5 minuteintervalsthenthe�o w
recordsin eachinterval correspondingto this transfershouldclearly be combinedto
representthe applicationlevel interaction.However, even for this simplewell-known
application,correctlyrepresentingtheapplicationsemanticswould in fact involve as-
sociatingtheFTP-controlconnectionwith theFTP-dataconnection,thelatterof which
is typically initiatedfrom theFTP-serverbackto theFTP-client.

Applying suchapplicationspeci�c knowledgeto our �o w-recordsis not feasible
in generalbecauseof thesheernumberof applicationsinvolvedandtheoftenundocu-
mentednatureof their interactions.We thereforemake thefollowing simplifying de�-
nition in orderto turn our �o ws recordsinto a datasetthatcapturessomeapplication
speci�c semantics.We de�ne a server asany hostthat listenson a socket for thepur-
poseof otherhoststalking to it. Further, we de�ne a client asany host that initiates
a connectionto sucha server port. Clearly this de�nition doesnot perfectly capture
applicationlevel semantics.For example,applyingthis de�nition to our FTP interac-
tion, only thecontrol connectionwould be correctlyidenti�ed in termsof application
level semantics.This client/serverde�nition doeshoweverprovideuswith a verygen-
eralmechanismthatcancorrectlyclassifyall transportlevel semanticswhile capturing
someof theapplicationlevel semantics.

To summarizethen,during the secondpre-processingstepwe combineor splice
�o w-recordsin two ways:First,�o w-recordsfor thesameinteractionthatspanmultiple
5 minuteintervalsshouldbecombined.Second,we combinetwo uni-directional�o w-
recordsinto a singlerecordrepresentingclient-server interaction.

To splice�o w-recordsthatspanmultiple 5-minuteintervals,we usethe5-tupleof
protocolandsource/destinationaddressesandports.We dealwith thepotentialof long
time intervalsbetweenmatching�o ws by de�ning anaggregationtimesuchthatif the
timegapbetweentwo �o w recordsusingthesame5-tupleexceedtheaggregationtime,
thenew �o w-recordis consideredthestartof a new interaction.If theaggregationtime
is tooshort,later�o w-recordsbetweenthesehostswill beincorrectlyclassi�edasanew
interaction.Makingtheaggregationtimetoolongcanintroduceerroneousclassi�cation
for shortlivedinteractions.We experimentedwith differentvaluesof aggregationtime



andfound a valueof 120 minutesprovided a goodcompromisebetweenincorrectly
splitting �o ws that�t togetherandincorrectlycombiningseparate�o ws.

The5-tupleis againusedto combinetwo unidirectional�o ws into a singleinterac-
tion. For TCPandUDP, two �o w-recordsarecombinedinto asinglerecordif the�o ws
arebetweenthesamepairof hostsandusethesameportnumbersin aswappedfashion
(i.e.,thesourceport in onedirectionis thesameasthedestinationport in thereversedi-
rection).For ICMP traf�c, �o w-recordsarecombinedif they arebetweenthesamepair
of hosts.Theresultof splicingtwo unidirectional�o ws togetheris anedge-record and
wepresentthedataasadirectedgraphin whicheachedgerepresentsacommunication
betweena client anda server andeachnoderepresentsa uniquehost.The direction
of theedgerepresentsclient/server designationandthe labelson theedgeindicatethe
numberof packetsandbytes�o wing in eachdirectionbetweenthetwo nodes.

We evaluatedthe experimentalerror introducedby our �o w-recordprocessingas
follows.We considera � weeksubsetof our total ��� weekdatasetfor this evaluation.
We note that �o ws labeledwith a client port numberbelow 1024 and a server port
numberabove 1024is highly likely to be incorrectfor all but a few services(asit is
not consistentwith the normaluseof reserved ports),andthe reverse(server port �

1024,andclient port � 1024)are likely to be correct.We boundexperimentalerror
by calculatingthe ratio of incorrect to correct labeled�o ws basedon this heuristic
(afterremoving known servicesthatviolatethisproperty, e.g.,ftp-data , NFStraf�c
throughsunrpc ). This approximationyields a 2.187%role assignmenterror for all
traf�c, while the numbersfor TCP and UDP are 2.193%and 2.181%,respectively.
Eachinstanceof mis-interpreteddirectionality introducesan additional�o w into the
dataset.Hence,sucherrorsdo not changethestructureof thecommunity, but slightly
amplify a host's roleasa clientor server.

Removing unwantedtraf�c: Sinceweareinterestedin characterizingthe“useful”
traf�c in the enterprisenetwork the third pre-processingstep involves removing all
graphedgesfor suspectedunwantedtraf�c, suchasnetwork scansor worm activity.
Doingsuchcleaningwith 100%accuracy is infeasiblebecauseunwantedtraf�c is often
indistinguishablefrom usefultraf�c. We usethefollowing heuristics:

– TCP: We cleanthe databy removing all edgeswhich do not have more than3
packetsin eachdirection.Wechosethenumberthreesincea legitimateapplication
layer datatransferneedsmorethan threepackets to open,transferandclosethe
TCP connection.This cleaningremoves16% of all edgesindicating that a large
fractionof traf�c in themonitorednetwork doesnot completeanapplication-level
datatransfer.

– UDP: We observe that thereare two typesof legitimate UDP uses.One is re-
quest/responsetype interactionsuchas performedby DNS and RPC.The other
is a long livedUDP�o w asusedby many streamingapplications.In bothcaseswe
expectanedgewhichperformsausefultaskto beassociatedwith at leasttwo pack-
ets,eitherin thesamedirectionor in opposingdirections.Therefore,weremoveall
edgesfor which thesumof packetsin bothdirectionsis smallerthan2.

– ICMP: We do not performany cleaningon the ICMP datasincea single ICMP
datagramis a legitimateuseof ICMP.
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Fig.1. (a)Scatterplotof 151local hosts:Clientsusingthelocalhostasaserverandthelocalhost
talking to serversasa client. (b) CCDF:localhostcommunicationfor total11 weekperiod.

3 Results

In thissectionwepresenttheCOIanalysisasappliedto theenterprisedatawecollected.
After pre-processing,the�nal datasetweusedfor theanalysisconsistedof 6.1million
edge-recordsrepresenting151 local hostsand3823internal hostsandcorresponding
to 2.6 TBytesworth of network traf�c. We will characterizeonly thesetof 151 local
hosts,but considerall their interactions,with bothotherlocal andinternalhosts.

3.1 Community of Inter estSetSize

First we evaluatetheCOI of thesetof local hostsin our datasetbasedon thebroadest
de�nition of COI. Speci�cally we considerthe numberof otherhoststhat eachlocal
hostinteractwith. We look at thetotal numberof suchhostsandthendo a breakdown
basedonwhetherthetargetlocalhostwasactingasa clientor a server.

We �rst performthis analysisfor all hostsover theentiremeasurementperiod.Fig-
ure1(a)showsascatterplot of thein/out-degreeof thesetof 151localhostsconsidering
all observedtraf�c. TheY-axisshowsthenumberof clientsconnectingto thelocalhost
actingasa server (i.e., in-degree).TheX-axis shows thenumberof serversthatthelo-
cal hostconnectsto actingasa client (i.e., out-degree).Observe from Figure1(a) that
mosthostsactasbothclientandserverover theobservationperiod.Indeedfor thetotal
traf�c breakdown shown,all hostsactasbothclientandserverduringthemeasurement
period.Thegeneralobservationthatmosthostsactasbothclientandserver, holdwhen
datais analyzedonaper-protocolbasis.Speci�cally, countingthenumberof hoststhat
actedpurelyasclientson a perprotocolbasiswe getonly 3 for TCP, 2 for UDP and
1 for ICMP. Similarly, countingthenumberof hostsactingpurelyasserverson a per
protocolbasiswe getnonefor TCP, 2 for UDP and 5 for ICMP. Further, asindicated
by thedensitybelow thediagonalline, themajority of local hostsaremostlyactingas
clients.For theplot shown, 111hostsarebelow and35 hostsabove thediagonalline.
Theimplicationof thesimpleobservationthatmosthostsactasbothclientsandservers,
is that securityschemesthat rely on hostsactingexclusively asclientsor servers,are
likely to beinfeasiblein currententerprisenetworks.
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Fig.2. CCDFsfor thenumberof hostscommunicatedwith ondaily basis.

Figure1(b) showstheempiricalComplementaryCumulativeDistribution Function
(CCDF)of thenumberof machinesthatour localhostscommunicatewith for all traf�c
over the entire11 weekmeasurementperiod.The “Local Host” curve correspondsto
the total numberof hosts(eitherlocal or internal) thata particularlocal hostinteracts
with, whetherasaclientor asaserver. Theplot showsthateachof thelocalhostscom-
municateswith a fairly small communityof otherhostseven over a periodof several
weeks.For example,90%of thelocalhoststalksto fewer than186otherhosts.Consid-
eringtheclient/serverbreakdown, thesameholdstruewith localhostsinteractingwith
a fairly smallnumberof serversandclients.The�nal 10%of the“Local Server” curve
shows thata smallnumberof local machinesactingasservershave highernumbersof
clientstalking to themthanthe other90% of the local servers.Thesemachinesmost
likely correspondto “real” serversthatserve a signi�cant client populationasopposed
to hoststhatareserverson thebasisof theprotocolinteractiononly.

We next look at the COI of eachhoston a daily basisandexaminethe statistical
propertiesof thesedaily valuesover thecompleteobservationperiod.First,Figure2(a)
shows theCCDFof themaximumdaily numberof hoststhateachlocal hostcommu-
nicateswith over theentireelevenweeks.ThesemaximumnumberperdayCCDFsare
similar to thosefor themaximumover theentiremeasurementperiod,Figure1(b),but
thenumbersarelower (i.e., thecurvesare“shifted” to the left). For example,the90th
percentilenumberfor the“Local Host” curve in Figure2(a) is only 77 comparedwith
186for thesamepercentilein Figure1(b).Also similarto Figure1(b),thereis anin�ec-
tion at the10%point in Figure2(a) for the “Local Server” (and“Local Host”) curves
which is likely causedby “real” servers.

Therelatively smallsizesof thetotal numberof hostscommunicatedwith over the
entireperiod aswell as the small per-day maximumsfor the vastmajority of hosts,
suggestthatasimpleanomalydetectionapproachbasedonmonitoringthenormalCOI
size,hasthepotentialto detectabnormalactivities like port scansandworm spreads.
Theseanomaliesareoften marked by a hostcommunicatingwith a large numberof
othermachineswithin averyshorttime span.

Next we considerthe variability of the per-day COI sizefor eachlocal hostover
the entiremeasurementperiod.Figure2(b) shows the resultingCCDF of thenormal-



ized standarddeviation (normalizedby themeanfor eachlocal host).Note that some
of thevariability is a resultof hostsbeinginactive onsomedays,onecontributing rea-
sonbeingtelecommutingusers.Hostsfor theseusersmight eitherbe inactive because
they arenot beingused,or in thecaseof notebooks,might not bevisible to our moni-
toring infrastructure.Thegraphshows thatapproximately70%of thelocal hostshave
normalizedstandard-deviationsin their per-dayCOI sizethat is lessthan � . Assuming
thatall of thetraf�c in our datasetwasindeedlegitimate,this would meana simplistic
approachto detectabnormalbehavior for thesehosts,basedon a policy that restricts
“normal” per-day COI size to � times the respective per-day means,would result in
falsealarmsbeinggeneratedonly 5% of the time. Notealsofrom Figure2(b) that the
standarddeviation for the“Local Client” curve is lessskewedthanthe“Local Server”
curve. This suggeststhat on a daily basisthe numberof serverswhich a local client
talksto, is morestablethanthenumberof clientsthat talk to a local server. Theimpli-
cationof this is thatnetwork managementpoliciesderivedfrom observationscloseto
theinitiator of communication(client) is likely to bemorestablethanpoliciesderived
from traf�c closeto thecommunicationresponder(server).

3.2 CoreCommunitiesof Inter ests

We next exploreour two examplecoreCOI de�nitions Popularity andFrequencycore
COIsandtheir interactions.
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Popularity COI: Recallthatfor thePopularityCOI weconsiderahostto bepartof
theCOI for a groupof target-hostsif thepercentageof target-hostsinteractingwith it
exceedsa threshold� over someperiodof interest� . Herewe identify thePopularity
COI of the local hostsfrom a client view point, for eachof the ��� weeksin our data
set(i.e., � is oneweek).Figure3 shows the sizeof the Popularity coreCOI setasa
function of the threshold� for � equallyspacedweeksout of the total ��� weeks,for
traf�c acrossall protocols.Thegraphsshowstheexpecteddeclineof thesetsizeasone
progressesfrom a thresholdof 0% (which would includeall hosts)to a thresholdof
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Fig.4. Popularity COI: Union andintersectionsetsize(a) As a functionof threshold� (b) As a
functionof lengthof time window � weeks( ������� �!� ).

100%at whichpoint thesizeis expectedto beverysmallasit would requireall target-
hoststo communicatewith eachmemberof theset.Weobservethatthesizeof thecore
COI setasa functionof the thresholdis very similar acrossthedifferentweeks.This
suggeststhat, deviationsfrom the Popularity COI sizedistribution, for a setof hosts
monitoredover time,wouldbeastrongindicationof a network anomaly.

While the stability in the coreCOI setsizeis encouraging,we arealsointerested
in thestability andpredictabilityof thecoreCOI setmembership. To evaluatethis,we
determinethecoreCOI setfor eachweekin our dataandthenexplorehow themem-
bershipof thesesetschangeover the measurementperiod.We do this by calculating
the union (the setof serversthat belongto the coreset in at leastoneweek)andthe
intersection(thesetof serversthatbelongto thecoresetin everyweek)of theCOI sets.
For any two setsthedifferencebetweenthesizeof theunionandintersectionrepresents
ameasureof the“churn” betweenthetwo sets- thatis thetotalnumberof elementsthat
needsto beaddedor removedfrom onesetto transformit to theotherset.Therefore,
for awindow of " COI sets,thedifferencebetweentheunionandintersectionof all the
sets,representsanupperboundon thechurnbetweenany two pairsin " . By looking
at this boundwe geta worstcaseestimateof how muchtheCOI membershipchanges
over thetime window ( " ). By progressively increasingthelengthof thetime window,
we determinehow this worstcaseestimatechangesover time.

Figure4(a)depictsthesizesof theunionandintersectionof coreCOI setsfor weeks
1 to 3, 1 to 6 and1 to 11,asafunctionof thethreshold� for all traf�c. For comparison
thecoreCOI setsizefor week1 is alsoshown. For all curves(i.e., for all time periods
considered),thedifferencebetweentheunionandintersectionsetsizes,i.e., thechurn,
tendsto decreaseasthethresholdincreases.Figure4(b)showsthesamedata,but in this
casewe show theunionandintersectionsetsizesfor selectedthresholdsfor increasing
time windows " of interest( � to �#� weeks),startingfrom week � , i.e., 1 to 2 weeks,
1 to 3 weeks,etc. As expected,the union setsizesize increasesandthe intersection
setsizedecreasesfor a given thresholdasthe time window increases.Notice though
from Figure4(b) thatfor any threshold,theunionandintersectionsetsizeschangein a
sub-linearfashionwith increasing" . In facttheintersectionseemsto �atten within 6 to
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Fig.5. Overall FrequencyCOI: Unionandintersectionsetsize(a)As afunctionof bin size $ (b)
As a functionof lengthof timewindow � weeks( �%�����&�'� ).

8 weeks.While theunionsetsizeshowsacontinuedsmallgrowth, themaximumunion
setsize,for thethresholdsconsidered,did not increasebeyonda factorof 2.5over the
entiretime window of interest.Theobservedintersectionbehavior impliesthatservers
presentin thePopularity COI in the�rst week,havea high probabilityof remainingin
theCOI for theentireperiod.This holdstrue independentof thethreshold.For exam-
ple for the5% threshold,after the11 weeks66 of the initial 94 serversarestill in the
intersectionset.Therelatively small growth of theunionsetimplies thateventhough
serversareconstantlyaddedto theset,thenumberof additionalserversaddedin aweek
is low. Evenfor the5% threshold,thenumberis low enoughthatapplicationsrequir-
ing “manual” veri�cation of thestatusof new servers,i.e.,whetherthey arelegitimate
servers,would befeasible.

The above resultsindicatethat rapid changesin the Popularity COI membership
would beanadditionalindicationof anomalousnetwork behavior. Notethatthis holds
true if a largenumberof popularserversareeitherrapidly addedto or removedfrom
theCOI set.

FrequencyCOI: We have alsode�ned a coreCOI that capturesthe frequency of
interaction.Recallthatour FrequencyCoreCOI considersa hostto bepartof theCOI
if a target-hostinteractswith it at leastoncein every time bin 
 oversomelargertime
periodof interest� . To evaluatethis coreCOI de�nition we calculatedtheFrequency
COI (client perspective) for eachhostfor eachweekof our data(i.e., � is oneweek)
for bin-size( 
 ) values12,24,60and120hours.For eachweek,we de�ne theOverall
FrequencyCOI to betheunionof all per-hostFrequencyCOIsfor agivenbin-size.We
explorehow themembershipof thissetchangesover time.

Similar to the approachabove for Popularity COI, we determinedthe union and
intersectionof all theOverall FrequencyCOI setsfor aspeci�c timewindow of interest

" . Figure5(a)showsthesizeof theunionandintersectionsetsfor " equalto 3 weeks,
6 weeksand11 weeks,for differentbin sizes.(Notethatwe did not includea bin size
of 120hoursfor this plot asthatwould includeall hoststhatcommunicatedin a week
aspart of the coreCOI for the week,which would be too inclusive for a coreCOI.)
As a referencepoint,Figure5(a)alsoshows thesizeof theOverall FrequencyCOI for



the �rst week.As the bin size increases,the COI setbecomesmore inclusive andas
expectedthesetsize(shown for week1) increasesasthebin sizeincreaseto 60 hours.
Thesameholdstruefor theunionandintersectionsetsizes,i.e., for a particularsizeof

" (e.g.,3 weeks),the sizeof both the union andintersectionsetsincreaseasthe bin
sizeincreases.Next considerhow the union andintersectionsetsizesfor a particular
bin sizechangefor differentvaluesof " . For example,for a bin sizeof 24 hours,we
seethat theunionsetsizeincreasesas " increasesfrom 3 to 6 to 11 weeks,while the
intersectionsetsizedecreasesfor thesamevaluesof " . Againthisbehavior isexpected,
but it is interestingto notethat this increaseanddecreaseis not linearwith respectto
the increasein " . For example,doubling " from 3 weeksto 6 weeksdoesnot result
in doublingthe union setsizeor halving the intersectionsetsize.This is bestshown
in Figure5(b), which depictstheunion andintersectionsetsizesfor eachvalueof "

(1 week,3 weeks,6 weeksand11weeks).

Theabovebehavior of theOverall FrequencyCOI asa functionof increasing" is
similar to thebehavior of thePopularity COI asa functionof increasing" asshown
in Figure4(b). As for the Popularity COI, the resultsfor the Overall FrequencyCOI
indicatethatrapidchangesin theCOImembershipwouldbeanindicationof anomalous
network behavior.

Overall COI: Recallthat thePopularity andFrequencyCOI de�nitions attemptto
capturedifferent typesof interactionsthat shouldbe consideredpart of a coreCOI.
Above we explored the churn in the Popularity andFrequencyCOIs separately, and
focusedon the churn in the membershipof thesesets.In contrastto this aggregate
view, anotherway to explore variability is to inspecthow the ability to capturethe
communicationbehavior for individual hostsis impactedby the churn in theseCOI
sets.This is thegoalof thestudydescribednext.

The Popularity COI is a function of the thresholdparameter( � ), while the Fre-
quencyCOI is afunctionof thebin-size( 
 ) asde�nedearlier. For thispartof thestudy,
wecomputed,for arangeof ( threshold,bin-size) pairs,theOverall COI setfor the�rst
weekof our databy combining(usingsetunion) theOverall FrequencyCOI with the
Popularity COI of the total local hostset.Shouldthis Overall COI accuratelycapture
the core interactionsof the target hostsin subsequentweeks,thenonewould expect
that few of thetarget-hosts'interactionswould bewith hostsnot in this set.We de�ne
interactionswith hostsoutsideof theOverall COI to beout-of-pro�le .

For eachlocalhostwedeterminedthenumberof out-of-pro�le interactionsfor sub-
sequentweeksof our data.We calculatea distribution of theout-of-pro�le interactions
acrossall hostsfor eachof the ( threshold,bin-size) pairs.Theresultsfor this analysis
areshown in Figures6(a)and(b) for 6 and11 weeksrespectively. The �gures depict
the *���+-, and �.��+-, percentilesfor thesedistributionsfor a numberof thresholdvalues
andasa functionof bin-size.

We haddiscussedin Section2.1thesituationsunderwhich thePopularityandFre-
quencyCOIsareidentical.Thisexplainswhy eachsetof curves( �.�/+-, , *���+-, percentiles)
convergein the120hourbin-sizevaluein Figures6(a)and(b). It alsoexplainsthehor-
izontallines(i.e., thecaseswherethresholdis zero):in theselattercasesthePopularity
COI alreadyincludesall servers,sotheunionwith theFrequencyCOI doesnotaddany
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Fig.6. Out-of-pro�le interactionsfor Overall COI for differentthresholdvaluesandasafunction
of bin-size.

membersto theOverall COI, andthenumberof out-of-pro�le interactionsis therefore
independentof thebin-size.

Thetwo horizontallines in each�gure correspondto thecasewherethethreshold
is zero,i.e.,wherethePopularityCOI includesall hoststhatactedasserversin week1.
FromFigure6(a),(thesix weekperiod),50%of the local hosts( ���0+-, percentileline),
hadlessthan6 out-of-pro�le interactions,while 90%of thelocalhosts( *#�0+-, percentile
line) did notexhibit morethan20out-of-pro�le interactionsover theentireperiod.The
correspondingnumbersfor the full 11 weekperiodshown in Figure6(b) are10 and
31out-of-pro�le interactionsfor 50%and90%of thelocalhostsrespectively.

Now we considerthe impactof thePopularity COI setby looking at thegraphsin
both�gures for a �x edbin-size,(e.g.,60hours).For thisbin size,considerthe4 values
of thesix weekdistributions(Figure6(a)).Notice that thereis a signi�cant difference
betweenthecasewherethethresholdis zeroandthecasewherethethresholdis 10%,
whencomparedto the differencebetweenthe 10% and20% (or even 100%)points.
This alsoholdstruefor the11 weekdistributions.This suggeststhatasthePopularity
set becomesmore inclusive (i.e., as the thresholdgetscloserto zero), it contributes
more signi�cantly to theOverall COI set.This seemsto suggestthat in this region the
Popularity setindeedcapturestheimportantinfrequentinteractionsthatshouldbepart
of ahost'sCOI. Therelatively smalldifferencebetweenthevaluesof theout-of-pro�le
interactionsfor eachset for thresholdsbetween10% and100%seemto suggestthat
theOverall FrequencyCOI alreadycapturesmostof theserversthatthePopularity set
wouldcaptureatsuchthresholds.This in turnsuggeststheremaybesigni�cant overlap
betweenthe serversthat communicatewith a larger fraction of clientsandthosethat
interact frequentlywith clients, in our dataset. Note that the increasein violations
goingfrom 6 to 11weeks,doesnot increaseproportionallywith theincreasein time.

In summarythegraphsshow thatanOverall COI derivedfrom oneweek'sworthof
datais not suf�cient to fully capturehostinteractionsfor subsequentweeks.However,
usingthemostinclusive variantof this COI de�nition (i.e., wherethreshold� is zero
or wherethebin size 
 is 120),90%of thehostsexperiencedon theaveragelessthan
3 violationsperweek(for the11 weekgraph).Similarly, for themostrestrictive COI



we considered(i.e., � equalto 100and 
 equalto 12), 90%of thehostsexperienced
lessthan9 violationsperweekover the11weekperiod.Both ratesarelow enoughthat
they would not precludeCOI derivedapplicationthat requirehumaninvolvement.In
fact,50%of thehostswouldonly experienceonethird of theseviolations.

4 Conclusions

In this paperwe presentedour methodologyandinitial resultsfor characterizingcom-
munitiesof interest(COIs) for hostscommunicationin datanetworks. We presented
examplede�nitions for COI thatattemptto capturedifferentcharacteristicsof theun-
derlyingcommunities.We explainedhow we collectedour measurementdataandthe
pre-processingstepsthatwererequiredbeforeanalysis.While this work is still matur-
ing our initial resultsindicatethat:

– Hoststypically actasbothclientsandserverswhich impliesthatany management
applicationsor policieswill have to explicitly dealwith this.

– Using a very broadCOI de�nition we saw similar distributionsfor the COI size
over daily andmonthly timescales,suggestingsomestability in the COI for the
communityasa whole.

– COI de�nitions thatrepresentcorehostinteractions,showedsigni�cant stabilityof
theCOI over timescalesof severalweeks.

– Core COIs calculatedover a part of our measurementperiod were also able to
capturetheactualhostinteractionin theremainderof thedatafairly well.

Wearecontinuingthepresentedwork by moving from thepresentedaggregateCOI
characterizationto �ner grainedper-hostcharacterization.Our ongoingwork aimsto
providemodelsthataccuratelycapturehostbehavior. And ourultimategoalis to beable
to applysuchmodelsto themany challengingnetwork managementtaskspresentedin
theintroduction.
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