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Abstract. Communitie®f interest(COIl) have beenappliedin avariety of envi-
ronmentsrangingfrom characterizinghe online buying behaior of individuals
to detectingfraud in telephonenetworks. The commonthreadamongtheseap-
plicationsis thatthe historical COI of anindividual canbe usedto predictfuture
behaior aswell asthebehaior of othermemberf theCOIl. It would clearlybe
bene cial if COlIscanbeusedin thesamemannerto characterizeandpredictthe
behaior of hostswithin a datanetwork. In this paper we introducea methodol-
ogy for evaluatingvariousaspect®of COls of hostswithin anIP network. In the
contet of this study we broadlyde ne a COl asacollectionof interactinghosts.
We apply our methodologyusingdatacollectedfrom a large enterprisenetwork
over a eleven week period. First, we studythe distributions and stability of the
sizeof COls. Secondwe evaluatemultiple heuristicsto determinea stablecore
setof COlsanddeterminghestability of thesesetsovertime. Third, we evaluate
howv muchof thecommunications not capturedy thesecoreCOl sets.

1 Intr oduction

Datanetworks aregrowing in sizeand compleity. A myriad of new servicesmobil-
ity, andwirelesscommunicatiormake managingsecuringpr evenunderstandinghese
networks signi cantly moredif cult. Network managemenplatformsandmonitoring
infrastructure®ftenprovidelittle relief in untanglingthe Gordian knotthatmary ervi-
ronmentgepresent.

In this paper we aim to understanchow hostscommunicatdn datanetworks by
studyinghostlevel communitie®f interest(COIs).A communityof interestis acollec-
tion of entitiesthat sharea commongoal or ervironment.In the context of this study
we broadlyde ne a communityof interestasa collectionof interactinghosts.Using
datacollectedfrom alarge enterprisenetwork, we constructcommunitygraphsrepre-
sentingthe existenceand density of hostcommunicationsOur hypothesids that the
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behaior of a collectionof hostshasa greatdealof regularity andstructure Oncesuch
structureis illuminated,it canbe usedto form parsimoniousnodelsthat canbecome
thebasisof managementolicy. This studyseekdo understandhe structureandnature
of communitiesf interestultimatelyto determinaf communitieof interestareagood
approximatiorof thesemodels If true,communitiesof interestwill beusefulfor mary
purposesincluding:

— networkmanaement- becauseof similar goalsand behaior, communitieswill
serne asnaturalaggrgatesor management

resouceallocation- allocatingresourcege.g.,printers,disk arrays,etc.) by com-
munity will increaseavailability andensureanter-communityfairness

traf c engineering pro les of communabehaior will aid capacityplanningand
inform prioritizationof network resourcause

security- becauseommunitiesbehae in a consistenmannerdeparturédrom the
normmayindicatemaliciousactivity

Interactionsbetweersocialcommunitiesandthe Web have beenwidely studied[1,
2]. Theseworks have shavn thatthe web exhibits the small world phenomend3, 4],
i.e., ary two pointsin the web are only separatedy a few links. Theseresultsindi-
catethatdigital domainsare oftenrationally structuredandmay be are ection of the
physicalworld. We hypothesizeéhathostcommunicatiorre ects similar structureand
rationality, and hencecan be usedto inform hostmanagementn their work in net-
work managemenfTan et. al. assumedhat hostswith similar connectiorhabitsplay
similar roleswithin the network [5]. They focusedon behaior within local networks
by estimatinghostroles anddescribealgorithmsthatsegmenta network into hostrole
groups.The authorssuggesthat suchgroupsare naturaltargetsof aggrggatedman-
agementHowever, thesealgorithmsaretargetedto partitioning hostsbasedon some
a priori characteristicThis differs from the presentwork in that we seekto identify
thosecharacteristicthatarerelevant. Communitiesof interestcanalsoexposeaberrant
behaior. Corteset. al. illustratedthis ability in a studyof fraudin thetelecommunica-
tionsindustry[6]. They foundthatpeoplewho re-subscribedindera differentidentity
afterdefaultingonanaccountouldbeidenti ed by looking atthe similarity of thenew
accountscommunity

This paperextendstheseandmary otherworksin socialanddigital communitiesof
interestby consideringheir applicationto datanetworks.We begin thisinvestigationn
thefollowing sectionby outlining our methodologyWe developthe meaningof com-
munitiesof interestin datanetworks andthenexplain how our datawascollectedand
pre-processedVhile thedatasetthatwe analyzeis limited to traf ¢ from anenterprise
network, we believe thatthe methodologyis morebroadlyapplicableto datanetworks
in generalln Section3 we presentheresultsof our analysisandconcludethe papernn
Sectiond4 with a summaryandindicationof futurework.

2 Methodology

In this sectionwe considerthe methodologywe appliedto the COI study First we
developanunderstandingf whatCOl meansn the context of adatanetwork. Thenwe



explain how we collectedthe datafrom anenterprisenetwork andwhatpre-processing
we hadto performon the databeforestartingour analysis.

2.1 Communities of Inter est

We have informally de ned COI for a datanetwork asa collectionof interactinghosts.
In the broadessensehis would imply thatthe COI of a particularhostconsistsof all
hoststhatit interactswith. We call the hostfor which we aretrying to nd a COl the

target-host We begin our analysisby exploring this broadCOI de nition, by looking

atthetotal numberof hoststhattarget-hostdrom our datasetinteractwith. Thusin this
rst stepwe only look atthe COIl setsizeandits stability overtime.

Consideringll otherhoststhatatarget-hosevercommunicatewiith to be partof its
COIl mightbetooinclusive. For example,this would includeone-time-onlyexchanges
which shouldarguablynot be consideredart of a host's COI. Intuitively we wantto
consideraspartof the COI the setof hoststhata target-hostinteractwith on a regular
basis We call this narraver COI de nition the core COI.

In this work it is not our goalto comeup with a single core COI de nition. In-
steadjt is our expectatiorthatdependingon theintendedapplicationof COI, different
de nitions mightberelevant.For example,in aresourceallocationapplicationtherele-
vantCOIl might becenteredaroundspeci ¢ protocolsor applicationgo ensurehatthe
COl for thoseapplicationgeceve adequateesourcesOn the otherhandan intrusion
detectionapplicationmight be concernedaboutdeviationsfrom some“normal” COI.
However, in orderto evaluateour methodologywe do suggestind apply to our data
two examplede nitions of acoreCOl:

— Popularity : We determineghe COl for agroupof target-hostdy consideringa host
to be partof the COI if the percentagef target-hostsnteractingwith it exceedsa
threshold , over sometime periodof interest .

— Frequency A hostis consideredo be partof the COI of atarget-hostjf thetarget-
hostinteractswith it atleastonceevery smalltime-period (the bin-size)within
somelargertime periodof interest .

Intuitively thesetwo de nitions attemptto capturetwo differentconstituentsof a
coreCOl. The mostohviousis the FrequencyCOI which capturesary interactionthat
happengrequently for exampleaccess$o a Webssite containingnews thatgetsupdated
frequently The Popularity COI attemptgo captureinteractionshat might happenei-
therfrequentlyor infrequentlybut is performedby a large part of the userpopulation.
An examplewould be accesgo a time-reportingsener or a Web site providing travel
relatedservices.

Fromthe COl de nitions it is clearthatthe Popularity COl becomesnoreinclusive
in termsof allowing hostsinto the COI asthe threshold( ) decreasesSimilarly the
FrequencyCOI becomegmore inclusive as the bin-sizeincrease For the Popularity
casewherethethresholds zero,all hostsactivein theperiod-of-interesareconsidered
to be partof the COI. Similarly, for the Frequencycasewherethe bin-sizeis equalto
theperiod-ofinterestall hostsin thatperiodareincludedin the COIl. Whenthe period-
of-interest, , isthesamefor thetwo coreCOI de nitions, thesetwo speciakasegi.e.,



for the Popularity COI and for the FrequencyCOl), thereforeproduce
thesameCOl set.

Noticethatthe Popularity COIl de nesacoreCOl setfor a“group” of hostswhere-
asthe FrequencyCOI de nes a perhostCOIl. We have madeour coreCOI de nitions
in the mostgeneralway by applyingit to “hosts”, i.e., not consideringwhetherthe
hostwastheinitiator (or client) or respondefor sener)in theinteractiorf. While these
generalble nitions hold, in practiceit mightbeusefulto take directionalityinto account.
For example themajorsenersin anetwork canbeidenti ed by applyingthePopularity
de nition to the percentagef clientsinitiating connectiondo seners. Similarly, the
Frequencyde nition canbe limited to clients connectingto seners at leastoncein
every bin-sizeinterval to establisha perclient COI.

In the secondstepof our analysiswe drill deeperinto the perhostinteractionsof
hostsin our datasetto determinghedifferentcoreCOI sets.Speci cally, we determine
the Popular COI andthe FrequencyCOI from a client perspectie and considertheir
stability overtime.

Ultimately we hopeto be ableto predictfuture behaior of hostsbasedon their
COls. We performan initial evaluationof how well core COls capturethe future be-
havior of hosts.Speci cally, we combineall the perhostClient-FrequencyCOlswith
thesharedPopularity COIl to createan Overall COI. We constructhis COI usingdata
from a partof our measuremergeriodandthenevaluatehow well it captureshostbe-
havior for theremaindeof our databy determininghow mary hostinteractionsarenot
capturedoy the Overall COI.

2.2 Data Collection and Pre-processing

To performthe analysispresentedn this paperwe collectedeleven weeksworth of

o w recordsfrom a single site in a large enterpriseervironmentconsistingof more
than400 distributed sitesconnectedy a privatelP backboneandservinga total user
populationin excessof 50000users.The o w recordswere collectedfrom a number
of LAN switchesusingthe Gigascopeaetwork monitor[7]. The LAN switchesandGi-

gascopeaverecon guredto monitorall traf ¢ for morethan300hostswhichincluded
desktopmachinesnotebooksandlab seners.This setof monitoredhostsfor whichwe
capturedrafc in bothdirectionsarereferredto asthe local hostsandform thefocal
pointof ouranalysisIn additionto somecommunicatioramongsthemseles,thelocal
hostsmostly communicatedvith otherhostsin the enterprisenetwork (referredto as
internal hostg aswell aswith hostsoutsidethe enterpriseervironment(i.e., external

hostg. We excludecommunicatiorwith externalhostsfrom our analysisasour initial

focusis on intra-enterprisdraf c. During the eleven week period we collected o w

recordscorrespondingo morethan4.5 TByte of network traf c. In ourtraceswe only
found TCR UDP andICMP trafc exceptfor somesmallamountof RSVPtrafc be-
tweentwo testmachineswhich we ignored.For this initial analysiswe alsoremoved
weelend datafrom our dataset,thus ensuringa more consistenperday traf ¢ mix.

Similarly, we also excludedfrom the analysisary hoststhat were not active at least
onceaweekduringthe measuremerygeriod.

4 We provide anexactde nition of clientandsenerin thenext section.



Our measuremeninfrastructuregeneratedunidirectional o w-recordsfor moni-
toredtraf ¢ in 5 minuteintervalsor bins.A o w is de ned usingthe normal5-tupleof
IP protocoltype,source/destinatioaddresseandsource/destinatioport numbersWe
recordthe numberof bytesandnumberof pacletsfor each o w. In addition,eachow
recordcontainghe starttime of the 5 minutebin andtimestampdor the rst packetand
lastpacletof the o w within thebin interval. Thecollected‘raw” o w-recordsneedto
be processeth anumberof waysbeforebeingusedfor our analysis:

Dealing with DHCP: First, becauseof the use of Dynamic Host Con guration
Protocol(DHCP),notall IP addresseseenin our raw dataareuniquehostidenti ers.
We uselP addresgo MAC addressnappingsfrom DHCP logsto ensurethatall the
o w recordsof eachuniquehostarelabeledwith a uniqueidenti er.

Flow-recordprocessingThesecondre-processingtepinvolvescombining o ws
in different5 minuteintervalsthat belongtogetherfrom an application point of view.
For example,considefa File TransferProtocol(FTP)applicationwhichtransfersavery
large le betweenwo hostslf thetransferspanseveral5 minuteintervalsthenthe o w
recordsin eachinterval correspondingdo this transfershouldclearly be combinedto
representhe applicationlevel interaction.However, even for this simplewell-known
application,correctlyrepresentinghe applicationsemanticsvould in factinvolve as-
sociatingthe FTP-controlconnectiorwith the FTP-dataconnectionthelatterof which
is typically initiated from the FTP-serer backto the FTP-client.

Applying suchapplicationspeci c knowledgeto our o w-recordsis not feasible
in generabecausef the sheemumberof applicationdnvolvedandthe oftenundocu-
mentednatureof their interactionsWe thereforemale the following simplifying de -
nition in orderto turn our o ws recordsinto a datasetthat capturessomeapplication
speci ¢ semanticsWe de ne a sewver asary hostthatlistenson a soclet for the pur-
poseof otherhoststalking to it. Further we de ne a client asary hostthatinitiates
a connectionto sucha sener port. Clearly this de nition doesnot perfectly capture
applicationlevel semanticsFor example,applyingthis de nition to our FTP interac-
tion, only the control connectionwould be correctlyidenti ed in termsof application
level semanticsThis client/serer de nition doeshowever provide uswith avery gen-
eralmechanismhatcancorrectlyclassifyall transporievel semanticsvhile capturing
someof theapplicationlevel semantics.

To summarizethen, during the secondpre-processingtepwe combineor splice
o w-recordgn two ways:First, o w-recordsor thesameinteractionthatspanmultiple
5 minuteintervals shouldbe combined Secondwe combinetwo uni-directional o w-
recordsinto a singlerecordrepresentinglient-senerinteraction.

To splice o w-recordsthatspanmultiple 5-minuteintervals, we usethe 5-tuple of
protocolandsource/destinatioaddresseandports.We dealwith the potentialof long
time intervalsbetweermatching o ws by de ning anaggregationtime suchthatif the
time gapbetweertwo o w recordsusingthesames-tupleexceedtheaggreationtime,
thenew o w-recordis consideredhe startof a new interactionIf theaggreationtime
istooshort,later o w-recordsbetweerthesenostswill beincorrectlyclassi edasanewn
interactionMakingtheaggrejationtimetoolong canintroduceerroneouslassi cation
for shortlivedinteractionsWe experimentedvith differentvaluesof aggreationtime



andfound a value of 120 minutesprovided a good compromisebetweenincorrectly
splitting o wsthat t togetherandincorrectlycombiningseparateo ws.

The5-tupleis againusedto combinetwo unidirectional o wsinto a singleinterac-
tion. For TCPandUDP, two o w-recordsarecombinednto a singlerecordif the o ws
arebetweerthe samepair of hostsandusethesameportnumbersn a swappedashion
(i.e.,thesourceportin onedirectionis thesameasthedestinatiorportin thereversedi-
rection).For ICMP traf c, o w-recordsarecombinedf they arebetweerthe samepair
of hosts.Theresultof splicingtwo unidirectional o ws togetheris anedge-recoid and
we presenthedataasa directedgraphin which eachedgerepresentacommunication
betweena client and a sener and eachnoderepresents uniquehost. The direction
of the edgerepresentslient/serer designatiorandthe labelson the edgeindicatethe
numberof paclketsandbytes o wing in eachdirectionbetweerthetwo nodes.

We evaluatedthe experimentalerror introducedby our o w-recordprocessingas
follows. We considera weeksubsebf ourtotal weekdatasetfor this evaluation.
We note that o ws labeledwith a client port numberbelov 1024 and a sener port
numberabove 1024 is highly likely to be incorrectfor all but a few services(asit is
not consistentwith the normaluseof resered ports), andthe reverse(sener port
1024,andclient port 1024)arelikely to be correct.We boundexperimentalerror
by calculatingthe ratio of incorrectto correctlabeled o ws basedon this heuristic
(afterremaoving known serviceghatviolatethis property e.g.,ftp-data  , NFStrafc
throughsunrpc ). This approximationyields a 2.187%role assignmenerror for all
trafc, while the numbersfor TCP and UDP are 2.193%and 2.181%,respectiely.
Eachinstanceof mis-interpretedirectionality introducesan additional o w into the
dataset.Hence sucherrorsdo not changethe structureof the community but slightly
amplify ahost'srole asaclientor sener.

Removing unwantedtraf c: Sincewe areinterestedn characterizinghe“useful”
trafc in the enterprisenetwork the third pre-processingtepinvolves remaoving all
graphedgesfor suspectedinwantedtrafc, suchasnetwork scansor worm actity.
Doing suchcleaningwith 100%accuray is infeasiblebecauseinwantedtraf c is often
indistinguishabldrom usefultrafc. We usethe following heuristics:

— TCP: We cleanthe databy remaoving all edgeswhich do not have morethan 3
pacletsin eachdirection.We chosethe numberthreesincea legitimateapplication
layer datatransferneedsmore thanthreepacletsto open,transferand closethe
TCP connection.This cleaningremores 16% of all edgesindicatingthat a large
fractionof traf c in themonitorednetwork doesnot completeanapplication-level
datatransfer

— UDP: We obsene that there are two typesof legitimate UDP uses.Oneiis re-
guest/responstype interactionsuchas performedby DNS and RPC. The other
isalonglivedUDP o w asusedby mary streamingapplicationsin bothcaseswe
expectanedgewhich performsausefultaskto beassociatewvith atleasttwo pack-
ets,eitherin thesamedirectionor in opposingdirections. Thereforewe removeall
edgedor whichthesumof pacletsin bothdirectionsis smallerthan2.

— ICMP: We do not performary cleaningon the ICMP datasincea single ICMP
datagramis alegitimateuseof ICMP.
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Fig. 1. (a) Scatterplobf 151local hosts:Clientsusingthelocal hostasa sener andthelocal host
talking to senersasa client. (b) CCDF:localhostcommunicatiorfor total 11 weekperiod.

3 Results

In thissectionwe presenthe COl analysisasappliedto theenterprisalatawe collected.
After pre-processinghe nal datasetwe usedfor theanalysisconsistedf 6.1 million
edge-recordsepresentindl51 local hostsand 3823internal hostsand corresponding
to 2.6 TBytesworth of network traf c. We will characterizeonly the setof 151 local
hosts but considerall theirinteractionswith bothotherlocal andinternal hosts.

3.1 Community of Inter estSetSize

Firstwe evaluatethe COI of the setof local hostsin our datasetbasedon the broadest
de nition of COI. Speci cally we considerthe numberof otherhoststhat eachlocal
hostinteractwith. We look at the total numberof suchhostsandthendo a breakdevn
basednwhetherthetargetlocal hostwasactingasa clientor asener.

We rst performthis analysidor all hostsoverthe entire measuremergeriod.Fig-
urel(a)shavsascattemplot of thein/out-degreeof thesetof 151localhostsconsidering
all obsenedtraf c. TheY-axisshavsthenumberof clientsconnectingo thelocal host
actingasasener (i.e., in-degree).The X-axis shavs the numberof senersthatthelo-
cal hostconnectdgo actingasaclient (i.e., out-degree).Obsenre from Figure 1(a) that
mosthostsactasbothclientandsenerovertheobsenationperiod.Indeedfor thetotal
traf c breakdevn shavn, all hostsactasbothclientandsenerduringthemeasurement
period.Thegenerabbsenationthatmosthostsactasbothclientandsener, holdwhen
datais analyzedbn a perprotocolbasis.Speci cally, countingthe numberof hoststhat
actedpurely asclientson a per protocolbasiswe getonly 3 for TCR 2 for UDP and
1 for ICMP. Similarly, countingthe numberof hostsactingpurely assenerson a per
protocolbasiswe getnonefor TCR, 2 for UDP and 5 for ICMP. Further asindicated
by the densitybelov the diagonalline, the majority of local hostsaremostly actingas
clients.For the plot shavn, 111 hostsarebelonv and 35 hostsabove the diagonalline.
Theimplicationof thesimpleobsenationthatmosthostsactasbothclientsandseners,
is that securityschemeghatrely on hostsactingexclusively asclientsor seners,are
likely to beinfeasiblein currententerprisenetworks.
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Fig. 2. CCDFsfor thenumberof hostscommunicatedvith on daily basis.

Figurel(b) shavs theempirical ComplementanfCumulative Distribution Function
(CCDF)of thenumberof machineghatourlocal hostscommunicatevith for all traf ¢
over the entire 11 weekmeasuremenperiod. The “Local Host” curve correspondso
the total numberof hosts(eitherlocal or internal) thata particularlocal hostinteracts
with, whetherasa client or asa sener. The plot shavs thateachof thelocal hostscom-
municateswith a fairly small communityof otherhostseven over a period of several
weeks For example,90%of thelocal hoststalksto fewerthan186 otherhosts.Consid-
eringtheclient/sener breakdevn, the sameholdstrue with local hostsinteractingwith
afairly smallnumberof senersandclients.The nal 10%of the“Local Sener” curve
shavs thata smallnumberof local machinesactingassenershave highernumbersof
clientstalking to themthanthe other90% of the local seners. Thesemachineamost
likely correspondo “real” senersthatsene a signi cant client populationasopposed
to hoststhataresenerson the basisof the protocolinteractiononly.

We next look at the COI of eachhoston a daily basisand examinethe statistical
propertieof thesedaily valuesoverthe completeobsenationperiod.First, Figure2(a)
shavs the CCDF of the maximumdaily numberof hoststhateachlocal hostcommu-
nicateswith overtheentireelevenweeks.Thesemaximumnumbermperday CCDFsare
similar to thosefor the maximumover the entiremeasuremerperiod,Figure1(b), but
thenumbersarelower (i.e., the curvesare“shifted” to the left). For example,the 90th
percentilenumberfor the “Local Host” curve in Figure2(a)is only 77 comparedvith
186for thesamepercentilen Figurel(b).Also similarto Figurel(b),thereis anin ec-
tion atthe 10% pointin Figure2(a)for the “Local Sener” (and“Local Host") curves
whichis likely causedy “real” seners.

Therelatively smallsizesof thetotal numberof hostscommunicatedvith overthe
entire period aswell asthe small perday maximumsfor the vast majority of hosts,
suggesthata simpleanomalydetectionapproactbasedn monitoringthenormal COI
size,hasthe potentialto detectabnormalactuities like port scansandworm spreads.
Theseanomaliesare often marked by a hostcommunicatingwith a large numberof
othermachineswithin avery shorttime span.

Next we considerthe variability of the perday COI size for eachlocal hostover
the entire measuremerperiod. Figure 2(b) shavs the resultingCCDF of the normal-



ized standarddeviation (normalizedby the meanfor eachlocal host). Note that some
of thevariability is a resultof hostsbeinginactive on somedays,onecontributing rea-
sonbeingtelecommutingisers Hostsfor theseusersmight eitherbe inactive because
they arenot beingused,or in the caseof notebooksmight not be visible to our moni-
toring infrastructure The graphshaws that approximately70% of thelocal hostshave
normalizedstandard-déationsin their perday COI sizethatis lessthan . Assuming
thatall of thetraf ¢ in our datasetwasindeedlegitimate,this would meana simplistic
approacho detectabnormalbehaior for thesehosts,basedon a policy that restricts
“normal” perday COlI sizeto timesthe respectie perday meanswould resultin
falsealarmsbeinggenerateanly 5% of the time. Note alsofrom Figure 2(b) thatthe
standarddeviation for the“Local Client” curveis lessskewedthanthe “Local Sener”
curve. This suggestghat on a daily basisthe numberof senerswhich a local client
talksto, is morestablethanthe numberof clientsthattalk to alocal sener. Theimpli-
cationof this is that network managemenpoliciesderived from obsenationscloseto
theinitiator of communicatior(client) is likely to be morestablethanpoliciesderived
fromtrafc closeto thecommunicationmesponde(fsener).

3.2 CoreCommunities of Inter ests

We next explore our two examplecore COI de nitions Popularity andFrequencycore
COlsandtheirinteractions.
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Fig. 3. Sizeof Popularity COI setfor all traf c.

Popularity COIl: Recallthatfor the Popularity COl we considera hostto be partof
the COI for a groupof target-hostsf the percentagef target-hostdnteractingwith it
exceedsathreshold oversomeperiodof interest . Herewe identify the Popularity
COl of the local hostsfrom a client view point, for eachof the  weeksin our data
set(i.e., is oneweek).Figure3 shaws the size of the Popularity core COl setasa
function of thethreshold for equallyspacedveeksout of thetotal — weeks,for
trafc acrossll protocols.Thegraphsshavs the expecteddeclineof the setsizeasone
progresse$rom a thresholdof 0% (which would include all hosts)to a thresholdof
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Fig. 4. Popularity COl: Union andintersectiorsetsize(a) As a functionof threshold (b) As a
functionof lengthof timewindov ~ weeks( ).

100%atwhich pointthesizeis expectedo bevery smallasit would requireall target-
hoststo communicatevith eachmemberof the set.We obsene thatthe sizeof thecore
COl setasa function of the thresholdis very similar acrossthe differentweeks.This
suggestghat, deviationsfrom the Popularity COI size distribution, for a setof hosts
monitoredover time, would be a strongindicationof a network anomaly

While the stability in the core COI setsizeis encouragingye are alsointerested
in the stability and predictability of the core COl setmembeship. To evaluatethis, we
determinethe core COl setfor eachweekin our dataandthenexplore how the mem-
bershipof thesesetschangeover the measuremenperiod. We do this by calculating
the union (the setof senersthat belongto the core setin at leastone week)andthe
intersectior(thesetof senersthatbelongto thecoresetin everyweek)of the COl sets.
For arny two setsthedifferencebetweerthesizeof theunionandintersectiorrepresents
ameasuref the“churn” betweerthetwo sets- thatis thetotalnumberof elementghat
needgso be addedor removed from onesetto transformit to the otherset. Therefore,
forawindow of COl setsthedifferencebetweertheunionandintersectiorof all the
sets,representsan upperboundon the churnbetweerary two pairsin . By looking
at this boundwe geta worstcaseestimateof how muchthe COl membershigchanges
overthetimewindow (). By progressiely increasinghe lengthof thetime window,
we determinehow this worstcaseestimatechange®vertime.

Figure4(a)depictsthesizesof theunionandintersectiorof coreCOl setsfor weeks
1to3,1to6andlto11,asafunctionof thethreshold for all trafc. For comparison
thecoreCOl setsizefor week1 is alsoshowvn. For all curves(i.e., for all time periods
considered)the differencebetweerthe unionandintersectiorsetsizes,i.e., thechurn,
tendsto decreasasthethresholdncreasedrigure4(b) shavsthesamedata,butin this
casewe shav the unionandintersectiorsetsizesfor selectedhresholdgor increasing
timewindows of interest( to  weeks),startingfrom week , i.e., 1 to 2 weeks,
1 to 3 weeks,etc. As expected the union setsize sizeincreasesandthe intersection
setsizedecrease$or a giventhresholdasthe time window increasesNotice though
from Figure4(b) thatfor any thresholdthe unionandintersectiorsetsizeschangan a
sub-linearfashionwith increasing . In facttheintersectiorseemgo atten within 6 to
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8 weeks While theunionsetsizeshavs a continuedsmallgrowth, the maximumunion
setsize,for thethresholdconsidereddid notincreasebeyonda factorof 2.5 overthe
entiretime window of interest.The obsenedintersectiorbehaior impliesthatseners
presenin the Popularity COl in the rst week,have a high probability of remainingin

the COl for the entire period. This holdstrue independenof the threshold For exam-
ple for the 5% threshold afterthe 11 weeks66 of theinitial 94 senersarestill in the
intersectiorset. The relatively small growth of the union setimpliesthat eventhough
senersareconstantlyaddedo theset,thenumberof additionalsenersaddedn aweek
is low. Evenfor the 5% thresholdthe numberis low enoughthat applicationsrequir

ing “manual” veri cation of the statusof new seners,i.e., whetherthey arelegitimate
seners,would befeasible.

The above resultsindicatethat rapid changesn the Popularity COl membership
would be anadditionalindicationof anomalousetwork behaior. Note thatthis holds
trueif alarge numberof popularsenersareeitherrapidly addedto or removedfrom
the COl set.

FrequencyCOIl: We have alsode ned a core COI that captureghe frequeng of
interaction.Recallthatour FrequencyCore COI considersa hostto be partof the COI
if atarget-hosinteractswith it atleastoncein everytime bin  over somelargertime
periodof interest . To evaluatethis core COI de nition we calculatedhe Frequency
COl (client perspectie) for eachhostfor eachweekof our data(i.e., is oneweek)
for bin-size( ) valuesl2,24,60and120hours.For eachweek,we de ne the Ovenll
FrequencyCOl to betheunionof all perhostFrequencyCOlsfor agivenbin-size.We
explore how the membershipf this setchange®vertime.

Similar to the approachabove for Popularity COI, we determinedthe union and
intersectiorof all the Overall FrequencyCOI setsfor aspeci ¢ timewindow of interest

. Figure5(a)shavsthesizeof theunionandintersectiorsetsfor  equalto 3 weeks,
6 weeksand11 weeksfor differentbin sizes.(Note thatwe did notincludeabin size
of 120 hoursfor this plot asthatwould includeall hoststhatcommunicatedn a week
aspart of the core COI for the week, which would be too inclusive for a core COl.)
As areferencepoint, Figure5(a) alsoshawvs the sizeof the Ovenall FrequencyCOI for



the rst week.As the bin sizeincreasesthe COIl setbecomeanoreinclusive andas
expectedthe setsize(shavn for week1) increasessthebin sizeincreaseo 60 hours.
The sameholdstruefor theunionandintersectiorsetsizes,i.e., for a particularsize of
(e.g.,3 weeks),the size of both the union andintersectionsetsincreaseasthe bin
sizeincreasesNext considerhow the union andintersectionsetsizesfor a particular
bin sizechangefor differentvaluesof . For example,for a bin sizeof 24 hours,we
seethattheunionsetsizeincreasesas increase$rom 3 to 6 to 11 weeks,while the
intersectiorsetsizedecreasefr thesamevaluesof . Againthisbehaior is expected,
but it is interestingto notethatthis increaseanddecreasés not linear with respecto
theincreasaen . For example,doubling from 3 weeksto 6 weeksdoesnot result
in doublingthe union setsize or halving the intersectionsetsize. This is bestshavn
in Figure5(b), which depictsthe union andintersectionsetsizesfor eachvalue of
(1 week,3 weeks,6 weeksand11 weeks).

Theabove behaior of the Overall FrequencyCOI asafunctionof increasing is
similar to the behavior of the Popularity COIl asa function of increasing asshovn
in Figure4(b). As for the Popularity COI, the resultsfor the Ovenll FrequencyCOlI
indicatethatrapidchangesn the COl membershipvould beanindicationof anomalous
network behaior.

Owerall COI: Recallthatthe Popularity and FrequencyCOI de nitions attemptto
capturedifferenttypesof interactionsthat shouldbe consideredart of a core COI.
Above we exploredthe churnin the Popularity and FrequencyCOls separatelyand
focusedon the churnin the membershipof thesesets.In contrastto this aggrejate
view, anotherway to explore variability is to inspecthow the ability to capturethe
communicatiorbehaior for individual hostsis impactedby the churnin theseCOl
sets.Thisis thegoal of the studydescribecdext.

The Popularity COl is a function of the thresholdparametel ), while the Fre-
quencyCOlis afunctionof thebin-size( ) asde ned earlier For this partof thestudy
we computedfor arangeof threshold,bin-sizepairs,the Overall COl setfor the rst
week of our databy combining(usingsetunion) the Overall FrequencyCOI with the
Popularity COI of the total local hostset. Shouldthis Overll COl accuratelycapture
the core interactionsof the target hostsin subsequeniveeks,then onewould expect
thatfew of the target-hostsinteractionsvould be with hostsnotin this set.We de ne
interactionswith hostsoutsideof the Overall COl to be out-of-pio le .

For eachlocal hostwe determinedhe numberof out-of-pro le interactiondor sub-
sequentveeksof our data.We calculatea distribution of the out-of-pro le interactions
acrossall hostsfor eachof the threshold,bin-size pairs. The resultsfor this analysis
areshowvn in Figures6(a) and(b) for 6 and11 weeksrespectiely. The gures depict
the and percentiledor thesedistributionsfor a numberof thresholdvalues
andasa functionof bin-size.

We haddiscussedh Section2.1 thesituationsunderwhich the Popularity andFre-
guencyCOlsareidentical.This explainswhy eachsetof curves( , percentiles)
convergein the120hourbin-sizevaluein Figures6(a)and(b). It alsoexplainsthe hor-
izontallines(i.e.,thecasesvherethresholds zero):in theseattercaseshe Popularity
COl alreadyincludesall seners,sotheunionwith the FrequencyCOI doesnotaddary
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Fig. 6. Out-of-pro le interactiongor Overall COI for differentthresholdvaluesandasafunction
of bin-size.

membergo the Overall COl, andthe numberof out-of-pro le interactionss therefore
independenof thebin-size.

Thetwo horizontallinesin each gure correspondo the casewherethethreshold
is zero,i.e.,wherethe Popularity COl includesall hoststhatactedassenersin week1.
From Figure 6(a), (the six weekperiod),50% of the local hosts( percentileline),
hadlessthan6 out-of-pro le interactionswhile 90%of thelocal hosts( percentile
line) did not exhibit morethan20 out-of-pro le interactionsovertheentireperiod.The
correspondinghumbersfor the full 11 week period shavn in Figure 6(b) are 10 and
31 out-of-pro le interactionsfor 50%and90% of thelocal hostsrespectiely.

Now we considerthe impactof the Popularity COI setby looking at the graphsin
both gures for a x edbin-size,(e.g.,60 hours).For this bin size,consideithe 4 values
of the six weekdistributions (Figure6(a)). Notice thatthereis a signi cant difference
betweerthe casewherethe thresholds zeroandthe casewherethe thresholdis 10%,
when comparedo the differencebetweenthe 10% and 20% (or even 100%) points.
This alsoholdstrue for the 11 weekdistributions. This suggestshatasthe Popularity
setbecomeamoreinclusive (i.e., asthe thresholdgetscloserto zero), it contributes
mote signi cantly to the Overall COI set.This seemdo suggesthatin this region the
Popularity setindeedcapturegheimportantinfrequentinteractionshatshouldbe part
of ahost's COI. Therelatively smalldifferencebetweerthe valuesof the out-of-pro le
interactionsfor eachsetfor thresholdshetweenl10% and 100% seemto suggesthat
the Overll FrequencyCOI alreadycapturesnostof the senersthatthe Popularity set
would captureat suchthresholdsThis in turn suggestsheremaybesigni cant overlap
betweernthe senersthat communicatewith a larger fraction of clientsandthosethat
interactfrequentlywith clients, in our dataset. Note that the increasein violations
goingfrom 6 to 11 weeksdoesnotincreaseroportionallywith theincreasen time.

In summarythegraphsshown thatanOveiall COl derivedfrom oneweek's worth of
datais not sufcient to fully capturehostinteractionsgor subsequentveeks.However,
usingthe mostinclusive variantof this COI de nition (i.e., wherethreshold is zero
or wherethebin size is 120),90% of the hostsexperiencedn the averagelessthan
3 violationsperweek (for the 11 weekgraph).Similarly, for the mostrestrictve COI



we consideredi.e., equalto 100and equalto 12),90% of the hostsexperienced
lessthan9 violationsperweekoverthe 11 weekperiod.Both ratesarelow enougtthat
they would not precludeCOI derived applicationthat requirehumaninvolvement.In
fact,50% of the hostswould only experienceonethird of theseviolations.

4 Conclusions

In this paperwe presenteaur methodologyandinitial resultsfor characterizinggom-
munitiesof interest(COIs) for hostscommunicationn datanetworks. We presented
examplede nitions for COI thatattemptto capturedifferentcharacteristicef the un-
derlying communitiesWe explainedhow we collectedour measuremerdataandthe
pre-processingtepsthatwererequiredbeforeanalysis While this work is still matur
ing ourinitial resultsindicatethat:

— Hoststypically actasboth clientsandsenerswhich impliesthatany management
applicationsor policieswill haveto explicitly dealwith this.

— Using a very broad COI de nition we saw similar distributionsfor the COI size
over daily and monthly timescalessuggestingsomestability in the COI for the
communityasawhole.

— COl de nitions thatrepresentorehostinteractionsshavedsigni cant stability of
the COl overtimescale®f severalweeks.

— Core COls calculatedover a part of our measuremenperiod were also able to
capturetheactualhostinteractionin theremaindeiof the datafairly well.

We arecontinuingthepresentedvork by moving from the presente@ggreyateCOI
characterizatioto ner grainedperhostcharacterizationOur ongoingwork aimsto
provide modelsthataccuratelycapturehostbehaior. And our ultimategoalis to beable
to apply suchmodelsto the mary challengingnetwork managemenaskspresentedn
theintroduction.
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