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Abstract— The ability of sensor nodes to enter a low power sleep mode
is very useful for extending network longevity. We show how dversary
nodes can exploit clustering algorithms to ensure their settion as cluster
heads for the purpose of launching attacks that prevent vidtn nodes
from sleeping. We present two such attacks: thebarrage attack and the
sleep deprivation attack. The barrage attack bombards victim nodes with
legitimate requests, whereas the sleep deprivation attacknakes requests
of victim nodes only as often as is necessary to keep the vitis awake. We
show that while the barrage attack causes its victims to spend slightly more
energy, it is more easily detected and requires more effortrobehalf of the
attacker. Thus we have focused our research on the sleep deyation
attack. Our analysis indicates that this attack can nullify any energy
savings obtained by allowing sensor nodes to enter sleep nmdwWe also
analyze three separate methods for mitigating this attack:the random
vote scheme, theround robin scheme, and thehash-based scheme. We have
evaluated these schemes based upon their ability to reducke adversary’s
attack, the amount of time required to select a cluster headand the amount
of energy required to perform each scheme. We have found thaof the
three clustering methods analyzed, the hash-based schenwthe best at
mitigating the sleep deprivation attack.

I. INTRODUCTION
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is the case in the barrage attack. From our analysis, we rawedf
that while the barrage attack causes its victims to spewitsli more

energy, it is more easily detected and requires much moretefh

behalf of the attacker. For these reasons we have focusexkseairch
on the sleep deprivation attack.

To further analyze the sleep deprivation attack we have wsed
clustering based target tracking network as the basis foaoalytical
model. It was the decision of the authors to utilize a speajfiglication
rather than a more general model in order to grant the reanidref
insight into the mechanisms of the sleep deprivation attbicke, that
while our analysis was done based upon a particular impleatien
of target tracking, our results are readily applicable ty alustering
based sensor network application. We show that for one settefork
parameters, an adversary can double the power consumpted @0
node network with as few as 20 compromised nodes. Furthehowe s
that a single adversary node can simultaneously attack ag agal150
victims and still outlive its victims.

Given the detrimental effect of the sleep deprivation &ttae have
analyzed three separate defense mechanisms to mitigatatthck:

Power management is a major research issue in sensor nefwofke random vote scheme, theound robin scheme, and thieash-based

given that sensor nodes are constrained to operate updedifattery

supplies. In general, the total energy consumption of acsensde

can be categorized into the following three groupsenergy spent on
computations?) energy used to communicate, aBidenergy spent as
a result of the node’s sleeping patterns. In this paper wesfan the

ability of sensor nodes to enter a low power sleep mode foptipose

of extending the longevity of the network. It is widely acteg that

this is an important issue as sensor nodes spend most oftiimeir
in sleep mode, allowing the overall lifetime of the node todveatly

extended [1]-{6].

scheme. We have evaluated these schemes based upon tligir abi
to mitigate the adversary’s attack and the amount of timeiired
to select a cluster head. We have found that of the threeecingt
methods analyzed, the hash-based scheme is the best atimgithe
sleep deprivation attack. Given the viability of the hasisdd scheme
we have also analyzed the amount of energy it requires ta@tsale
cluster head.

The remainder of this paper is organized as follows. In $acli
we discuss related works. In Section Il we introduce thentravork
used to perform our analysis. In Section IV we compare theabar

The ability of sensor nodes to enter a sleep mode becomestfack and the sleep deprivation attack. In Section V wéérranalyze

serious concern for sensor networks deployedumattended and

the sleep deprivation attack and in Section VI we discus$aut to

hostile environments. Limited tamper resistance inherent to a lost ¢ mitigate this attack. In Section VII we make our conclusions

sensor node leaves the node vulnerable to being comprorhiseah
adversary [2], [7], [8]. Through compromised nodes, an eshry may
launch security attacks against the sensor network ranfgorg the
physical layer to the application layer. Due to the vast atgriand
novelty of attacks, we believe no single solution can addadkthe
attacks. As such, we limit our work to addressing a specifie tpf
attack aimed at disrupting the power management protocekmsor
applications such as target tracking.

We present two attacks which prevent victim nodes from &hepp
the barrage attack and thesleep deprivation attack. In the barrage
attack the victim is barraged with seemingly legitimate uests;

Il. RELATED WORK

A. Seep Deprivation Attack

The idea of thesleep deprivation attack was first proposed by
Stajano [9], [10]. The victim of this attack is a battery poec
computing device, such as a sensor node, which attemptsrtaime
in a low power sleep mode for as long as would possible without
adversely affecting the node’s applications. The attatdenches a
sleep deprivation attack by interacting with the victim inm&anner
that appears to be legitimate; however, the purpose of tieeaictions

however, the purpose of these requests is to waste the ictiris to keep the victim node out of its power conserving sleemleno

limited power supply by causing it to stay out of its sleep maahd
perform energy intensive operations. In the sleep depoivahttack,
the malicious node makes requests to victim nodes only &n aft
is necessary to keep the victims awake. Thus victim nodekepe
awake, but are not made to perform energy intensive opemsatis

Thus this attack can be used to dramatically reduce théntiéebf the
victim. Further, this attack is difficult to detect given thais carried
out solely through the use of seemingly innocent interastio

The work by Krishnaswami is one of few works that has attechfie
quantify the impact of sleep deprivation attacks on enemystrained



devices [11]. The approach used by Krishnaswami consigtecasur-
ing the difference between the average power consumptidaptdps

1) Node and Network Characteristics: We consider the placement
of sensor nodes to be spread uniformly at random throughegtiare

and PDAs while the devices were idle (but not in sleep mode) amegion. The sensor nodes operate on non-renewable bstteriee a

when the devices were under attack. We find Krishnaswampsoagh
to be overly simplistic in how devices were attacked. Theeastry
gives the victim a task that is specifically designed to bnordinately
large amounts of energy. Such an attack could be easilytddtgo/en
that sensor nodes are by necessity, very diligent about frever

node exhausts its battery it is considered to be dead. Teqpesheir
battery power sensor nodes will cycle in and out of a low-posleep
state.

We assume the presence of a publish/subscribe routinggaids],
[29]. A publish/subscribe protocol has two network prings, a

management. We claim that a much more difficult to detectclattapublish method and aubscribe method. The subscribe method is used

would be to have the adversary focus on keeping the victinstagp
mode, rather than try to have the victim actively processing

B. Cluster Head Selection

In sensor networks clustering is used to organize sensagsniodo
groups based in part on their physical proximity [2]. Onelaf hodes
in the cluster is delegated the task of being the cluster .h&ae
main benefit of clustering is that it enabldata fusion [12], whereby

by individual nodes to indicate their desire to receive diéting a
specified description. In our model, sensor nodes substwib# track
records withinz meters of their position. When a local group of hodes
detects a target they will share sensor readings. One oé thedes
is then elected as cluster head. This node aggregates ther stata
on behalf of the cluster and forms a track record. The trackmis
sent to all subscribed nodes by repeatedly invoking theiglubhethod.
The publish method is invoked one time for each subscribeie nBor

redundant data is pruned from the network. In the case ofetargimplicity we assume that track records are sent relialelyé track

tracking, several nodes may detect the same target. It iefub$or
each of these sensor nodes to transmit identical trackifognration
to a centralized data processor. A more efficient solutioto isave a
group of nodes perform local processing of sensor data ambrit
a single message.

In the clustering algorithm proposed in [13], clusters avarfed

record will always reach its recipient node despite netwamors or
sleeping sensor nodes).

We assume a homogeneous network, where a cluster head is
identical to any other node in the cluster in terms of capaaitd
resources. For simplicity we shall assume that nodes witlensame
cluster can communicate directly. This assumption couldebexed

by having each sensor node wait a random amount of time. Ifbg allowing multihop communication.

node has not had the opportunity to join a cluster after thimlom
amount of time, then it can declare itself to be a cluster headi
subsequently start soliciting neighboring nodes to joinciuster. To
maintain the cluster, the cluster head will select its owncsssor.
We foresee two vulnerabilities with this approach. Firstiiglg cluster
formation an adversary could ensure its selection as climtad by
immediately soliciting other nodes to join its cluster. Sed, once an
adversary node has been selected as cluster head it cam relomter
head indefinitely, by never selecting a successor. Constigu¢his
approach readily allows an adversary to launch a sleep \deiom
attack.

In [14], each node declares itself a cluster head with a fidhap.
Each cluster head will then solicit any other node withihops to join
its cluster. Nodes receiving multiple solicitations joliretclosest cluster
available. A node that has not received a cluster solioitatvithin a
certain amount of time will then declare itself to be a clustead,
and will solicit other sensor nodes withith hops to join its cluster.
Clearly this algorithm is vulnerable to a sleep deprivataitack by
allowing a malicious node to simply declare itself a clustead.

There are many other distributed clustering algorithms sewsor
network applications which rely upon clustering (e.g. 2D]), each
of which assumes that participating nodes will act hone§thus an
adversary can exploit each of these algorithms to ensurgeiestion
as cluster head. Given that clustering is a widely used dlgor it is
crucial to make it secure.

C. Target Tracking

For didactic purposes we pose our discussion of the sleajvetpn
attack within the context of a sensor network executing &itiged
clustering target tracking application; however, our lssare more
generally applicable to any algorithm that relies upon teltisg.

Target tracking research has focused on such issues aasimgehe
fidelity of sensor data, reducing redundant data, and raguenergy
consumption. Since many of these algorithms [21]-[27] rely a
trusted cluster head, they are all susceptible to the sleppvation
attack.

I1l. SYSTEM MODELLING
A. Model Assumptions

2) Security Assumption and Attack Model: We assume that sensor
nodes do not have significant tamper resistance. Thus arrsadye
is capable of compromising sensor nodes [2], [7], [8]. Tatthe
adversary can obtain data, keys, and the code inside congmom
nodes. To launch attacks, the adversary reprograms theroorged
nodes with malicious code and then redeploys them into theank.
Compromised sensor nodes may launch attacks in differgmrda
in the protocol stack, e.g., channel jamming in the physiegt
ers [7], disrupting the collaboration of sensor nodes inNH#eC layer
protocol [30]-[32], attacking the routing protocol [33kgpardizing
the localization service [34], [35] or sensor data [36]. Doethe
diversity and novelty of attacks, no one-for-all solutiorists. All
of the aforementioned attacks have been addressed séparse
such, although compromised nodes (including cluster Heausy
launch various attacks, in this work we limit our focus toritiying,
analyzing, and defending against the attacks which spafijfitarget
the network’s power management protocols.

We assume each sensor node is assigned a unique ID prior to
deployment. Further, sensor nodes cannot impersonatengmomised
nodes. Preventing impersonation could be accomplishedetuyining
every node to authenticate its messages using pairwiseskayed with
receiver nodes [37], [38]. This assumption ensures thahgoomised
node can only submit a singlete in a cluster head selection algorithm,
such as the algorithm described in Section VI-C.

We consider the placement of adversary nodes to be uniformly
random; this reflects the adversary’s desire to spread desim order
to maximize their impact. In this paper the termalicious nodes and
adversary nodes are synonymous to such compromised nodes.

B. Sensor Node Sates

To help quantify the impact of an adversary attack we havé-par
tioned the nonadversary sensor nodes into three sepaatts:dieep,
idle, andreceive (note that the lack of a transmit state reflects the fact
that nonadversary nodes do not generate network traffic irmmalel;
we have made this assumption to help illuminate the impacarof
adversary attack better). As Table | indicates, the statesginsor node
is defined by the status of its CPU and wireless radio. Acogtgiwe
consider the behavior of sensor nodes to cycle between ¢ke state
and the idle state, staying in each state for fixed time quasituA



sensor node in the idle state will enter the receive state upceipt of a cluster head will generate a track record. Second, a teadrd is
a track record. This will only occur when the sensor node lisstibed the only message that will interfere with a sensor node'sgsleycle.
to an adversary node. Once a sensor node has received adcackl r Third, ¢, is much larger than is depicted in Figures 2 and 3.

it will stay in idle mode for an extended period of time.

TABLE | @

t. tigle’ tre t te 1
NONADVERSARY NODE STATE SPACE < idle a A P idle

Mode CPU Staius | Radio Status Fig. 2. Timing diagram of normal node behavior after reegjvirack record

Sleep Sleep Mode | Off _ ) ) o
Idle On Standby Figure 3 illustrates a sensor node being victimized by apslee

Receive | On Receiving deprivation attack. The attacker sends the victim a trackmnkevery

tar + trs S€conds. Each time the victim is just about to decide that it
can go to sleep mode, it receives another track record. Heaugittim

és kept perpetually awake.

Similarly we have partitioned the adversary nodes into ttates:
deep, and transmit. Table Il indicates the status of the CPU an
wireless radio for each state. In order for an adversary nimde
maximize its energy, it will transmit track records to each its m @ m

subscribed nodes in rapid succession and then go to sleep. te ta e ta

TABLE I Fig. 3. Timing diagram of node under sleep deprivation &ttac

ADVERSARY NODE STATE SPACE . . .
Figure 4 shows a sensor node that is under a barrage attatikeNo

Mode CPU Status | Radio Status that the adversary sends the victim track records as rapiljyossible
Sleep Sleep Mode | Off (i.e. everyt,s seconds).
Transmit | On Transmitting

Fig. 4. Timing diagram of node under barrage attack

To make our analysis realistic we have used values takendaual
sensor node specifications as seen in Table Ill. We were alabtain
actual values for power, data rate [2], and packet size [@¥en
symmetric upload and download speeds for each link, we eriv;,
the time required to send or receive a packet. The timingegin V. COMPARISON OFSLEEPDEPRIVATION ATTACK AND BARRAGE
Table lll (¢q, tar, andts;,) are based upon ongoing experiments being ATTACK
performed at our lab. In this section we explain the tradeoffs between the sleppidgion
attack and the barrage attack. Further, we explain why tkepsl
deprivation attack would be the preferable method of atfemi the
perspective of the attacker.

TABLE Il
MODEL PARAMETERS

Param | Value Description In both the sleep deprivation attack and the barrage atteekittim
Piaie 300 mW | Power in idle mode will never enter its low power sleep mode. The differenceneen
Paip 1 mw Power in sleep mode the two attacks is that the victim of a barrage attack will bévaly
Prey 440 mW | Power in receive mode £ . Kk wh th icti f | deprivatidtack
P 510 MW | Power in send mode performing work, whereas the victim of a sleep deprivati

10 kbps | Data transmission rate will, for the most part, remain idle. In this section we intigate the
Tsize 296 bytes | Track record size difference between these two attacks based upon the foiipd) the
trs 236.8 ms | Time to send/receive track recorfd victim’s power consumption?) detectability of the attack, an@) the
tige | 1S Time spent in idle mode power required of the adversary.
tar 60 s Time spent waiting for a target ’
tsip ls Time spent in sleep mode A. Power Consumption of Victim

Consider the following scenario. A particular sensor nogides in

In Figure 1 we illustrate what we consider normal sensor nod#d out of its low power sleep mode. The proportion of time: the
behavior when no tracking is occuring. A sensor node altesnaSensor node is asleep versus awake is denoted by the variablés
between sleep mode for;, seconds and idle mode for,. seconds. sensor node has been given a small workload, thus it speriis80
in idle mode and 1 mW in sleep mode, giving the following eérat

denoting the sensor node’s average power consumption in mW:

tSlp tidie ts\p tidie tslp tidle 300(1 _ ZL’) + 1z (1)

Fig. 1. Timing diagram of normal node behavior when no tragks occurring  Thus this node spends 1 mw of power whes= 0 and it spends 300
mw of ow power whenr = 1.

In Figure 2 we illustrate the behavior that a sensor node dvoul Now consider if this same node was victimized by a sleep depri
exhibit upon receiving a single track record (representetbpally vation attack or a barrage attack. In the sleep deprivatitacia the
by “TR” in the figure). Initially the sensor node is altermagibetween adversary will interact with the sensor node intermittgst that it will
sleep and idle states, until its idle state is cut short bgipg@f a track never go to sleep, thus the victim will spend an average of300 of
record. Aftert,.; seconds the node has received the entire track recqrdwer. Alternatively, if the adversary was to utilize a lagye attack, the
and has determined that a possible target is coming its wégr A victim will be constantly receiving messages, causing ispend 440
waiting ¢, seconds for a target, the node determines it is safe to goN of power. Clearly the victim of a sleep deprivation attagends
back to sleep. At this point the node resumes the behavidbigath slightly less power than the victim of a barrage attack. &lso clear
by Figure 1. There are three important observations to fatst, only that the relative impact of either attack is directly praporal to .



B. Detectability 2) Power Consumption of Nonadversary Nodes: To determine the
An energy draining attack must remain undetected for as lmg @verage node’s power consumption we have partitioned sewsies
possible in order to waste a maximum amount of energy. Anlyeasinto two groups: those that are subscribed to adversaryeclieads
detected attack allows the victim to rapidly take remedéiom, such and those that are not.
as ignoring the requests of a detected attacker, beforetthekacan ~ Nodes that are not subscribed to an adversary cluster hesadaie
cause significant damage. between the idle state far.. seconds and the sleep state tor,
We speculate that the sleep deprivation attack would be e  S€conds. Thus the rate that these nodes expend energy is:
Fjiﬁicult to detect than the barrgge qttack based on thg visen that tidgie Pidie + tsip Peip @)
it generates messages at relatively infrequent rate. Ukengarameters tidie + taip

in Table Il the barrage attack requires 254 messages toriiesser .
9 q 9 y Nodes that are subscribed to an adversary cluster heachater

minute, whereas the sleep deprivation attack only requaresngle ) ;
b dep y red 9 between an extended idle state fQr. seconds and the receive state
message to be sent. : -
for ¢, seconds. Thus nodes subscribed to a malicious cluster head
C. Energy Required of Attacker expend energy at the following rate:

Since the adversary nodes are compromised sensor nodgs, the tarPidie + trs Prev
would be more likely to perform an attack which can cause a lot tar + trs ®)

of damage without requiring a lot of energy to perform. Utilizing the equations fop, Py,,m, and P,y it is straightforward

In a barrage attack the adversary has to transmit a netwoskage 10 attain the average power consumntion for non-adver -
every t,s seconds, whereas in sleep deprivation attack the adversary ge p P y
(6)

only has to generate a network message everny t., seconds. Thus
the adversary has to spend a lot more power to launch thegearra ]
attack. Considering that the adversary could simultarigolasinch 3) Power Consumption of Adversary Nodes: Assume each adver-
sleep deprivation attacks upon multiple sensor nodes f&s power Sary node goes through two states: first it sends out a trackdeo
consumption than would be required to launch a barrage katiac each of its subscribed nodes and then it sleeps. Adversaigsrmeend
a single node, it seems likely that the battery-constraiaedersary (hese messages as rapidly as possible in order to maxineigp 8ine.
nodes would prefer the sleep deprivation attack. This is modeled by each adversary node sendisgch messages to
victim nodes. As Figure 3 indicates, the victims have to ikecé&ack
V. SLEEPDEPRIVATION ATTACK records every,, +t,.. seconds to be coerced into staying out of sleep
In Section IV we showed that the sleep deprivation attack is mode. Thus the adversary spends; seconds sending messages and
serious threat to a sensor network given that it nullifies angrgy t.. + ¢.s — zt,s seconds sleeping. Therefore the total power required
savings that would have been obtained by the victims’' low growof the adversary is:
sleep mode. In this section we illustrate how an adversanyutidize
the security vulnerabilities inherent to distributed edwformation for P (7
the purpose of launching a sleep deprivation attack. We stinaw ar s
the sleep deprivation attack can as much as double the bpesaer 4) Impact of Attack: Figure 5 illustrates the effect of malicious
consumption of a 400 node network. Further we find that thislea N0des on a network containing 400 legitimate nodes for wiffesub-
accomplished with as few as 20 adversary nodes. scription radii (i.ez). Our results indicate that as more malicious nodes
To quantify the impact of this attack we measure the avera§é® inserted, the average power consumption increasespetjoally
node’s power consumption. This is a useful metric becauseitsures 0 Fiaie, Meaning that at some point every sensor node will never go to
the network-wide impact of the adversary’s attack. As a pan Sl€ep. We have also observed that it is desirable to keep small as

clarification only the power consumption of non-adversaoges will Possible to minimize. t.he effect o.f malicious nodgs. Unfoetiely, this
be measured in this metric. also reduces the ability of tracking nodes to give each atloeance

o notice of a potential target. Thus a network designer shoatefully

A. Derivation of Model consider the implications of selecting a particular suipsion radius.

We now derive the equations which we have used to analyze the
impact of the sleep deprivation attack.

Pnr'm =

Potr =

Pa’ug = pPatk + (1 - p)Pn'rm

:L’t'rsPsnd + (ta'r +trs — mtrs)Pslp
Pogy =

1) Probability of Subscribing to an Adversary Node: Using a geo- < 300 = -
. T . " = anakhbAE osorsorrsess
metric argument, the probability that a sensor node will liessribed E,.
to an adversary cluster head, given that each node is deploya 8
square region of length and each node subscribes to all track records ; 20
within a radius of sizez < L, is: gm’
2 200 1 x- z= =
(7TZ2)/L2 (2) 3 — foggz Nfigg
o y g vs R
The complement of this equation gives the probability thaeasor < lsod : : | | : = _2=5.N=400
node is not subscribed to a particular adversary node. Given 0 2 ‘:\f . G‘f’C 80 dlhf‘md 120 140
. . ‘e umber O ompromise oaes
adversary nodes with uniformly random placement, the poitibathat P
a given node will be subscribed to at least one malicioustetusead Fig. 5. Effect of Subscription Radius in Sleep Deprivatiottabk

IS:

1 (1 2\ /72\C
p=1-(1~-(z)/L%) (3) 5) Feasihility of Attack: To show that the attack is viable for an

Note that this analysis will be slightly skewed due to frireftects.
Nodes on the edges of the network are less likely to be in comtith
a adversary cluster head. However, only for small networiisthese
fringe effects will be substantial, and thus we shall igritveir effects
in our analysis.

adversary to perform, we utilize the equation ., to show the
energy required for the attacker to launch the attack. Fromanalysis
an adversary node could simultaneously attack up to 150snoelfere
its power consumption became higher than that of its vigtansl thus
from a power perspective this attack does not require traekst to



expend a great deal of energy. Therefore we conclude thasléep
deprivation attack enables the adversary to cause a lot wiaga
without expending a lot of effort.

VI. SECURECLUSTERHEAD SELECTION

We have shown that the sleep deprivation attack greatlyeasas
the sensor network’s power consumption without requirirgessive

power to be consumed by the adversary. To launch this attaek t
adversary nodes must become cluster heads, which we hawea $ho

be exceptionally easy. In this section we propose sevegalritthms
which make it much more difficult for the adversary to becornuster
head, and consequently these techniques greatly reduémpiaet of
the sleep deprivation attack. We assume adversary nodéstarested
in increasing their chances at becoming cluster heads. Wbudo not
consider an attack where the adversary intentionally dethyster head
selection.

A. Random \ote Cluster Head Selection

We have observed that clustering algorithms rely on the $tgnaf
all participating nodes, allowing a malicious node to gaterfalse
information to ensure its selection as cluster head. fE#melom vote
scheme counteracts this characteristic by randomizingteduhead
selection.

respectively. State, represents any intermediate iterations where the
algorithm fails to select a cluster head. Further,is also the initial
state of the algorithm. We denote the steady state probaliiat a
legitimate node is selected as cluster heag,as,, .- and the steady
state probability that an adversary node is selected aseclhsad as

Prand,c’-

1- (prand,c + prand,n)

Fig. 6. Markov chain representation of random selectionla$ter heads

In an argument similar to what was used to formulatethe
probability of a legitimate node being subscribed to attleag cluster
containing adversary nodes is:

2 (o4
, TZ ¢
P :1_<1_F)

The product ofp,-.nqa, andp’ gives the probability that a legitimate
node is subscribed to an adversary cluster head. Using tbdugt,

(10

1) Overview of Random \Vote Scheme: A group of local nodes using the network’s average power consumption is:

the random vote scheme form a cluster by performing theiatig
steps:

Paug,rv = p/prand,cpatk + (1 - plpr'and,c) Pnrm (11)

1) Each node locally broadcasts its unique ID. Without any defense mechanism in place, a malicious node is
2) Each node uses a pseudorandom number generator to pickgékected as cluster head with a probability of 1. In Figureeliustrate

ID of the local node it desires to become the next cluster hegdl as a function of the number of compromised nodes in the cluste
3) Nodes locally broadcast the ID of their desired clustezche  (c) and the total number of nodes in the cluster+( c). This graph
4) Each node repeats step 2 until a single node attains aitgajoshows that given a single adversary node in a cluster, thgorarvote

of votes. This node will become the next cluster head.

Each sensor node is only allowed to cast one vote at a timeetaw
in the case of a tie the nodes will restart the algorithm g 2teWe
refer to the execution of steps 2 through 4 asund or iteration. Thus
the random vote algorithm is potentially composed of sdvenands.

2) Analysis of Random \ote's Effectiveness at Increasing Attack
Tolerance: For simplicity we have assumed that telegitimate nodes

and theC compromised nodes in the network have been evenly divided
into G clusters. Thus we assume that there alegitimate nodes per

cluster andc malicious nodes per cluster.

To determine the effectiveness of the random vote scheméawe
derived an equation indicating the probability that anyhaf malicious
nodes in the cluster will be selected as cluster head, givet: tout

of n nonmalicious nodes have voted for it. The adversarial nades

the local cluster wait until all other nodes have voted sa they can
all vote for the adversary node which currently has the moses:
The probability that this node attains a majority of the- ¢ votes is
modeled with a binomial distribution as follows:

S ()

i=| 4] o1

Prand,c =

Similarly the probability that any of the nonadversary nodes are

selected as a cluster head is:

n - n 1 ¢ 1 ni
rand,n = . 1-— 9
Prand, (1) Z (z)n—i—c ( n+c) ©

i=| nte |41
%=+

The equations fop,and,. aNdprana,» are only for a single iteration

of the algorithm. We utilize the three state Markov chain igufe 6
to determine the probability of either an adversary node awa-
adversary node being elected once the algorithm has caoedplét

scheme nearly halves the probability that the adversarg nad be
selected as cluster head. However, this probability junopsetarly 1
when multiple adversary nodes are located in the same cllisteay
startle the reader to see that wher- c is even the adversary appears
to have a better chance of becoming a cluster head. This iseatdi
result of the difference between attaining a majority fod @hd even
numbers.

En+c=5
1 ®n+c=6
On+c=7
1 En+c=8
M n+c=9
1 Bn+c=10

Probability of Selecting
Adversary Cluster Head
o
w

0 3

1 2
Number of Compromised Nodes in Cluster (c)

Fig. 7.
head

Probability that the random vote scheme selects aarsary cluster

In order for this algorithm to complete, any of the- ¢ nodes in the
local cluster must attain a majority of the votes, othervitse nodes
will keep voting. We can model this phenomenon using expeecitue
as follows:

oo
I= Z x(pr'and,n + pr'and,c)(l — Prand,n — pr'and,c)171
z=1 (12)
_ 1
Prand,n + Prand,c
In Figure 8 we utilized equation to investigate the amount of time

this figure the states. and s, represent the selection of a malicioushe random vote algorithm requires to complete when we vaey t

node as cluster head and selection of a legitimate node stechead

parameters: andc. If a vote message is represented in 30 bytes, it



would take about 24 ms to transmit a single vote. Since eaghdro can independently determine who the new cluster head shoeild
requiresn—+-c votes, this graph indicates that the random vote algorithhlowever, this scheme requires that each sensor node mustainai
requires an acceptable amount of time to complete for méelsiaed a list indicating which nodes are in its cluster at all tim&8sich a
clusters (i.en < 7). However, for clusters where there are more than [t would require an unrealistic amount of per-node sterfg larger
nodes, the algorithm incurs too much latency. For exampgnithere clusters.

are 10 nodes in the cluster the algorithm would require anageesof

166 s to complete.
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Fig. 8. Time required for random vote algorithm to complete

B. Round Robin Cluster Head Selection

The lack of scalability in the random vote clustering algomn of
Section VI-A caused us to consider another approach to setuster
formation. Theround robin scheme is based on the observation that
if each node maintained more state, i.e. if clusters werentaiamed
for long periods of time, a more scalable solution would besjide.

With such a scheme cluster heads could be elected in a rouma ro 2)

fashion.

The round robin scheme operates in two phases. The first phase
bootstrapping phase where the initial clusters are forriied. second
phase is a maintenance phase, during which the precise mshibe
of each cluster is updated due to node mobility, additionesf modes

to the network, and removal of nodes from the network.

1) Analytical Model: Assuming an average af adversary nodes

C. Hash-Based Cluster Head Selection

The lack of scalability that daunts the random vote scheme in
Section VI-A and the excessive overhead inherent to thedraahin
scheme in Section VI-B motivated us to come up with fhsh-based
cluster head selection scheme, which we shall call thieash-based
scheme for brevity. This scheme performs dynamic cluggeitinan
attack and fault tolerant manner without excessive ovethea

1) Hashed Clustering Overview: In this scheme each node gen-
erates a random number and then broadcasts their numbests ha
This allows each node toommit to their particular number without
revealing it until all participating nodes have likewise committechig
process ensures that a cluster head is selected at randdongsas
there is at least one “honest” node participating in the ritigm.

To prevent a malicious node from claiming to be multiple rmde
we assume that every message has been authenticated using an
authenticated broadcast scheme suclBESLA [38].

The hash algorithm operates by having each participatinde no
execute the following steps:

1) Generate an integer; using a pseudorandom number gen-
erator and locally broadcasts @mmit message of the form
(ID,H (ID,r;)), whereID denotes the node’s identifier and
H (-) denotes a fixed length collision-resistant hash function.
Wait for enough time to pass],, that it is sufficiently
unlikely that any morecommit messages will be received.
Then locally broadcast bst messagg(/ D1, ..., I Dy)), where
(ID+,...,IDy) is a list of all IDs extracted from step 1,
including the node’s own ID as well.

3) For eachlist message received, verify that the local list of IDs
is the same as the received list of IDs. Senckguest commit
message to any node whose ID is listed in another ndd's

and n legitimate nodes in each cluster, the proportion of timet tha  message, but is not listed in the node’s own list of 1D ge.:)

the ¢ adversary nodes can launch a sleep deprivation attack from &) For eachrequest commit message received whosé,..; field
particular cluster is:

In Figure 9 we have used the equation for. to see how likely the
round robin scheme is to elect an adversary cluster head p&dson
of Figures 9 and 7 illustrates that the round robin schemeemitk
much more difficult for the adversary to become cluster héadact
the adversary nodes are just as likely to become cluster agélany

other node.
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matches the node’'s own ID, reply by repeating the original
commit message.

5) Wait for T, seconds to pass. Then locally broadcagiezeal
message, to disclosg: (ID,r;).

6) Verify eachr; with its associatedommit message.

7) Wait for T, seconds to pass. If ameveal messages have not
been received, transmitraquest reveal message{H (ID,r;)).

8) Any node that has a verified can respond to aequest reveal
message.

9) GivenY participating nodes, the cluster head will be the node
whose ID matches the following result:

Mod ((Z) ,y) 1

The key observation regarding the security of this schemihas
every participating node must send out demmit message prior
to receiving anyreveal messages. This can be ensured with a high
likelihood by selecting a sufficiently high value f@t,. Alternatively,
this security could be guaranteed by building a commurdoagcheme
that is amenable to sensor networks and provides end-toediadility

Fig. 9. Probability that round robin scheme selects an advgrcluster head by utilizing current research efforts [1], [40].

A nice property of the round robin scheme is that it only reggsiia
single iteration to select a cluster head. Each node must tkaek of
exactly which nodes are in the cluster and which node is tmeect
cluster head. Thus, when a new cluster head is needed eaeh

2) Likelihood of an Adversary Cluster Head: In this section we
analyze the likelihood of an adversary node being electasted head
in the hash-based scheme.

Notice that the output of the hash-based scheme (i.e. stegll9)

rioel a random integer so long as at least one of the participatides



is not an adversary node. This is because a random numbed adaed we have the total time spend communicating, the tota spent

to a nonrandom number yields a random number. Thus the madici by the algorithm is:

nodes will not affect the random output of the hash-basedraehby

colluding. As the following equation indicates, the proitigbthat a Tiotar = 3+ To + Tronaau (1)

adversary node is selected to become a cluster head is tleeasaamy In Figure 10 we used the equation fd¥,:.; to illustrate the time

node in the cluster: . that could be expected for the hash-based algorithm to exeEach
De,h = (14) grouping of six bars corresponds to a different choicepefand

. . ctn Myize. In order from left to right, we have usgg. = .1, Msize =
Notice that the probability that an adversary becomes efustad 400), (pe = 01, Myie = 400), (pe = .1, Muize = 300), (pe =

in the hash-based scheme is the same as in the round robimeche); *y, =~ _ 300). Within each grouping we varied the number

(i.e. pen = perr). Thus Figure 9 also applies to the hashed-based ,,yes within the cluster (i.ea + ¢) from 5 to 10. We do not
scheme. ) ] ) ) o consider which nodes amongst these ¢ nodes are adversary nodes,

3) Algorithm Latency: In this section we derive a timing model 55 4oing 5o does not change the amount of time the hash-based
to show that the hash scheme is capable of forming clustem in,qqrithm requires to complete. The most important featheg this
reasonable amount of time. Consider the hashing scheménwift i, e jngicates is that the amount of time required to sedecluster

context of a simple communication model, wheleis the rate at 1,0, in the hash-based scheme scales linearly with the mahbedes

which data can be transmitted and the total number of nodeshwhiy, yhe ¢juster. Thus this approach is scalable. We also mateeven
are participating in the algorithm is+ c. In the hash algorithm, each

S with a very high error probability (i.ep. = .1) our scheme completes
of the n + ¢ nodes mugt generatecammt,_ll_st and areveal message. in a reasonable amount of time.
The total amount of time spent transmittimg+ ¢ packets, each of

which containsM;.. bits, is: o 3 ——
Msize .‘% 25 Eg:gzs
Tonav = (n+¢)- —p= (19) 5 o
- , . , <, ? I Bn+e=10
The probability that a given message is not received by at lese 52
of then + c — 1 other nodes ig.. In this case the node will have to %E‘ 15
retransmit the message. The average number of times a giessage 58 1|
is transmitted until it is correctly received by all inteted nodes is é os |
approximated as: § '
pe F ’ Pe=.1,Msize=400 Pe=.01,Msize=400 Pe=.1,Msize=300 Pe=.01,Msize=300

oo
N’rsndl 14 ;Zpe 1+ (pe _ 1)2
Each of then + ¢ nodes generates a singtemmit message and a
single reveal message. To account for reliable transmission, each 0f4) Determining Energy Consumption: To determine the energy
these messages will be transmitted an averag¥,of: times, giving  consumed by the hash scheme we perform an average caseisanalys
the total number ofommit messages andveal messages as: upon a single node. Note that we assume that communicatiemyen
Nrcomatt = Nerevann = (n+ ¢) - Nysnar an dom_mates computational energy. _
Given that a sensor node on average transmits a total of
There is sufficient redundancy in having each node generéit® a N,..,q411/(n + c) messages, the total energy that a node expends
message that we assume each unreceteetnit andreveal message transmitting is:
will be detected. Each node transmitslitd message only once. Thus Eirans = Para - Trsndau (22)
Nristarr, the total number ofist messages generated,rist c. n+c
Eachcommit andreveal causes aequest message with probability — We assume that a node not sending a message is activelyirigsten
pe. Thus the average number aduest commit messages anekquest  to the network: and the amount of energy spent receiving is:

reveal messages is:
E'rcu = (Ttotal - Tr'sndAll) . Prcv (23)

Thus the total energy spent by a single node in the hash #igori
The sum of allcommit, reveal, list, request commit, and request s:
reveal messages gived/,snqarL, the total number of packets trans- Eiotai = Erev + Etrans (24)
mitted byn + ¢ nodes on average. Given a transmission rat& ate
total time spent byn 4+ ¢ nodes communicating a total 6¥,snqau
packets is:

(16)
Fig. 10. Time required for hash-based scheme to select teclhsad

NrrrAu = Pe - NrReva = NrroarLr = Pe - Nrcomau — (18)

In Figure 11 we have utilized equatioB:,.,; to determine the
energy required for a node participating in the cluster hesldction
Nysnaan - Msize algorithm. This graph uses the same data points as were wnsed i
Trenaan = - R (19) Figure 10, except thg-axis of this graph refers to the total energy
We estimatéZ, with the amount of time required to reliably transmiteXPended by a single node participation in cluster heacctefe We
n + ¢ messages: can see from this graph that the hash-based scheme doesqnotre
excessive energy consumption on behalf of participatindesp and

n+¢) - Nesnar - Msize (20) thus is amenable for use in sensor networks.

R
While not included in our model, the actual value By also depend
upon the expected size of a cluster, which is dependent upoesos In this paper we have shown a novel attack that an adversary
range and the density of nodes in the network. Further the §ipent can exploit upon sensor network applications which utititributed
waiting in step 2 would be slightly less than it would be inpstés  clustering. This attack, called the sleep deprivationcittaxploits the
and 7 as there are not retransmissions occurring duringxst§ince fact that conventional clustering algorithms rely upon tumesty of
there are three points in which the nodes wait for a time peoidl,, participating nodes. Thus a malicious node can ensure lgstgm as

Toz(

VII. CONCLUSIONS
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cluster head, and consequently it can launch a sleep dapnvattack
against the network. In this attack a malicious cluster rsandls victim
nodes seemingly legitimate messages; however, the puqfotese
messages is to keep its victims out of their low power sleegendhe
end result of this attack is greatly reduced node lifetimateptially
partitioning the network into disjoint pieces.

We also explain why an adversary would utilize a sleep dapan
attack, by comparing it to a more aggressive attack wherevittten

nodes are barraged with requests. We have found that the slee

deprivation attack is attractive (from the perspective ofadtacker)
due to its low cost in terms of energy and communication. Heurt
this attack is not readily detected.

Given the dire consequences of this attack, we have proposed

three schemes by which its impact can be redudgdthe random
vote scheme?) the round robin scheme, ar®) the hashed-based
scheme. We have found that the hashed-based scheme iostipéhie
other two methods in terms of resilience towards attack aogired
overhead.
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