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ABSTRACT

Unauthorizedtopying of moviesis a majorconcernfor themotion
pictureindustry While unauthorizeccopiesof movies have been
distributed via portablephysicalmediafor sometime, low-cost,
high-bandwidthinternetconnectionsaand peerto-peer le sharing
networks provide highly ef cient distribution media.Many movies
areshaving upon le sharingnetworks shortly after, andin some
casegrior to, theatricalrelease.lt hasbeenarguedthatthe avail-
ability of unauthorizedcopiesdirectly affects theaterattendance
andDVD salesandhencerepresentamajor nancial threatto the
movie industry Our researchattemptsto determinethe sourceof
unauthorizeatopiesby studyingthe availability andcharacteristics
of recentpopularmoviesin le sharingnetworks. We developed
adatasetof 312 popularmovies andlocatedoneor moresamples
of 183 of thesemovieson le sharingnetworks, for a total of 285
movie samples.77% of thesesamplesappeato have beenleaked
by industryinsiders.Most of our samplesappearean le sharing
networks prior to their of cial consumeDVD releasedate. In-
deed,of the moviesthathadbeenreleasedn DVD asof thetime
of ourstudy only 5% rst appeareaftertheirDVD releasalateon
aweb sitethatindexes le sharingnetworks, indicatingthat con-
sumerDVD copying currentlyrepresents relatively minor factor
comparedwith insiderleaks. We performa brief analysisof the
movie productionanddistribution processndidentify potentialse-
curity vulnerabilitiesthatmay leadto unauthorizedopiesbhecom-
ing availableto thosewho may wish to redistribute them. Finally,
we offer recommendationfor reducingsecurityvulnerabilitiesin
themovie productionanddistribution process.
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1. INTRODUCTION

TheU.S.motionpictureindustryestimateshatits revenudosses
dueto unauthorize@opying andredistritution of moviesvia phys-
ical media(video cassettesDVDs, VCDs etc.) exceeds$3 billion
annually [22].! Eachyearover 400 facilities for illegally dupli-
cating audiwvisual contentare discoveredin the U.S., and mary
more are believed to remain undiscaeredin both the U.S. and
overseag30]. In 2001,74 suchfacilitieswereraidedin Asia [32].
Malaysia,Pakistan,andChinaarebelievedto beamongthelargest
producer®f unauthorizedopiesof audiovisualcontent.Themovie
industryhasnotrelease@stimate®f revenuelosseslueto Internet
redistritution of unauthorizeaopies;however, recentstudieshave
estimatedthat thereare 350,000to 400,000illegal movie down-
loadseachday and projectedrevenuelosesof up to $4 billion an-
nually within the next two years[11, 33].

Estimatingrevenuelossesdueto illegal downloadsis problem-
aticbecausd is dif cult todeterminavhatfractionofillegaldown-
loadsresultin lost revenuefor the industry and whetherillegal
downloads,throughthe “free publicity” they generate have ary
positive impactson box of ce revenues.Nonethelessit is likely
that redistribution of unauthorizeccopiesvia the Internetwill in-
creasinglyaffect DVD movie salesandpaid Internetdistribution of
movies. As theeaseof downloadingunauthorizedopiesof movies
grows with the availability of low-cost, high-bandwidthinternet
connectionsand peerto-peer le sharingnetworks, the movie in-
dustry's concernsaboutillegal downloadsis intensifying. These
concernsareheightenedy unauthorizeadopiesof moviesbecom-
ing availableon theInternetprior to their U.S.theatereleasd29].

Much of the discussioraboutpreventing unauthorizedcopying
of movies hasfocusedon shuttingdown the massproductionand
distribution of piratedmoviesandonschemeso preventconsumers
from making unauthorizeccopiesof maovies from DVDs, VCDs,
paid Internetdownloads,or digital television broadcast$32]. Un-
til recently therewaslittle public discussioraboutsecuritymea-
suresto prevent unauthorizectopiesof movies from falling into
thehand=of thosewhowill masgproduceghem—sometimekefore
their theatricalrelease.In a recentinterviev with The Guadian,
oneindustrywatcher Mark Endemanodirectorof Deloitte Con-
sulting's mediapractice criticized the movie industryfor concen-

In somestatementshe MPAA hasclaimedthis numberincludes
only analogvideo cassettalistribution [32], while in other state-
mentsthe MPAA hasclaimedthis numbercoversall illegal distri-
bution exceptinternetdistribution [22].



Figure 1. A preliminary version of the Im “The Hulk” was
criticized for the poor quality of its CGIl. The watermarks in
the bottom right corner were removed in an attempt to mask
its origin.

tratingon bootleg DVDs andvideocassette§33]. In aWall Street
Journal interview, Walt Disney Studioschief Dick Cookcriticized
thecommonindustrypracticeof sendingoutthousandef screener
DVDs to Academyvoters,sayingthattheindustryhadbeenslow to
acknavledgethatthis practicewasfacilitatingmovie piragy. “The
unfortunatepart of this industrysometimess thatit hasto gethit
over the headbeforesomethinchappens, he said[18].

In the Springof 2003 several pressreportshighlightedsecurity
measureshatmaovie studioswereputtingin placeto preventunau-
thorized copying of movies during the pre-screeningsonducted
for the mediaor as part of marketing research12, 26, 29]. De-
spitethesemeasuressomemovies are becomingavailable on the
Internetbeforetheir theatricalrelease andin somecasesbefore
a movie hasbeenfully edited. For example,an early versionof
Universals TheHulk begancirculatingon the Internettwo weeks
beforeits June20, 2003 U.S. theaterreleasedate (seeFigure 1).
Theversionillegally releasedn the Internethadincompletecom-
putergraphics,which werewidely criticized on Internetmessage
boardg15]. Within threeweeksKerry Gonzaleavaschagedwith
postingthepurloined Im onthelnternet.Gonzalezeportedlyob-
tainedavideotapeof apre-releaséwork print” of themovie from
afriend,whohadin turnrecevedit from anemplo/eeof aManhat-
tan print adwertising rm thatwaspromotingthe movie. He plead
guilty to a singlecountof felony copyright infringementandfaces

nes andupto threeyearsin prison[20, 27].

Ourresearctattemptdo classifythe sourceof unauthorizedn-
ternetcopiesof moviesthatwerein theU.S.box of ce top 50 dur-
ing an 18-monthperiodbeginningin January2002. Much unsub-
stantiateddebatehasoccurred put we know of no reliabledataon
this subjectin the public domain. In this paperwe presenta brief
analysisof themovie productionanddistribution processandiden-
tify securityvulnerabilitiesthatmayleadto unauthorizedopiesof
movies becomingavailableto thosewho may wish to redistrikute
them. We presenbur analysisof time lagsbetweennternet,the-
ater andDVD releasesluring our study period. We describeour
methodologyor determiningheprobablesourceof Internetcopies
andthe resultsof our analysis.Finally, we offer recommendations
for reducingsecurityvulnerabilitiesin the movie productionand
distribution process.

2. MOVIE PRODUCTION AND DISTRIB U-
TION

Ourexaminationof securityvulnerabilitiesbeginswith themovie
productionprocessin which variousaudio,video,anddigital arti-
factsarecreatedandcombinedinto the nished product. We then
examinethe movie distribution processwhich includesthe physi-

cal or electronicdistribution of moviesto consumeraswell asto
critics, awardsjudges,andothers.Marketing andrelatedactivities
may occurduring boththe productionanddistribution processes.

Figure2 describe®nepossibleproductionanddistributionwork-

o w. Notethatthisis but onemodelof theproductionenvironment.
Eachstudiohasa uniquesetof tasksandparticipants but we be-
lieve thatmoststudios'processemcludealmostall of thoseshavn
here.While ouranalysiss driven by thiswork ow, it is notdepen-
dentonthe particulardetailsof this structure.

The nexus of the productionprocesss the editing room. This
is the placewherethe Im is assembledy cutting and mixing
the physicallocation video and audio recordings(shots). Once
roughcutsof theseshotsare available, additionalaspectsuchas
computemgeneratedpecialeffects(FX) andmusicandsoundsyn-
thesis(aud) are addedby outsideparties. In all cases,the en-
hancedcontentis returnedto the editing room, possiblyfor fur-
ther cutting, modi cation, and enhancementFinally in the post-
productionstagethevisualandaudioelementof amovie are ne-
tuned. As with mostof the otherpartsof the productionprocess,
post-productioomay be outsourcedo othercompanies.

Parallelto the developmentof the contentitself arerelatedbusi-
nessactiities. Marketing departmentslevelop adwertisementso
promotethe movie, oftenlong beforethe contentis actuallycom-
pleted. Trailers and postersare createdto raiseawarenesf the
movie. The marketing departmentilso gaugesaudiencereaction
to early cutsof themovie shavn in privatefocusgroupscreenings.
The Im is alteredin responsdo audiencereactionand suneys.
Often whenthe contentis nearingcompletion, studio executives
and nancial baclersview the contentandmake suggestionsThe

nal versionto beshawn in theaterss completedvhentheeditors,
directors producersandmarketing departmenaresatis ed.

Thedistribution procesgeplicatesanddeliversthe nal version
to authorizedparties.Of key interestto usis thetiming of delivery
to thevariousparticipants We considethreedistinctperiods:prior
to theatereleasebetweertheatereleaseindDVD releaseandaf-
terDVD releasé. ThislastphaseafterDVD releaserepresentan
opportunityfor endconsumersgo make unauthorizedcopies(e.g.,
by directly ripping the contentfrom purchase®VDs).

Prior to theaterreleasethe nal versionmay be distributedto
mary parties.Critics andawardsjudgesmay receve copies.Note
thatthis processenesanessentiafunctionin themovie industry:
to publicizeanddraw (hopefully positive) commentaryaboutthe
movie. However, the sheemumberof peopleinvolvedat this stage
considerablicomplicatesontentsecurity Many studioemplo/ees
have accesgo the nal version:marketingandexecutvescontinue
to view the contentandbuild andexecutestrateiesfor its promo-
tion. The contentis typically deliveredin someportableformat
(VHS or DVD) to all theseparties.

The contentitself mustbe replicatedby a Im productionfacil-
ity, whereary numberof emplog/eesmay have accesgo it. Onor
immediatelyprior to thereleasalate the contentis deliveredto the
cinema. Historically, movie releasehave beenstaggeredacross
locations.However, because®f concernsaiboutunauthorizeatopy-
ing, somestudiosare compressingheir releasetime frames[26,
29]. Oncea cinemareceves a movie, it hbecomesaccessibldo

Thereare, of course,otherimportanteventsin the movie distri-
bution processncludinginternationareleaseshotel pay-pefview
releasesairline releaseshome pay-pefview releasesgetc. Our
analysisfocusesonly on the three periodswe have outlined. In
addition,somemovies have separat®VD andVHS releasadates;
however, in our analysiswe consideronly the earlierof thesetwo
dates.NotethattheDVD releaselateis the dateon whichamovie
becomeswvailableon DVD in theU.S.for bothsaleandrental.
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Figure 2: Movie production and distrib ution work o w. Content is cooperatively generatedduring the production processThe nal
productis replicatedand delivered to the consumerduring the distrib ution process.

cinemaemplo/ees. Whena movie is projectedit is exposedto
membersof the public who may make unauthorizectopiesof the
projectedimageaswell asto cinemaemplg/eeswho have direct
accesgo the projector

Several monthsafter theaterrelease movies are replicatedon
DVDs atDVD pressingplants.DVDs arethendistributedto stores
andmovie rentalcompanies.lt is not unusualfor U.S.DVD dis-
tribution to begin a monthor morebeforethe of cial DVD release
date. (Typically, overseadDVD distribution of Americanmovies
doesnot begin until afterthe U.S. releasedate.) Thus, storeem-
ployeesmay have accesso DVDs several weeksbeforetheir re-
lease,andin somecasesstoresmay begin selling DVDs prior to
thereleasalatecontraryto studiopolicy.®

3. SECURITY VULNERABILITIES

A variety of attacksagainstmovie contentproductionanddeliv-
ery systemsare alreadyproving successful.In studyingtheseat-
tackswe malke thecritical distinctionbetweerinsiderandoutsider
attacks[24]. In generaljnsidersarememberf the (at leastpar
tially) trustedcommunity As is true of informationsecuritymore
generallymostof the precaution@ndcountermeasurassedto ad-
dressinsiderthreatsin the movie industryarenecessarilyifferent
thanthosethataddressutsiderthreats.

Anecdotalevidence,for examplefrom the releaseof the latest
Harry Potterbook, suggestghat book publishershave beenmore
successfuthanmovie studiosin preventingstoresrom sellingtheir
productsbeforetheof cial releasalate.It mightbeusefulto com-
parethe stratg@iesusedby thesetwo industriesto enforcetheir re-
leasedates.

Insiderattackscanbe extremelydif cult to protectagainst.As
an examplewe take the caseof RobertHanssenwho managedo
pasdarge amountsof sensitve FBI datato the RussiansThe FBI
presumablytakes strongmeasuresgainstexactly suchaninsider
attack.YetHanssemwasincredibly successfuin his attackagainst
FBI protectedcontent. On the whole though,despitethe seeming
dif culty of preventinginsider attacks,an organizationcanwield
considerablg@ower againstinsidersandimposestrongconstraints
on haw insidersconducttheir legitimateaffairs. In contrastmary
organizationgincludingthe FBI) have very weakcontrol over out-
siders.Preventionof outsiderattackss oftenawastedeffort when
strongmeasuresrenot rst putin placeto preventinsiderattacks.

3.1 Insider attacks

Our analysisrevealsmary typesof potentialinsider attackson
the movie productionanddistribution process.Thefollowing lists
but afew of themary potentialthreatsto securemovie production
anddistribution:

Unauthorizedtopying of amovie in theeditingroomor nearby
in the supplychain,whetherrst cutor nal product.These
copiesoften have small differencesfrom the releasedver
sionor includeincompleteaudioor visuals,asshavn in Fig-
ure 3. Someare marked with obtrusie text thatidenti es
theirsourceasshavn in Figure4, orincludeon-screercoun-
ters,asshavn in Figure5.

Unauthorizedtopying of acritic'sadwancedcopy of amovie.
Thismayhavethetext “Screenercopy only, propertyof some
namé appearingnthescreeroccasionallyasshovnin Fig-
ure6.



Figure 3: Editing roomartifact —boom microphonein top cen-
ter of Im.

Unauthorizedtopying of apromotionalor preview screening
copy. This may be marked in a similar fashionto critics'
versionsasshavn in Figure8.

Unauthorizedcopying of an awardsjudge presentatiorof a
movie. Copiesmay be marked with thetext “For your con-
sideratiori, asshowvn in Figure7.

Digital through-the-aivideo recordingby a projectionistat
a cinemawith aspect-correctideo, suitableexposure,and
directaudio. Thesecopieshave highly variablevideoquality,
but oftencanbevery good.

Unauthorizeccopying of a consumemediumsuchasDVD
or VHS atthefactoryor ary otherpoint prior to sale. These
copiesareunmarled andof nearperfectquality.

Note that we considerall participantsin the movie production
anddistribution proces®otherthantheendconsumeto beinsiders,
althoughsomearenotemployeddirectly by movie studios.

3.2 Outsider attacks
For comparisowe alsoshav someexamplesof outsiderattacks:

Digital through-the-aivideorecordingby a consumewusing
acamcordefrom acinemaseat.Thesecopiesgenerallyhave
badvideoandaudioquality dueto thethrough-the-ainature
of the acquisition. Oftenit is noticeablethat the copy was
not recordedat the sameanglefrom which it wasprojected,
asshavn in Figure9.

Unauthorizedcopying of a consumerental DVD or VHS
tape.Thesecopies(andthefollowing two types)canbenear
perfectin quality but do not appeauntil sometime afterthe
creationandreleaseof the content.

Unauthorizedopying of aconsumepurchase®VD or VHS
tape.

Unauthorizedcopying from cable, satellite,or broadcast V.

Outsiderattacksseeminglyrepresent greaterthreatdueto the
muchlargernumberof potentialattaclersandthefactthattheseat-
tacksoccurwhenthemovie isin nal form andis freefrom studio
markings. However, in the next sectionwe examinesomeimpor-
tantattributesof thesecopiesthatcanoverridetheseconcerns.

3.3 Freshnesand quality

Unauthorizedcopiescanvary in mary ways, two of which are
of particularimportance:freshnesandquality A Im' sfreshness
dependsn how new it is: a Im is mostfreshat or prior to its
theatricalrelease Freshness importantbecauselemandendsto
behighestfor new moviesandmarketing efforts aregreatesfor re-
centreleasesUnauthorizedopiesof maviesthathave notyetbeen
releasedn theatersor in a particularmarket areespeciallyvalued
becausehey areviewable beforea movie is availablethroughle-
gitimatechannels.

The path that unauthorizedcopies o w throughmay resultin
copiesnotbecomingwidely availablewhenthey areveryfresh.For
example,unauthorizeccopiesmay be distributedinitially in rela-
tively closedcommunitiesvia FTP sites,IRC channelspr internal
university seners, and only later emege onto full scalepeerto-
peer le sharingsystems.Ultimately, unauthorizecdtopiesmay be
indexed by contentveri cation sites,makingthe copieswidely ac-
cessible Contentveri cation sitesactasindexesfor moviesshared
onpeerto-peemetworks,providing informationsuchas le names,
dateof rst appearancéon the veri cation site), le size,check-
sum? andquality. Thetime it takesanunauthorizedtopy to male
its way into anindex may rangefrom onedayto several weeksor
more.

Contentquality is alsoof primeimportance.Dueto the sizeof

les requiredto hold a digital representatiof a movie, aggres-
sive videocompressioris oftenemplag/ed. For example,a1.5hour
Im canbe aslarge as 4.7 gigabytesat full DVD quality andis

usuallycompressetb oneor more700megabyte les for Internet
distribution. Degradedqjuality dueto lossyvideocompressiomrou-
pledwith quality problemsintroducedby the copying method(for

example,through-the-aicapture)canresultin poorquality copies
thatarenot satisfyingto endconsumersOn the otherhand,high-

quality unauthorizedcopiesmay be indistinguishabler nearlyin-

distinguishabldrom legal copiesdistributedvia portablemediaor

TV broadcast.

Thereis considerablalesirefor movies that are both freshand
of high quality. (We notethat in the music arenafreshnessand
quality play a differentrole dueto differencesn the marketingand
usageof the media,the les sizesinvolved, and fundamentatif-
ferencedetweeraudioandvideo.) Generallyunauthorizeatopies
with thesecharacteristicganbe obtainedonly throughinsiderat-
tacks.Fresh(beforeor duringcinemarelease)goodquality copies
(TV quality or better)are almostimpossibleto obtainthroughan
outsiderattack. This obsenationis of key importanceo our anal-
ysis of movie productionanddistribution securityvulnerabilities.
The numberof holesto be pluggedin preventing insider attacks
is minisculecomparedo thoserequiredto preventacquisitionand
re-transmissionf outsideroriginatedcopies.Moreover, thepeople
involved in insiderattacksare by de nition undersomein uence
of thecontentownersin thatthey have jobsin theindustryandhave
somethingto lose. This hasimportantimplicationsfor preventing
unauthorizeatopying of movies.

4. EMPIRICAL ANALYSIS

In order to gain additionalinsightsinto the sourceof leaked
movies, we conductedan empirical analysisof movies that were
in theU.S.box of ce top 50 betweenJanuaryl, 2002andJune27,

The checksumprovides anidenti er for eachuniquecopy of a
movie uploadedo a peerto-peernetwork. All identicalcopiesof
the samemovie have the samechecksumThe checksumsareuse-
ful for identifying movies, andthey allow for client software that
can download differentblocks of a movie from multiple sources
simultaneously




Figure 4: Studio “pr operty” marking.

Figure 6: Screenertext.

Figure 8: Copy marked as being a promotional DVD with
explicit instructions for reporting leak.

2003. This sectiondescribesour methodologyand the resultsof
our analysis.

4.1 Methodology

We developedour datacollection procedurewith the following
requirementsn mind:

It mustbedocumentedndreproducible.

An analysighatrequiresonly publicly availabledatais prefer
able over onethat requiresprivileged access.Clearly such
analysesarealsomorereproducible.

It shouldbeconsistentith fair useprovisionsof U.S.Copy-
right Law.

It shouldbeautomatabléo theextentthatbothongoingstudy
andbulk retrospectie analysexanbe performed.

Our methodologywasalsoin uenced by the modestresources
we hadavailableto us for this project. We expectthatthe movie

Figure 5: Production copy — note time codeon bottom left
and two blurr edwatermarks at bottom center.

Figure 7: Copy marked asheingfor awards consideration.

Figure 9: A frame from an unauthorized copy of a movie
probably recodedthr ough-the-air using a camcorderfrom a
cinemaseat.Note the slightly angledstudio URL.

industrycould devote signi cantly moreresourceso conductinga
similar study given the economicconsequencesf this issuefor
them.

4.1.1 Movie Data Set

We developeda suiteof programshataccespublicly available
movie web sitesand compilelists of maoviesthatwerein the U.S.
box of ce top 50 ary time betweenJanuaryl, 2002and June27,
2003.This processautomaticallycollectsandorganizesavarietyof
dataincluding cinemareleasedate,DVD releasalate,distributor,
MPAA rating,box of ce take,andsomecrudepopularratings.We
gatheredstatisticoon 409moviesthatmetour criteria. We removed
from our datasetthosemoviesthatwerereleasedutsidethe U.S.
prior to their U.S. releaseincluding thosescreenedt foreign Im
festivals prior to U.S. release. We also removed several movies
from our datasetthatwe hadincompleteinformationabout. Our
resultingdatasetincludes312movies.



4.1.2 UnauthorizedCopyldenti cation

For eachmovie in our datasetwe usedour softwareto searchan
online contentveri cation siteandautomaticallynd all theunau-
thorized copies. The information on contentveri cation sitesis
postedand maintainedby volunteers,and may not be completely
accurate.Furthermorethereis often a delay of several daysto a
few weeksfrom thetime amaovie is rst madeavailableon a peer
to-peernetwork until it is indexed on a contentveri cation site.
However, useof the contentveri cation site allowed usto obtain
datafor movies postedover morethanan 18 monthperiodwithout
monitoringthe peerto-peernetwork for thatentireperiod. In ad-
dition, it allowed usto avoid downloading les thatdo not contain
the contentthey claimto contain(oftenreferredto asdecqys).

Someof the movies we queriedon the contentveri cation site
resultedin no hits, othersresultedin multiple hits (indicatingthat
multiple versionsof a particularmovie wereavailableon a peerto-
peernetwork). We limited our searchto a single contentveri ca-
tion site; queryingmultiple contentveri cation siteswould likely
have producednorehits. Thecontentveri cation sitewe usedusu-
ally doesnotindex poorquality copiesof movies.

4.1.3 File SampleAcquisition

Usingtheinformationobtainedrom thecontentveri cation site,
we locatedthe correspondingles on apeerto-peeretwork auto-
maticallyandacquireda smallpartof eachrelevantcopy (on aver-
age,about ve percentof eachmavie).® We wereunableto down-
load the les correspondingo a few of the relevant hits, and 27
of the les we downloadedwere unplayable.We alsodiscorered
that18 les wereforeignreleasegfor example,with non-English
subtitles),andwe did not considerthosefurther. We successfully
downloadedandplayed les correspondindo 285relevanthits for
the 312 movieswe studied. Thesehits referenceanline copiesof
183 movies (59%of themoviesin our dataset).

We wrote a Perl moduleto provide a corvenientinterfaceto a
peerto-peerclient runningon a 200 MHz computerconnectedo
the Internetvia cablemodem. The moduleallowed us to initiate,
monitor, pauseandcancel le downloadsin suchaway asto end
up with a sampleof ary requiredsize of eachof the desired les.
It took approximatelyoneweekto acquire312 playablesamples,
totalingover 18 gigabytesof data.

4.1.4 ContentClassi cation

Oncethe samplesvereacquiredan automatedscriptsened the
samplego a pool of humanobserersfor judgment,alongwith a
form in which to entervariousdata. The datarecordedncludeda
judgmentonvideoandaudioquality alongwith thepresencer ab-
senceof thevariouspossibleeatureof unauthorizedopies.Some
automatedanalysismethodswere performedalsoat this stage.In
mostcasest wasstraightforvard for the obserersto judgethe au-
dio andvideo quality. However, therewere 38 samplesfor which
obserers commentedon their forms that they were not entirely
surethattheir judgmentswere correct. In mostcasesheir uncer
tainty wasaboutaudioquality.®

The le sharingsoftwarewe usedobtainsmoviesin blocks,usu-
ally baginning rst with ablockattheveryendof themovie le and
thenproceedingvith ablock from thevery beginningof themovie
le. Sincesomemaviesarestoredin multiple les, the beginning
andend of the le doesnot always correspondo the beginning
andend of the movie itself. We found that by settingour scripts
to download eight percentof one le from eachmovie we could
acquirea completeblock from the beginningof mostof themovies
we studied.A block from the beginning of the movie is especially
useful,asthisis wheremary studiomarkingsarefound.

Automatedtools might be developedto more accuratelyassess

It shouldbenotedthatsomeof thesamplesnayhave hadstudio-
insertedtext tagsindicative of a critic releaseor otherpre-release
that were removed beforethe movie was postedto the Internet.
If the text is insertedonly at the beginning and not superimposed
on the movie content,it is particularlyeasyto remove. We found
one samplewheresomeonéhadattemptedo remove this text but
appearedo have inadwertently left oneframein the versionthey
postedto the Internet. We suspecthat mary of our othersamples
hadthe studiotext removed completely

4.1.5 Analysis

Basedupon the datacollectedin the abo/e processesve ex-
aminedthe interactionbetweerfreshnesscopy quality, andattack
point. For eachmavie we calculatedthe time lag betweerits the-
aterreleaseandits rst appearancen the contentveri cation site.
If themovie hadbeernreleasednDVD we alsocalculatedhetime
lag betweenthe DVD releasedateandits rst appearancen the
contentveri cation site.

We classi edthe attackpoint asinsider(asopposedo outsider)
if any oneof thefollowing conditionsaremet:

If the copy appearancdateis prior to cinemarelease.

If thecopy haseditingroomartifactssuchasfrequentboom
microphonesn shotor is obviously notthe nal releaseadit
(seeFigure3 for examples).

If thecopy hasary industryrelatedtext or overt watermarks
(seeFigures4, 5, 6,and 8, for examples).

If the copy hasgoodthough-airvideo capturebut apparently
directcapturechudioandappearetheforeDVD/VHS release
date.In this casea cinemaemplo/eelikely capturedthe au-
dio directly from the projectorand capturecthe videovia a
camcorderpositionedin the projectionboothor in an opti-
mally locatedcinemaseat.

If the copy is plainly madefrom DVD sourceandappeared
beforeDVD releasalate(likewisefor VHS).

Othercopiesareclassi ed asoutsidersourcedor unknavn.

4.1.6 Limitations

Our analysisprovides somemuch-neede@mpirical data; how-
ever, it isimportantto beawareof someof thelimitationsinherent
in our methodology First, no analysisof this type will ever be
ableto accesall or evennearlyall distinctunauthorizedopiesof
movies. Hencewe inherentlyunderestimatehe numberof such
copiesin existence.Our usageof contentveri cation sitesto de-
terminewhen eachmovie becameavailable on the Internetis a
key ideathat permitsretrospectie analysis,allowing us to avoid
a lengthy datacollection process. Thesesitesalso relieve us of
muchof theload of decy removal, but canintroduceothererrors.
Speci cally they resultin estimategor theappearancéme of les
ontheInternetthataresomevhatlaterthanthey shouldbe. Thus,
our estimate®f thenumberof insidercopiesareconserative. Fur-
thermore the contentveri cation site we usedappeardo remove
entriesfor particularly poor copies,which are often postedearlier
thanhigherquality copies,addingsomebiasto our analysis.From
our experiencereviewing the study samplesthe contentveri ca-
tion sitesappeato be otherwisevery accurate Our spotchecking
of releasedatesagainstotherdatasourcegevealedoccasionami-
nordiscrepanciesuchasinconsistenteportingof limited andwide

audio quality, for example,by measuringthe differencebetween
audiochannels.If little or no differenceis found betweenaudio
channelsit would suggesthe audiowasacquiredhrough-the-air



releasalatesputtheseerrorswererareandnotverysigni cant. We
did not nd ary moviesin our samplethatappearedo bedecgs.

Our copy samplingandviewing proceduremay introducesome
additionalerrors. We were unableto view 27 of the samplesve
downloaded.While it is possiblethat someof thesesamplesvere
corruptedwe suspecthatmostwereencodedn formatsthatwere
unplayablevhenonly asmallsamplevasobtained.In addition,be-
causea movie with insidermarkingsmay not have thesemarkings
in every frame, the insider markingsmay not appearin the short
sampleof eachmovie thatwe viewed, causingusto undercounthe
numberof copieswith suchmarkings. Also, somesamplesmay
have hadinsidermarkingsremoved beforethey werepostedto the
Internet. Again, this resultsin anoverly conserative estimateof
insiderleaks.

The one areawherewe may not be conserative is in our es-
timatesof insiderleaksof unmarled DVD-quality copies. Some
of thesecopiesthatappeaiin the weeksprior to of cial consumer
DVD releasemay have beenpurchasedy consumergrom stores
thatmadethemavailableprior to thereleasedate.

It shouldalsobenotedthatour studyfocusedon popularmovies.
It is not clear whetherwe would nd similar patternsfor small,
independentovies.

4.2 Results

Of the312mavieswe studied,183wereindexed on the content
veri cation site,indicatingwidespreadnternetavailability. Of the
285movie samplesve examined,77% appeato have beenlealed
originally by industry insiders(determinedusing the criteria we
outlinedin section4.1.5. On average the movie sampleswve ex-
aminedwere indexed 100 daysafter theaterreleaseand 83 days
beforeDVD release.While only 7 of thesemovies wereindexed
prior to their theaterreleasedate, 163 were indexed prior to their
DVD releasalate.Only 5% of themovieswe studiedthathadbeen
releasedn DVD asof thetime of our studywere rst indexed af-
tertheir DVD releasalate,indicatingthatconsumeDVD copying
currentlyrepresentarelatively minorfactorcomparedvith insider
leaks.

FigureslOand1lillustratethedistribution of time lagsbetween
appearancenthecontentveri cation siteandtheatetandDVD re-
lease respectiely. The graphsshav thatmary movies appearon
the Internetwithin threeweeksof their theatereleasedate. These
include movies leaked during the productionandcinemadistribu-
tion procesaswell ascopiessentto criticsandOscameviewers. A
secondvave of leaksbeginsaboutonemonthbeforeDVD release.
Most of thoseleakslikely originate from DVD pressingplants,
DVD distributors, retail emplo/ees,or Oscarreviewers; however,
somemay occur as a result of consumercopying of DVDs pur
chasedat storeshatsellthembeforetheir of cial releasedate.

Thevastmajority of the samplesn our datasetwereDVD qual-
ity. ThosethatwerenotDVD quality hadshortellagtimesbetween
their theatemeleaseandInternetavailability. Likewise,thosewith
overtwatermarksr textual markersalsohadshorterlag times. Ta-
ble 1 shaws the classi cationsof the moviesin our datasetalong
with the averagelag times for eachclassi cation. Note that we
have multiple sampledor abouthalf of the moviesin our dataset,
for examplebothathrough-the-aiquality sampleandaDVD qual-
ity sample.

Thepercentagef moviesindexedonthecontentveri cation site
andthemeanlagtimesvariedconsiderablpetweermovie studios.
The productionanddistribution processesf eachstudiomay ac-
countfor someof this variation,aswell the typesof movies pro-
duced.

Movies Released on Internet

L Uy,

-5 0 5 10 15 20 25 30 35 40
Weeks (week 0 is theater release)

Figure 10: Distribution of theater/Internet releasetime
lagsfor samplesin our data set. WeekO is the weeka movie
was rst releasedn U.S.theaters.
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Figure 11: Distrib ution of DVD/Inter net releasetime lags
for samplesin our data set. WeekO is the weeka movie was
releasedf cially to U.S.consumerson DVD.

Table 2 shavs the datawe collectedfor eachstudiowith ve
or more movies in our dataset. Note thatin somecasesmaovies
arelistedasbeingreleasedy a studiothatis a division of alarger
movie productioncompan. Thus,for example Walt Disney movies
in our samplemay be classi ed asbeingreleasedy BuenaVista
Picturesor TouchstonePictures.

5. CURRENT AND RECOMMENDED SE-
CURITY MEASURES

The movie industry hasbeentaking stepsto identify and shut
down illegal videoreproductiorfacilities andstopthe distribution
of piratedvideosandDVDs for sometime [30, 32]. However, until
recently therewerefew public reportsof industrystepsto prevent
individualsfrom obtainingthe rst unauthorizeatopy from which
mary othercopiesmightbereproducedWereferto this rst unau-
thorizedcopy asa leaked copy, andview the prevention of leaks
to be paramountn preventingunauthorizedeproductiorof fresh,
high quality copiesof movies. Leaked copiesareof particularcon-
cernto themovie industrybecaus¢hey make it possiblefor illegal
copiesof movies to be reproducedwidely beforea theatricalre-
lease. Fortunately leak preventionis, perhapsthe securityarea
wheretheindustrycanmosteasilyexert control.



Numberof Theater | DVD
Samples Internet Internet
Lag Lag
(days) (days)
Reviewed 285 100 -83
Samples
Insider 220(77%) 105 -79
Outsider 65 (23%) 86 -96
Incomplete 4 (1%) 38 -192
videoediting
Incomplete 1( 1%) 12 -362
audioediting
Watermarkor | 35(12%) 52 -141
text marker
VHS quality 6 (2%) 60 -149
DVD quality 223(78%) 123 -62
Through-the- | 46 (16%) 9 -171
airvideo
Through-the- | 39(14%) 10 -171
airaudio

Table 1: Classi cation of moviesin sample.Numbersin paren-
theses epresentpercentageof reviewedsamples.

In the following subsectionsve rst review known stepsthe
movie industryis currently taking to prevent leaksandthen con-
sideradditionalcountermeasuregppropriatén threedistinctphases:
short, medium, andlong term. The shortterm solutionsare in-
tendedto suggesimmediateand simple actionsto prevent leaks.
The mediumterm solutionsapply existing technology but require
both modi cation of the contentdelivery processesand develop-
mentof technicalsolutions. The long term solutionsdependon
the advancementf contentmanagementechnologiesand hence
arecontingenton somefactorsoutsidethe movie industry's direct
control. Our proposedsolutionsarebroadrecommendation€ach
productionfacility should perform considerableself-examination
abouthow they handlecontentto bestlimit thepossibility of leaks.
Wherethis leadsto new internalproceduresindtechnologiesit is
likely to besuccessfullf new measuregattemptonly to modify the
behaior of outsiderstheeffort is likely to fail.

5.1 CurrentLeak Prevention Efforts

The following overvien of currentleak prevention efforts was
developedafterresearchingews reportsof movie industrysecurity
measuresOf course,it is likely thatthe industryis alsopursuing
othersecuritymeasurethatthey have not publicized.

The MPAA is reportedlyworking on bestpracticessecommen-
dationsto assistmavie studiosin combatingpiracy [12]. Accord-
ing to insiderswe spole with, the studioshave followed security
proceduredor sometime suchas coding pre-releaseopiesand
requiringthatall pre-releaseopiesbe signedout whenthey leave
thestudio. However, theseproceduresareofteninsufcient for pre-
ventingleaks.

Pre-releaseopiesof moviesaretypically markedwith anti-pirag/
messageandin somecasesvatermarksor overt textual markings
that may be useful in identifying the sourceof an unauthorized
copy. The pre-releasecopy of The Hulk that was postedto the
Internetcontaineduniquesecuritytagson the bottomright corner
of thescreenasshavn in Figurel. Although Gonzaleaisedsoft-
wareto black out the securitytagsbeforepostingthe Im to the
Internet,studioof cials werereportedlyableto identify the source
of theleakfrom theremnantof thesetags.The FBI wasalsoable

to track the uploadedcopy to Gonzalezthroughhis InternetSer
vice Provider. Industryof cials arehopingthatthe felony indict-
mentagainstGonzalezwill senda strongmessageo otherswho
areconsideringeakingmoviesto the Internet[17].

Becausdscarscreenersreoftena sourceof freshhigh-quality
leaks Walt Disney StudiossentscreenersnvideoratherthanDVD
last yearfor movies suchas 25th Hour and Treasue Planetthat
werenot scheduledo comeout on DVD for sometime. This ap-
pearsto be an unusualstep[18]; however, in this caseit appears
to have preventedthe screenerérom beingleaked andwidely dis-
tributedon the Internet. The samplesof thesemoviesin our data
setappearto be unmarled DVD copiesleaked during the DVD
productionor distribution process(appearingon the contentver
i cation site 27 and 37 daysbeforetheir respectie DVD release
dates).

Somesstudioshave begun using metal detectorsand emplgy-
ing securityguardsequippedwith night-visiongogglesandbinoc-
ulars at their pre-releasescreenings. In addition, electronicde-
vices,including cell phoneshave beenbannedrom thesescreen-
ings. Suchmeasuresverereportedlyusedat pre-releasescreen-
ings of the WarnerBrothersmovies Dreamcatber and The Ma-
trix Reloadedthe Disney maovies The Lizzie McGuire Movie and
Finding Nemq the Sory Picturesmovie Anger Management the
ParamountPicturesmovie Theltalian Job; andthe 20th Century
Fox movies Daredevil and Down With Love Of thesemovies,
only Dreamcatber, TheMatrix ReloadegdDaredeil, andFinding
Nemoappeatto have beenleakedto the Internetneartheir theater
releasedates(thesemovies rst appearedn the contentveri ca-
tion site 6, 1, 3, and 1 daysafter their respectie theaterrelease
dates,ndicatingthatthey may have beenleaked just prior to the-
aterrelease).The rst threesamplesappearo be very goodcam-
cordercopies,possiblywith directly-recordechudiotracks. They
may have beenrecordedduring a pre-releasescreeningor during
a public cinemascreeningafter release.However, the high audio
quality suggestshe possibility thatthey wereleaked by a cinema
emplg/ee. The Finding Nemosamplewasreportedlya poorcam-
cordercopy thatwasremaoved from the contentveri cation site's
databaserior to our studybecauséts quality wasdeemedunsat-
isfactory Fox andSory Pictureshave reportedlycaughtindividu-
als using camcordersat someof their screenings.In April 2003,
federalprosecutorsn Los Angeleschageda manwith recording
moviesat critic screeningsisinga camcorderHe reportedlyhada
lucrative businessselling piratedvideosthat he reproducecn 11
VHS recorderdn his home. Accordingto a pressintervien with
Ken Jacobsenthe MPAA's seniorvice presidentand director of
worldwide anti-pirag, the MPAA hasdeterminedhat 28 movies
that becameavailableillegally beforetheir U.S. theatricalrelease
betweenMay 2002 and March 2003 were recordedwith a cam-
corderatapre-releasscreenind4, 12,26, 29].

Somestudioshave reportedlystartedusingmessenger® hand-
deliver printsof populamovieswith phory labelsto theatersHow-
ever, accordingto a USA Today article, someof theseprints are
disappearinglespitethis measureIn addition,somestudioshave
cutdown on their useof test-marlet screening$n orderto prevent
leaks.For example,Sory prohibitedtest-marlktscreeningsf Men
in Bladk 2, despitethe director's objections[29]. This precaution
may have preventeda pre-releaséeak, asMenin Bladck 2 did not
appeaonthecontentveri cation siteuntil 126daysafterits theater
release.

Becausehe demandor unauthorizectopiesis often extremely
highduringperiodswhenamovie is availableonly in certaincoun-
tries,somestudiosarechangingheir releasestratgiesto reduceor
eliminatetime lagsbetweermaovie openingsn differentcountries.



Studio Releases | Numberof Number | Box Theater | DVD
Releases of Of ce Internet Internet
Indexedon Releases | Take Per | Lag Lag
Content onDVD Release | (days) (days)
Veri cation (millions
Site of $s)
20th CenturyFox 25 15 (60%) 20 $64 96 -115
BuenaVistaPictures 17 10 (59%) 15 $79 132 -59
ColumbiaPictures 27 19 (70%) 23 $58 66 -105
DimensionFilms 7 5 (71%) 7 $20 146 21
DreamWorks 9 5 (45%) 9 $71 100 -51
Fox SearchlighPictures| 8 6 (75%) 7 $19 42 -139
Lions GateFilms 9 5 (45%) 7 $9 77 -164
MGM/UA 19 12 (63%) 15 $25 77 -88
MiramaxFilms 23 9 (39%) 21 $21 108 -98
New Line Cinema 15 11(73%) 12 $87 55 -130
ParamounPictures 24 16 (67%) 21 $48 67 -86
Sory PicturesClassics | 7 0 (0%) 6 $3 NA NA
TouchstonéPictures 12 7 (58%) 12 $62 104 -55
UniversalPictures 18 15 (83%) 14 $76 69 -97
WarnerBros. 37 29 (78%) 30 $57 63 -103

Table 2: StatisticsFor Each Studio with Five or Mor e Moviesin Our Data Set.

For example,Fox releasedX2 simultaneouslyn 58 countriesand
WarnerBrothersreleasedrhe Matrix Reloadedhearlyworldwide
within a nine-dayperiodinsteadof over a moretypical releasee-
riod of severalmonths[26, 29].

A numberof technicalapproacheso preventingleaksarealso
beingpursuedln 2000,Macrovisionrecevedapatentonamethod
for preventingthrough-the-aircaptureof projectedmovies by su-
perimposingnfra redimageson the visualimage’ Theseimages
are not detectableto the theateraudience but shav up on video
capturedoy mostcamcordersThe Sarnof CorporationandCinea
aredevelopinga digital movie encodingdesignedo confusecam-
corderswithout beingdetectablédy humanviewers. Work on this
projectis beingpartially fundedby a two-yeargrantfrom the Na-
tional Instituteof StandardandTechnology(NIST)[8, 19].2 Cinea
alsohasdevelopeda securedigital movie distribution systemthat
includesencryptionand auditing schemed7]. However, digital
projectionis not expectedto cometo mostcinemasor sometime
to comedueto concernsboutequipmentostandprojectionqual-
ity. Furthermorewhile digital distributionhascost-s&ing andanti-
piragy bene ts for movie studios,theaterownersseelittle bene t
from making a substantiainvestmentin digital projectionequip-
ment. Studiosmayneedto subsidizehe purchasef digital projec-
tion equipmentf they expectto seeit adoptedn thenearfuture([1,
31].

5.2 Short-term Mitigation

The movie industry hasalreadybegun to addresghe vulnera-
bilities inherentin the currentwork ow. While increasedhysi-

U.S. Patent6018374 Method and systemfor preventing the off
screencopying of avideoor Im presentationissuedJanuary25,
2000

The NIST programthat is funding this project typically funds
projectsthataretoo risky for mostinvestorsbut have potentialfor
broadeconomicbene ts. Given the revenuelossesdueto piragy
reportedby themovie industry the $2.3million this projectis esti-
matedto costseemdik e agoodinvestmenif it hasary reasonable
chanceof success.

cal securityat screeningsyatermarkingandothertechnologiesre
laudableandoften effective, they fail fundamentallyto addressn-
siderthreats.Thereis animplicit assumptiorthatall emplo/eesof
thestudioandproductionanddistribution servicesaretrusted Any
misbehaior of a singleemplo/eecannullify all the bestpractices
andwell placedtrustthroughouthe contentdistribution process.

We believe thatthemovie industryshouldtreatmovie contentin
the sameway the FederaBureauof Investigation(FBI) treatssen-
sitive intelligenceandevidence.In thesecasesthe FBI establishes
a chain of custodyfor sensitve artifacts. This de nes a procedure
for trackingwherethe artifactis at all times,aswell aswhoiis re-
sponsiblefor it. Obviously, this hasenormousralue asa forensic
tool whensomethinggyoeswrong(e.g.,determiningesponsibility).
More importantly if consistentlyapplied,this mitigatesloss and
exposureby clearlyindicatingwhois responsibldor the artifactat
all times(i.e., overnight,in transit).

Particularly during production,mary currentsecurityproblems
canbe tracedto the chaoticwork ow. Policy mustbe developed
that clearly delineateghe processhy which contentis obtainedor
accessedyho is authorizedo view or accesst, andhow failures
in theprocessrereported.This policy, amongotherthings,would
codify thechainof custody We expectthatthe MPAA's bestprac-
ticeswork will go alongway towardthis goal, but we cautionthat
generabestpracticegyuidelinescannottake into consideratiorall
aspect®of eachindividual studio's operation.

Toillustratethede nition anduseof policy, considerthe content
usedby an audio productionfacility. A rough cut of the content
is often playedbackto musicianswhile the backgroundmusicis
created This helpsmusiciansadjusttheir performancén response
to thecontentimagery andis essentiato establishingauditoryand
visual continuity Theplaybackandstorageof therough-cutatthe
audioproductionfacility arepotentialleakagechannels.

Onepolicy thatmaymitigateleakagen theaudioproductionfa-
cility mandateshatanappointedecipientof the content(possibly
anemplgyee of the productionhouse)mustbe presentduring ary
useof the content. Thatpersonis responsibldor ensuringthat (a)



thecontentis alwaysin theirimmediatepossessiorgr (b) lockedin
a safethatonly they have accesgo. This simplepolicy, while po-
tentially costlyandcumbersomeeduceghepoint of vulnerability
to asinglepersonLike ary system|f thetrustedpartof thesystem
(in thiscasetheentityguardingthemaovie) becomegompromised,
all is lost.

A secondgolicy wouldde ne theervironmentsn whichthecon-
tent could be used. For example,the policy would mandatethat
screeningsnustbe held in private screeninggoomswith guards.
The studioshave madeconsiderablgrogressn the physicalsecu-
rity of screeningsWhile preliminary anecdotakvidencesuggests
thatthesetechniquesare somevhat successfuin preventingcam-
cordercopying, thesemeasuresnustbe extendedto othervenues
aswell: screeningseededor audioand CGl mustbe accompa-
nied by physicalcontrol by the studiosof the playbackdevices,
pre-approedlists of theauthorizedpersonneivho may be present
during viewing, etc. In addition, studiosshouldreconsidertheir
policy of allowing executvesto checkout pre-releaseopiesfor
homeviewing andof sendingpre-releaseopiesto investorsupon
their request. Onceoutsidethe studio environment, thesecopies
may be vulnerableto unauthorizedcopying by mary partiesin-
cludingfamily membersaandhouseholdemplo/ees.

Wheremovie productionandscreeningactivities occurentirely
in the digital domain,adequateetwork securitymeasureshould
be taken, andevidenceof their completenespresentedo the pro-
ductionmanagersThereshouldbeaminimumsetof securityprac-
ticesfor ary computerthatwill storeary partof the content(e.g.,
physicalseparatiorfrom the Internet). Securityauditsof the net-
worksshouldbecommonplacePhysicalmeasuressuchasremor-
ablestoragedevicesthatarereturnedat the endof eachwork day
to on-sitesecuritypersonnemay help prevent leakage. Thereis
considerablexperiencewith this kind of contentmanagemenin
thelegal, engineeringandmilitary manufcturingindustries.

Continualvigilanceis a necessarjngredientof ary solution.As
with ary securitysystem having a consistenprocessfor manag-
ing sensitve artifactsis essential. We amue that insider attacks
canonly be mitigatedin the shortterm by, (a) developing sound
proceduredor handlingcontent,(b) applyingit uniformly to all
employeesof theproductionanddistribution process(c) puttingin
placea comprehense infrastructurefor documentingcompliance
with policy, and(d) auditingcompliancerequently Seeguidelines
on bothphysicalandcomputersecurity[5, 6, 13] for furtherdetail.

Similar stratgiesshouldbeappliedto thedistribution processes.

For example,someunauthorizeccopying may be mitigatedby re-
ducing the numberof copiessentto Oscarreviewers[18]. Our
datasuggestshatmary high quality copiesareleaked from DVD
pressingplantsand stores. The distribution processcreatesmary
high quality authorizedcopies,ary one of which canbe leaked.
Hence the challengeis to createa procesghatdelays,ratherthan
prevents,leakage.Beforetackling the extremelydif cult problem
of preventingDVD copying by consumerst seemgprudento stop
theunauthorizedopying thattakesplacebeforeconsumertavean
opportunityto buy or rentDVDs. It seemglearthatmoremonitor
ing andstringentcontrolsover DVD productionfacilities anddis-
tributorsmustbe applied. OthermeasuressuchasreducingDVD
productionand storagetimes, may further mitigate unauthorized

copying.

5.3 Medium-term Mitigation

As describedabore, the movie industryis actively exploring the
applicationof advancedechnologieso preventunauthorizedopy-
ing. It islikely thatthesdnvestigationswvill yield strongprotections
againstspeci c threats.As is true generallyin computersecurity

singularsolutionsrarely addressll threats.Hence,we arguethat
the bestway to mitigate the risk of leakagein the mediumterm
is to combinerangef availabletechnologiegndproceduresnto
comprehensk solutions.

Considerthefollowing trusteddevice thataddressekeakagere-
sulting from critic or awardsjudge contentdistribution® Assume
thereis atrustedcontentplayerthatprovidesdigital or analogout-
put appropriatgfor a hometheater® Assumefurtherthatthis de-
viceis tampenresistanfindhasinternalstoragecontainingthecon-
tent. Eachdevice hasa battery-backdinternalclock. Whenauser
(e.g.,critic) wantsto usethe device, shemustentera time-speci ¢
key to unlockthe content.Variantsof one-timepasswerd schemes
canbe usedfor this purposg16]. To obtainthe password, theuser
mustcall a operatorandgive the serialnumberof the device and
content,as well as someprivate authenticatingnformation [21].
The userwould be given the onetime passwerd which would un-
lock thedevice for thattimeandallow only oneplaying

The contentis storedon the device in anencryptedormat. The
one-time-passardsprovide accesso adecryptiorkey to theplayer
internally but notto theuser Hence thecodeis only usefulfor that
particularplaying. Moreover, stealingand breakinginto the ma-
chinewouldyield only the encryptedcontent(andhencemale the
unencryptectontentvery dif cult to obtainwithout a valid pass-
word) 1!

At playback,the playerwould projecta onetime trackingcode
on top of the content. This codemight be anovertidenti er or an
invisible digital watermarl{10]. The advantageof this approachs
thatnotonly couldtheuserbeidenti ed in theeventof leakagehut
shewould not have deniability (i.e. the watermarkwould expose
theexactplayer user andtime). If theuserlosestheauthenticating
informationor the player shewould be responsibldor contacting
the centraloperator Of course the playerwould allow the userto
cancel/pausa play-back,thusavoiding exposureresultingfrom a
distracteduser

Note that someadwersarieswith video editing capabilitiesmay
be ableto remove the tracking codefrom the content. However,
removal of the codeshouldsigni cantly damagecontentquality.
For example, placing a black box over or blurring out the code
would createvisually distractingartifacts, particularly wherethe
codeis large. The designof suchcodesis anopenareaof research
andis outsidethe scopeof this work.

Theplayercouldbe madelnternetaccessibléandhencebe con-
tinually reusedor differentmavies). Studiopersonneivould push
encrypteccontentandassociate#teying materialover anuntrusted
network andinto the player Becausehe keys arenever storedon
thedevice, transmissiorof theencrypteccontentcanbe performed
without additionalexposureto loss.

Theef cacy of thetrustedplayerapproacthis crucially dependent
on policy: howv andwhen authenticatingnformationis assigned
andusedwill determinewhetherleaksareavoided. Hence where
adwancedtechnologiesare applied,the shortterm suggestiongre
still applicableandin our minds,essential.

Thereis someprecedenin the musicindustryfor trusteddevices.
It hasbeenreportedthatrecentCDs have beendeliveredto critics
in sealedCD players[23]. Theseare consideredrustedplayers
becausehey mustbe returnedunopened.Furthermore a special
playeris requiredto play the DVDs releasedor airplaneuse.

Wewill not,for now, considedevicesthatincludetheirown phys-
ical outputdevice (screen).Their introductionmayreducetherisk
of leakage,but signi cantly increasetheir size, powver consump-
tion, andcost.

For brevity, we omit mary detailsof the designandconstruction
of theplayerhardwareandsoftware.



5.4 Long-term Mitigation

Theunauthorizedopying of maviesis aninstanceof the larger
problemof contentcontrol. Often castasdigital rights manage-
ment(DRM) [25, 14], otherindustriessuchasdesignand manu-
facturing,legal documentmanagementand nance are currently
wrestlingwith digital contentcontrol. Themovie industryis facing
a particularly dauntingproblem: becauseotherindustriesdo not
directly exposetheir contentto outsidersat ary phasemuchless
to the public at large, the problemis somavhat moretractablefor
them.

Thescienti c communityis only beginningto understandRM.
Hence,we cannotbegin to predictwhena solutionappropriatefor
the movie industry is going to be available. Solutionslike Mi-
crosofts Next GeneratiorSecureComputingBasefor Windows [9]
pravide commodity-gradeDRM. However, they do not provide a
level of securitynecessaryo protecthighly valuablecontent: the
DRM-enablinghardware can be manipulatedvia physicalattack.
Hence until suchtime asstrongeilDRM becomeswailable,it is in-
cumbenton theindustryto embracecurrentlyavailabletechniques
andprocedures.

We feelthatit is usefulto considemwhat(potentiallyunique)re-
quirementghe movie industrymay placeon DRM systemsThere
aretwo separat®RM systemsappropriatdor movie content:one
for consumeusersandonefor the productionanddistribution en-
vironments.BecauseonsumeDRM hasbeendiscussedtlength
in relatedworks, we focuson thelatter. Thefollowing describes
few importantpreliminaryrequirements:

scale- The productionand distribution work ow encom-
passesnary differentcompaniegsometime®ndifferentcon-
tinents),anda hugenumberof users.TheDRM systenmust
be ableto ef ciently managethis large, decentralizeduser
community

exibility - Theproductionprocessoalescesnary disparate
artifactsinto the nished product.Hence the DRM solution
mustsupportcomplex policiesthat control accessduplica-
tion, andmodi cation of contentartifacts.

simplicity - Any DRM solutionwhich addssigni cant com-
plexity or frustrategprogreswill fail. It is importantthatthe
solutionseamlesslyntegratewith currentprocedures.

We areencouragedby the economicof the productionanddis-
tribution process:the movie industry hasenormousin uence on
the companieghat provide servicesto it. Hence,it may mandate
certaintechnologie®r vendors.Suchernvironmentsnaturallylead
to uniform (andsafe)practicesandreducethe industry’'s exposure
to leaks.

ImplementingDRM only to preventinsiderattacksavoids mary
of the concernghathave beenraisedaboutthe possiblemandated
useof DRM in the consumeservironment. For example, it avoids
concernsaboutthe ability of DRM to accommodatéair use,dif -
cultiesin managinga public key infrastructure andthe likelihood
that DRM technologywill be unableto preventthe distribution of
contentover peerto-peemetworks[3, 28]. Furthermorethetech-
nical challengeof implementinga systemin this more controlled
ervironmentis much more tractablethan the challengeof using
DRM in aconsumeervironment.lt is mucheasieto mandatehe
useof certainequipmentandrequireindividualsto participatein
incorvenientauthenticatiorprocedureshanit would bein a con-
sumerervironment. In the eventthat contentis leaked despitethe
useof a DRM systemwatermarkingmay male it possibleto pre-
ciselyidentify the sourceof aninsiderleak. In themorecontrolled
ervironment,it may be feasibleto registerall individualswho are

authorizedto view content,andto imposeovert watermarksthat

areeasilydetectablendcanresistremoval, but mightbeunaccept-
ableto consumersFurthermoreunlike in aconsumeernvironment
whereit maybedif cult to trackdown andpunisheveryindividual

who makesan unauthorized:og/,12 insiderswho areidenti ed as

the sourceof aleakcanbe red from their jobsor have their con-

tractsterminatedjn additionto beingsubjectedo legal actionand

possiblycriminal prosecution.

6. DISCUSSIONAND CONCLUSIONS

Our researctpresentghe rst publicly available assessmeruf
the sourceof leaksof popularmoviesandprovidesasecurityanal-
ysisandrecommendationfor mitigatingagainstfuture leaks.Our
researchsuggestshatthemovie industrywould likely bene t from
implementationof someestablisheddeasin datasecurity; how-
ever, additionalmeasuresnay be necessaryn the long term. Our
researchsuffers from the factthatwe arenot industryinsidersnor
ownersof the leaked content,and our datacollectionwas limited
to informationthat we could obtainthroughpublic sourcesusing
modestresourcesCollectingstatisticson sourcef leaksandper
forming a securityanalysisshouldbe mucheasierfor theindustry
thanit wasfor us,andwe assumehatstudiosareengagedn such
processesn theirown.

We draw the readers thoughtsback to the Hanssencaseand
male the point that the movie industry oughtto treateverybody
within its in uence equally from studioexecutivesandinvestors,
down throughmovie editors,truck drivers and out to the critics.
Suchelementanyproceduressaudittrails of custodywould seem
to bein order While we expectthatthisis alreadydoneto someex-
tent, it mustbe appliedevenly andwithout preference Our study
shavs a large amountof insider leakage. Hence,we argue that
currentmitigation techniquesareinsufcient. Given the revenue
lossesclaimedby theindustry spendingnoremoney andeffort on
internalcontrolsis appropriate.

Movie artifactsare handledby a limited numberof emplo/ees
in acontrolledmannerduring productionandthroughmuchof the
distribution process.In the later stagesof distribution, contentis
handledby a large and mostly anorymouscommunity Securing
theformerervironmentis dif cult buttractable Securinghelatter
is nearlyimpossible. Hence focusingefforts oninsiderthreatsad-
dresseshemostcostlyleakageandrepresentthe bestopportunity
for success.
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