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ABSTRACT
Unauthorizedcopying of moviesis a majorconcernfor themotion
pictureindustry. While unauthorizedcopiesof movies have been
distributed via portablephysicalmediafor sometime, low-cost,
high-bandwidthInternetconnectionsandpeer-to-peer�le sharing
networksprovidehighly ef�cient distributionmedia.Many movies
areshowing up on �le sharingnetworksshortlyafter, andin some
casesprior to, theatricalrelease.It hasbeenarguedthat theavail-
ability of unauthorizedcopiesdirectly affects theaterattendance
andDVD sales,andhencerepresentsamajor�nancial threatto the
movie industry. Our researchattemptsto determinethesourceof
unauthorizedcopiesby studyingtheavailability andcharacteristics
of recentpopularmovies in �le sharingnetworks. We developed
a datasetof 312popularmoviesandlocatedoneor moresamples
of 183of thesemovieson �le sharingnetworks, for a total of 285
movie samples.77%of thesesamplesappearto have beenleaked
by industryinsiders.Most of our samplesappearedon �le sharing
networks prior to their of�cial consumerDVD releasedate. In-
deed,of themovies thathadbeenreleasedon DVD asof the time
of ourstudy, only 5%�rst appearedaftertheirDVD releasedateon
a web site that indexes�le sharingnetworks, indicatingthat con-
sumerDVD copying currentlyrepresentsa relatively minor factor
comparedwith insider leaks. We performa brief analysisof the
movie productionanddistributionprocessandidentifypotentialse-
curity vulnerabilitiesthatmayleadto unauthorizedcopiesbecom-
ing availableto thosewho maywish to redistributethem. Finally,
we offer recommendationsfor reducingsecurityvulnerabilitiesin
themovie productionanddistributionprocess.
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1. INTRODUCTION
TheU.S.motionpictureindustryestimatesthatits revenuelosses

dueto unauthorizedcopying andredistributionof moviesvia phys-
ical media(videocassettes,DVDs, VCDs etc.) exceeds$3 billion
annually [22].1 Eachyearover 400 facilities for illegally dupli-
cating audiovisual contentare discoveredin the U.S., and many
more are believed to remain undiscovered in both the U.S. and
overseas[30]. In 2001,74 suchfacilitieswereraidedin Asia [32].
Malaysia,Pakistan,andChinaarebelievedto beamongthelargest
producersof unauthorizedcopiesof audiovisualcontent.Themovie
industryhasnotreleasedestimatesof revenuelossesdueto Internet
redistributionof unauthorizedcopies;however, recentstudieshave
estimatedthat thereare 350,000to 400,000illegal movie down-
loadseachdayandprojectedrevenuelosesof up to $4 billion an-
nually within thenext two years[11, 33].

Estimatingrevenuelossesdueto illegal downloadsis problem-
aticbecauseit isdif�cult todeterminewhatfractionof illegaldown-
loads result in lost revenuefor the industry and whetherillegal
downloads,throughthe “free publicity” they generate,have any
positive impactson box of�ce revenues.Nonetheless,it is likely
that redistribution of unauthorizedcopiesvia the Internetwill in-
creasinglyaffectDVD movie salesandpaidInternetdistributionof
movies.As theeaseof downloadingunauthorizedcopiesof movies
grows with the availability of low-cost, high-bandwidthInternet
connectionsandpeer-to-peer�le sharingnetworks, the movie in-
dustry's concernsaboutillegal downloadsis intensifying. These
concernsareheightenedby unauthorizedcopiesof moviesbecom-
ing availableon theInternetprior to their U.S.theaterrelease[29].

Much of the discussionaboutpreventingunauthorizedcopying
of movies hasfocusedon shuttingdown themassproductionand
distributionof piratedmoviesandonschemestopreventconsumers
from makingunauthorizedcopiesof movies from DVDs, VCDs,
paidInternetdownloads,or digital television broadcasts[32]. Un-
til recently, therewaslittle public discussionaboutsecuritymea-
suresto prevent unauthorizedcopiesof movies from falling into
thehandsof thosewhowill massproducethem—sometimesbefore
their theatricalrelease.In a recentinterview with TheGuardian,
oneindustrywatcher, Mark Endemano,directorof Deloitte Con-
sulting's mediapractice,criticized themovie industryfor concen-
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In somestatementstheMPAA hasclaimedthis numberincludes
only analogvideo cassettedistribution [32], while in otherstate-
mentstheMPAA hasclaimedthis numbercoversall illegal distri-
butionexceptInternetdistribution [22].



Figure 1: A preliminary version of the �lm “The Hulk” was
criticized for the poor quality of its CGI. The watermarks in
the bottom right corner were removed in an attempt to mask
its origin.

tratingon bootleg DVDs andvideocassettes[33]. In a Wall Street
Journal interview, Walt Disney Studioschief Dick Cookcriticized
thecommonindustrypracticeof sendingout thousandsof screener
DVDs to Academyvoters,sayingthattheindustryhadbeenslow to
acknowledgethatthis practicewasfacilitatingmovie piracy. “The
unfortunatepartof this industrysometimesis that it hasto gethit
over theheadbeforesomethinghappens,” hesaid[18].

In the Springof 2003several pressreportshighlightedsecurity
measuresthatmovie studioswereputtingin placeto preventunau-
thorizedcopying of movies during the pre-screeningsconducted
for the mediaor aspart of marketing research[12, 26, 29]. De-
spitethesemeasures,somemovies arebecomingavailableon the
Internetbeforetheir theatricalrelease,and in somecasesbefore
a movie hasbeenfully edited. For example,an early versionof
Universal's TheHulk begancirculatingon the Internettwo weeks
beforeits June20, 2003U.S. theaterreleasedate(seeFigure1).
Theversionillegally releasedon theInternethadincompletecom-
putergraphics,which werewidely criticized on Internetmessage
boards[15]. Within threeweeksKerryGonzalezwaschargedwith
postingthepurloined�lm on theInternet.Gonzalezreportedlyob-
tainedavideotapeof apre-release“work print” of themovie from
afriend,whohadin turnreceivedit from anemployeeof aManhat-
tanprint advertising�rm thatwaspromotingthemovie. He plead
guilty to a singlecountof felony copyright infringementandfaces
�nes andup to threeyearsin prison[20, 27].

Our researchattemptsto classifythesourcesof unauthorizedIn-
ternetcopiesof moviesthatwerein theU.S.box of�ce top50dur-
ing an18-monthperiodbeginning in January2002. Much unsub-
stantiateddebatehasoccurred,but we know of no reliabledataon
this subjectin thepublic domain. In this paperwe presenta brief
analysisof themovie productionanddistributionprocessandiden-
tify securityvulnerabilitiesthatmayleadto unauthorizedcopiesof
movies becomingavailableto thosewho maywish to redistribute
them. We presentour analysisof time lagsbetweenInternet,the-
ater, andDVD releasesduring our studyperiod. We describeour
methodologyfor determiningtheprobablesourceof Internetcopies
andtheresultsof our analysis.Finally, we offer recommendations
for reducingsecurityvulnerabilitiesin the movie productionand
distributionprocess.

2. MOVIE PRODUCTION AND DISTRIB U­
TION

Ourexaminationof securityvulnerabilitiesbeginswith themovie
productionprocess,in which variousaudio,video,anddigital arti-
factsarecreatedandcombinedinto the �nished product.We then
examinethemovie distribution process,which includesthephysi-

cal or electronicdistribution of movies to consumersaswell asto
critics,awardsjudges,andothers.Marketingandrelatedactivities
mayoccurduringboththeproductionanddistributionprocesses.

Figure2 describesonepossibleproductionanddistributionwork-
�o w. Notethatthis is but onemodelof theproductionenvironment.
Eachstudiohasa uniquesetof tasksandparticipants,but we be-
lievethatmoststudios'processesincludealmostall of thoseshown
here.While ouranalysisis drivenby thiswork�o w, it is notdepen-
denton theparticulardetailsof thisstructure.

The nexus of the productionprocessis the editing room. This
is the placewhere the �lm is assembledby cutting and mixing
the physical location video and audio recordings(shots). Once
roughcutsof theseshotsareavailable,additionalaspectssuchas
computergeneratedspecialeffects(FX) andmusicandsoundsyn-
thesis(aud) are addedby outsideparties. In all cases,the en-
hancedcontentis returnedto the editing room, possiblyfor fur-
ther cutting, modi�cation, andenhancement.Finally in the post-
productionstage,thevisualandaudioelementsof amovie are�ne-
tuned. As with mostof the otherpartsof theproductionprocess,
post-productionmaybeoutsourcedto othercompanies.

Parallelto thedevelopmentof thecontentitself arerelatedbusi-
nessactivities. Marketing departmentsdevelop advertisementsto
promotethemovie, often long beforethecontentis actuallycom-
pleted. Trailersandpostersarecreatedto raiseawarenessof the
movie. The marketing departmentalsogaugesaudiencereaction
to earlycutsof themovie shown in privatefocusgroupscreenings.
The �lm is alteredin responseto audiencereactionandsurveys.
Often when the contentis nearingcompletion,studio executives
and�nancial backersview thecontentandmake suggestions.The
�nal versionto beshown in theatersis completedwhentheeditors,
directors,producers,andmarketingdepartmentaresatis�ed.

Thedistribution processreplicatesanddeliversthe�nal version
to authorizedparties.Of key interestto usis thetiming of delivery
to thevariousparticipants.Weconsiderthreedistinctperiods:prior
to theaterrelease,betweentheaterreleaseandDVD release,andaf-
terDVD release.2 This lastphase,afterDVD release,representsan
opportunityfor endconsumersto make unauthorizedcopies(e.g.,
by directly ripping thecontentfrom purchasedDVDs).

Prior to theaterrelease,the �nal versionmay be distributedto
many parties.Critics andawardsjudgesmayreceive copies.Note
thatthisprocessservesanessentialfunctionin themovie industry:
to publicizeanddraw (hopefully positive) commentaryaboutthe
movie. However, thesheernumberof peopleinvolvedat this stage
considerablycomplicatescontentsecurity. Many studioemployees
haveaccessto the�nal version:marketingandexecutivescontinue
to view thecontentandbuild andexecutestrategiesfor its promo-
tion. The contentis typically deliveredin someportableformat
(VHS or DVD) to all theseparties.

Thecontentitself mustbereplicatedby a �lm productionfacil-
ity, whereany numberof employeesmayhave accessto it. On or
immediatelyprior to thereleasedate,thecontentis deliveredto the
cinema. Historically, movie releaseshave beenstaggeredacross
locations.However, becauseof concernsaboutunauthorizedcopy-
ing, somestudiosarecompressingtheir releasetime frames[26,
29]. Oncea cinemareceives a movie, it becomesaccessibleto

�

Thereare,of course,other importanteventsin the movie distri-
bution processincludinginternationalreleases,hotelpay-per-view
releases,airline releases,homepay-per-view releases,etc. Our
analysisfocusesonly on the threeperiodswe have outlined. In
addition,somemovieshave separateDVD andVHS releasedates;
however, in our analysiswe consideronly theearlierof thesetwo
dates.NotethattheDVD releasedateis thedateonwhichamovie
becomesavailableon DVD in theU.S.for bothsaleandrental.
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Figure 2: Movie production and distrib ution work�o w. Content is cooperatively generatedduring the production process.The �nal
product is replicatedand delivered to the consumerduring the distrib ution process.

cinemaemployees. When a movie is projectedit is exposedto
membersof thepublic who maymake unauthorizedcopiesof the
projectedimageaswell asto cinemaemployeeswho have direct
accessto theprojector.

Several monthsafter theaterrelease,movies are replicatedon
DVDs at DVD pressingplants.DVDs arethendistributedto stores
andmovie rentalcompanies.It is not unusualfor U.S. DVD dis-
tribution to begin a monthor morebeforetheof�cial DVD release
date. (Typically, overseasDVD distribution of Americanmovies
doesnot begin until after the U.S. releasedate.) Thus,storeem-
ployeesmay have accessto DVDs several weeksbeforetheir re-
lease,andin somecases,storesmay begin selling DVDs prior to
thereleasedatecontraryto studiopolicy.3

3. SECURITY VULNERABILITIES
A varietyof attacksagainstmovie contentproductionanddeliv-

ery systemsarealreadyproving successful.In studyingtheseat-
tackswe make thecritical distinctionbetweeninsiderandoutsider
attacks[24]. In general,insidersaremembersof the(at leastpar-
tially) trustedcommunity. As is trueof informationsecuritymore
generally, mostof theprecautionsandcountermeasuresusedto ad-
dressinsiderthreatsin themovie industryarenecessarilydifferent
thanthosethataddressoutsiderthreats.

�

Anecdotalevidence,for examplefrom the releaseof the latest
Harry Potterbook, suggeststhat book publishershave beenmore
successfulthanmovie studiosin preventingstoresfromsellingtheir
productsbeforetheof�cial releasedate.It mightbeusefulto com-
parethestrategiesusedby thesetwo industriesto enforcetheir re-
leasedates.

Insiderattackscanbeextremelydif�cult to protectagainst.As
anexamplewe take thecaseof RobertHanssen,who managedto
passlargeamountsof sensitive FBI datato theRussians.TheFBI
presumablytakesstrongmeasuresagainstexactly suchan insider
attack.Yet Hanssenwasincrediblysuccessfulin his attackagainst
FBI protectedcontent.On thewhole though,despitetheseeming
dif�culty of preventing insiderattacks,an organizationcanwield
considerablepower againstinsidersandimposestrongconstraints
on how insidersconducttheir legitimateaffairs. In contrast,many
organizations(includingtheFBI) have veryweakcontroloverout-
siders.Preventionof outsiderattacksis oftena wastedeffort when
strongmeasuresarenot �rst put in placeto preventinsiderattacks.

3.1 Insider attacks
Our analysisrevealsmany typesof potentialinsiderattackson

themovie productionanddistribution process.Thefollowing lists
but a few of themany potentialthreatsto securemovie production
anddistribution:

� Unauthorizedcopying of amovie in theeditingroomor nearby
in thesupplychain,whether�rst cut or �nal product.These
copiesoften have small differencesfrom the releasedver-
sionor includeincompleteaudioor visuals,asshown in Fig-
ure 3. Somearemarked with obtrusive text that identi�es
theirsource,asshown in Figure4,or includeon-screencoun-
ters,asshown in Figure5.

� Unauthorizedcopying of acritic'sadvancedcopy of amovie.
Thismayhavethetext “Screenercopy only, propertyof some
name” appearingonthescreenoccasionally, asshown in Fig-
ure6.



Figure3: Editing roomartifact – boommicrophonein top cen-
ter of �lm.

� Unauthorizedcopying of apromotionalor preview screening
copy. This may be marked in a similar fashionto critics'
versions,asshown in Figure8.

� Unauthorizedcopying of an awardsjudgepresentationof a
movie. Copiesmaybemarkedwith the text “For your con-
sideration,” asshown in Figure7.

� Digital through-the-airvideo recordingby a projectionistat
a cinemawith aspect-correctvideo, suitableexposure,and
directaudio.Thesecopieshavehighly variablevideoquality,
but oftencanbeverygood.

� Unauthorizedcopying of a consumermediumsuchasDVD
or VHS at thefactoryor any otherpoint prior to sale.These
copiesareunmarkedandof nearperfectquality.

Note that we considerall participantsin the movie production
anddistributionprocessotherthantheendconsumerto beinsiders,
althoughsomearenotemployeddirectlyby movie studios.

3.2 Outsider attacks
Forcomparisonwealsoshow someexamplesof outsiderattacks:

� Digital through-the-airvideorecordingby a consumerusing
acamcorderfrom acinemaseat.Thesecopiesgenerallyhave
badvideoandaudioqualitydueto thethrough-the-airnature
of the acquisition. Often it is noticeablethat the copy was
not recordedat thesameanglefrom which it wasprojected,
asshown in Figure9.

� Unauthorizedcopying of a consumerrental DVD or VHS
tape.Thesecopies(andthefollowing two types)canbenear
perfectin quality but do not appearuntil sometime afterthe
creationandreleaseof thecontent.

� Unauthorizedcopying of aconsumerpurchasedDVD orVHS
tape.

� Unauthorizedcopying from cable,satellite,or broadcastTV.

Outsiderattacksseeminglyrepresenta greaterthreatdueto the
muchlargernumberof potentialattackersandthefactthattheseat-
tacksoccurwhenthemovie is in �nal form andis freefrom studio
markings.However, in the next sectionwe examinesomeimpor-
tantattributesof thesecopiesthatcanoverridetheseconcerns.

3.3 Freshnessand quality
Unauthorizedcopiescanvary in many ways, two of which are

of particularimportance:freshnessandquality. A �lm' s freshness
dependson how new it is: a �lm is most fresh at or prior to its
theatricalrelease.Freshnessis importantbecausedemandtendsto
behighestfor new moviesandmarketingeffortsaregreatestfor re-
centreleases.Unauthorizedcopiesof moviesthathavenotyetbeen
releasedin theatersor in a particularmarket areespeciallyvalued
becausethey areviewablebeforea movie is availablethroughle-
gitimatechannels.

The path that unauthorizedcopies�o w throughmay result in
copiesnotbecomingwidelyavailablewhenthey areveryfresh.For
example,unauthorizedcopiesmay be distributedinitially in rela-
tively closedcommunitiesvia FTPsites,IRC channels,or internal
university servers, andonly later emerge onto full scalepeer-to-
peer�le sharingsystems.Ultimately, unauthorizedcopiesmaybe
indexedby contentveri�cation sites,makingthecopieswidely ac-
cessible.Contentveri�cation sitesactasindexesfor moviesshared
onpeer-to-peernetworks,providing informationsuchas�le names,
dateof �rst appearance(on the veri�cation site), �le size,check-
sum,4 andquality. Thetime it takesanunauthorizedcopy to make
its way into an index mayrangefrom onedayto severalweeksor
more.

Contentquality is alsoof prime importance.Due to thesizeof
�les requiredto hold a digital representationof a movie, aggres-
sivevideocompressionis oftenemployed.For example,a1.5hour
�lm can be as large as 4.7 gigabytesat full DVD quality and is
usuallycompressedto oneor more700megabyte�les for Internet
distribution. Degradedqualitydueto lossyvideocompressioncou-
pledwith quality problemsintroducedby thecopying method(for
example,through-the-aircapture)canresultin poorquality copies
thatarenot satisfyingto endconsumers.On theotherhand,high-
quality unauthorizedcopiesmaybeindistinguishableor nearlyin-
distinguishablefrom legal copiesdistributedvia portablemediaor
TV broadcast.

Thereis considerabledesirefor movies that areboth freshand
of high quality. (We note that in the music arenafreshnessand
qualityplayadifferentroledueto differencesin themarketingand
usageof the media,the �les sizesinvolved, andfundamentaldif-
ferencesbetweenaudioandvideo.)Generally, unauthorizedcopies
with thesecharacteristicscanbeobtainedonly throughinsiderat-
tacks.Fresh(beforeor duringcinemarelease),goodqualitycopies
(TV quality or better)arealmostimpossibleto obtainthroughan
outsiderattack.This observation is of key importanceto our anal-
ysis of movie productionanddistribution securityvulnerabilities.
The numberof holesto be pluggedin preventing insider attacks
is minisculecomparedto thoserequiredto preventacquisitionand
re-transmissionof outsideroriginatedcopies.Moreover, thepeople
involved in insiderattacksareby de�nition undersomein�uence
of thecontentownersin thatthey havejobsin theindustryandhave
somethingto lose. This hasimportantimplicationsfor preventing
unauthorizedcopying of movies.

4. EMPIRICAL ANALYSIS
In order to gain additional insights into the sourceof leaked

movies, we conductedan empiricalanalysisof movies that were
in theU.S.box of�ce top50betweenJanuary1, 2002andJune27,

�

The checksumprovides an identi�er for eachuniquecopy of a
movie uploadedto a peer-to-peernetwork. All identicalcopiesof
thesamemovie have thesamechecksum.Thechecksumsareuse-
ful for identifying movies,andthey allow for client softwarethat
can download different blocksof a movie from multiple sources
simultaneously.



Figure4: Studio “pr operty” marking. Figure 5: Production copy — note time codeon bottom left
and two blurr edwatermarks at bottom center.

Figure6: Screenertext. Figure7: Copy marked asbeing for awards consideration.

Figure 8: Copy marked as being a promotional DVD with
explicit instructions for reporting leak.

Figure 9: A frame fr om an unauthorized copy of a movie
probably recodedthr ough-the-air using a camcorder fr om a
cinemaseat.Note the slightly angledstudio URL.

2003. This sectiondescribesour methodologyand the resultsof
our analysis.

4.1 Methodology
We developedour datacollectionprocedurewith the following

requirementsin mind:

� It mustbedocumentedandreproducible.
� An analysisthatrequiresonlypubliclyavailabledataisprefer-

ableover one that requiresprivilegedaccess.Clearly such
analysesarealsomorereproducible.

� It shouldbeconsistentwith fair useprovisionsof U.S.Copy-
right Law.

� It shouldbeautomatableto theextentthatbothongoingstudy
andbulk retrospective analysescanbeperformed.

Our methodologywasalsoin�uenced by the modestresources
we hadavailableto us for this project. We expectthat the movie

industrycoulddevotesigni�cantly moreresourcesto conductinga
similar study, given the economicconsequencesof this issuefor
them.

4.1.1 MovieData Set
We developeda suiteof programsthataccesspublicly available

movie websitesandcompilelists of movies thatwerein theU.S.
box of�ce top 50 any time betweenJanuary1, 2002andJune27,
2003.Thisprocessautomaticallycollectsandorganizesavarietyof
dataincludingcinemareleasedate,DVD releasedate,distributor,
MPAA rating,boxof�ce take,andsomecrudepopularratings.We
gatheredstatisticson409moviesthatmetourcriteria.Weremoved
from our datasetthosemoviesthatwerereleasedoutsidetheU.S.
prior to their U.S.release,includingthosescreenedat foreign�lm
festivals prior to U.S. release. We also removed several movies
from our datasetthatwe hadincompleteinformationabout. Our
resultingdatasetincludes312movies.



4.1.2 UnauthorizedCopyIdenti�cation
For eachmovie in ourdatasetweusedoursoftwareto searchan

onlinecontentveri�cation siteandautomatically�nd all theunau-
thorizedcopies. The information on contentveri�cation sitesis
postedandmaintainedby volunteers,andmay not be completely
accurate.Furthermore,thereis often a delayof several daysto a
few weeksfrom thetime a movie is �rst madeavailableon a peer-
to-peernetwork until it is indexed on a contentveri�cation site.
However, useof the contentveri�cation site allowed us to obtain
datafor moviespostedovermorethanan18monthperiodwithout
monitoringthe peer-to-peernetwork for thatentireperiod. In ad-
dition, it allowedusto avoid downloading�les thatdo not contain
thecontentthey claim to contain(oftenreferredto asdecoys).

Someof the movies we queriedon the contentveri�cation site
resultedin no hits, othersresultedin multiple hits (indicatingthat
multipleversionsof aparticularmovie wereavailableonapeer-to-
peernetwork). We limited our searchto a singlecontentveri�ca-
tion site; queryingmultiple contentveri�cation siteswould likely
haveproducedmorehits. Thecontentveri�cation siteweusedusu-
ally doesnot index poorqualitycopiesof movies.

4.1.3 File SampleAcquisition
Usingtheinformationobtainedfrom thecontentveri�cation site,

we locatedthecorresponding�les on a peer-to-peernetwork auto-
maticallyandacquireda smallpartof eachrelevantcopy (onaver-
age,about� ve percentof eachmovie).5 We wereunableto down-
load the �les correspondingto a few of the relevant hits, and27
of the �les we downloadedwereunplayable.We alsodiscovered
that18 �les wereforeign releases(for example,with non-English
subtitles),andwe did not considerthosefurther. We successfully
downloadedandplayed�les correspondingto 285relevanthits for
the312movieswe studied.Thesehits referencedonlinecopiesof
183movies(59%of themoviesin ourdataset).

We wrote a Perl moduleto provide a convenientinterfaceto a
peer-to-peerclient runningon a 200 MHz computerconnectedto
the Internetvia cablemodem. The moduleallowed us to initiate,
monitor, pause,andcancel�le downloadsin sucha way asto end
up with a sampleof any requiredsizeof eachof thedesired�les.
It took approximatelyoneweekto acquire312playablesamples,
totalingover 18gigabytesof data.

4.1.4 ContentClassi�cation
Oncethesampleswereacquiredanautomatedscriptserved the

samplesto a pool of humanobserversfor judgment,alongwith a
form in which to entervariousdata.Thedatarecordedincludeda
judgmentonvideoandaudioqualityalongwith thepresenceor ab-
senceof thevariouspossiblefeaturesof unauthorizedcopies.Some
automatedanalysismethodswereperformedalsoat this stage.In
mostcasesit wasstraightforwardfor theobserversto judgetheau-
dio andvideoquality. However, therewere38 samplesfor which
observers commentedon their forms that they were not entirely
surethat their judgmentswerecorrect. In mostcasestheir uncer-
taintywasaboutaudioquality.6

�

The�le sharingsoftwarewe usedobtainsmovies in blocks,usu-
ally beginning�rst with ablockattheveryendof themovie �le and
thenproceedingwith ablockfrom theverybeginningof themovie
�le. Sincesomemoviesarestoredin multiple �les, thebeginning
and end of the �le doesnot always correspondto the beginning
andendof the movie itself. We found that by settingour scripts
to downloadeight percentof one �le from eachmovie we could
acquireacompleteblockfrom thebeginningof mostof themovies
we studied.A block from thebeginningof themovie is especially
useful,asthis is wheremany studiomarkingsarefound.

�

Automatedtools might be developedto more accuratelyassess

It shouldbenotedthatsomeof thesamplesmayhavehadstudio-
insertedtext tagsindicative of a critic releaseor otherpre-release
that were removed beforethe movie was postedto the Internet.
If the text is insertedonly at the beginning andnot superimposed
on themovie content,it is particularlyeasyto remove. We found
onesamplewheresomeonehadattemptedto remove this text but
appearedto have inadvertently left oneframein the versionthey
postedto the Internet.We suspectthatmany of our othersamples
hadthestudiotext removedcompletely.

4.1.5 Analysis
Basedupon the datacollectedin the above processeswe ex-

aminedtheinteractionbetweenfreshness,copy quality, andattack
point. For eachmovie we calculatedthe time lag betweenits the-
aterreleaseandits �rst appearanceon thecontentveri�cation site.
If themovie hadbeenreleasedonDVD wealsocalculatedthetime
lag betweenthe DVD releasedateandits �rst appearanceon the
contentveri�cation site.

We classi�edtheattackpoint asinsider(asopposedto outsider)
if any oneof thefollowing conditionsaremet:

� If thecopy appearancedateis prior to cinemarelease.
� If thecopy haseditingroomartifactssuchasfrequentboom

microphonesin shotor is obviouslynotthe�nal releasededit
(seeFigure3 for examples).

� If thecopy hasany industryrelatedtext or overt watermarks
(seeFigures4, 5, 6, and 8, for examples).

� If thecopy hasgoodthough-airvideocapturebut apparently
directcapturedaudioandappearedbeforeDVD/VHS release
date.In this casea cinemaemployeelikely capturedtheau-
dio directly from theprojectorandcapturedthevideovia a
camcorderpositionedin the projectionboothor in an opti-
mally locatedcinemaseat.

� If thecopy is plainly madefrom DVD sourceandappeared
beforeDVD releasedate(likewisefor VHS).

Othercopiesareclassi�edasoutsidersourcedor unknown.

4.1.6 Limitations
Our analysisprovidessomemuch-neededempiricaldata;how-

ever, it is importantto beawareof someof thelimitationsinherent
in our methodology. First, no analysisof this type will ever be
ableto accessall or evennearlyall distinctunauthorizedcopiesof
movies. Hencewe inherentlyunderestimatethe numberof such
copiesin existence.Our usageof contentveri�cation sitesto de-
terminewhen eachmovie becameavailable on the Internet is a
key idea that permitsretrospective analysis,allowing us to avoid
a lengthy datacollection process. Thesesitesalso relieve us of
muchof theloadof decoy removal, but canintroduceothererrors.
Speci�cally they resultin estimatesfor theappearancetimeof �les
on the Internetthataresomewhat later thanthey shouldbe. Thus,
ourestimatesof thenumberof insidercopiesareconservative. Fur-
thermore,the contentveri�cation site we usedappearsto remove
entriesfor particularlypoorcopies,which areoftenpostedearlier
thanhigher-quality copies,addingsomebiasto ouranalysis.From
our experiencereviewing the studysamples,the contentveri�ca-
tion sitesappearto beotherwisevery accurate.Our spotchecking
of releasedatesagainstotherdatasourcesrevealedoccasionalmi-
nordiscrepanciessuchasinconsistentreportingof limited andwide

audioquality, for example,by measuringthe differencebetween
audiochannels.If little or no differenceis found betweenaudio
channels,it would suggesttheaudiowasacquiredthrough-the-air.



releasedates,but theseerrorswererareandnotverysigni�cant. We
did not �nd any moviesin our samplethatappearedto bedecoys.

Our copy samplingandviewing proceduremay introducesome
additionalerrors. We wereunableto view 27 of the sampleswe
downloaded.While it is possiblethatsomeof thesesampleswere
corrupted,we suspectthatmostwereencodedin formatsthatwere
unplayablewhenonly asmallsamplewasobtained.In addition,be-
causea movie with insidermarkingsmaynot have thesemarkings
in every frame,the insidermarkingsmay not appearin the short
sampleof eachmovie thatweviewed,causingusto undercountthe
numberof copieswith suchmarkings. Also, somesamplesmay
have hadinsidermarkingsremovedbeforethey werepostedto the
Internet. Again, this resultsin an overly conservative estimateof
insiderleaks.

The one areawherewe may not be conservative is in our es-
timatesof insider leaksof unmarked DVD-quality copies. Some
of thesecopiesthatappearin theweeksprior to of�cial consumer
DVD releasemayhave beenpurchasedby consumersfrom stores
thatmadethemavailableprior to thereleasedate.

It shouldalsobenotedthatourstudyfocusedonpopularmovies.
It is not clear whetherwe would �nd similar patternsfor small,
independentmovies.

4.2 Results
Of the312movieswe studied,183wereindexedon thecontent

veri�cation site,indicatingwidespreadInternetavailability. Of the
285movie sampleswe examined,77%appearto have beenleaked
originally by industry insiders(determinedusing the criteria we
outlinedin section4.1.5). On average,themovie sampleswe ex-
aminedwere indexed 100 daysafter theaterreleaseand83 days
beforeDVD release.While only 7 of thesemovies wereindexed
prior to their theaterreleasedate,163 wereindexed prior to their
DVD releasedate.Only 5%of themovieswestudiedthathadbeen
releasedon DVD asof thetime of our studywere�rst indexedaf-
ter theirDVD releasedate,indicatingthatconsumerDVD copying
currentlyrepresentsarelatively minorfactorcomparedwith insider
leaks.

Figures10and11 illustratethedistributionof time lagsbetween
appearanceonthecontentveri�cation siteandtheaterandDVD re-
lease,respectively. Thegraphsshow thatmany moviesappearon
theInternetwithin threeweeksof their theaterreleasedate.These
includemovies leakedduring theproductionandcinemadistribu-
tion processaswell ascopiessentto criticsandOscarreviewers.A
secondwaveof leaksbeginsaboutonemonthbeforeDVD release.
Most of thoseleaks likely originate from DVD pressingplants,
DVD distributors,retail employees,or Oscarreviewers;however,
somemay occur as a result of consumercopying of DVDs pur-
chasedat storesthatsell thembeforetheirof�cial releasedate.

Thevastmajorityof thesamplesin ourdatasetwereDVD qual-
ity. ThosethatwerenotDVD qualityhadshorterlagtimesbetween
their theaterreleaseandInternetavailability. Likewise,thosewith
overtwatermarksor textualmarkersalsohadshorterlag times.Ta-
ble 1 shows theclassi�cationsof themovies in our datasetalong
with the averagelag times for eachclassi�cation. Note that we
have multiple samplesfor abouthalf of themovies in our dataset,
for examplebothathrough-the-airqualitysampleandaDVD qual-
ity sample.

Thepercentageof moviesindexedonthecontentveri�cation site
andthemeanlagtimesvariedconsiderablybetweenmovie studios.
The productionanddistribution processesof eachstudiomay ac-
countfor someof this variation,aswell the typesof movies pro-
duced.
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Figure 10: Distrib ution of theater/Internet releasetime
lagsfor samplesin our data set.Week0 is the weeka movie
was�rst releasedin U.S.theaters.
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Figure 11: Distrib ution of DVD/Inter net releasetime lags
for samplesin our data set.Week0 is the weeka movie was
releasedof�cially to U.S.consumerson DVD.

Table 2 shows the datawe collectedfor eachstudio with � ve
or moremovies in our dataset. Note that in somecasesmovies
arelistedasbeingreleasedby a studiothat is a division of a larger
movie productioncompany. Thus,for example,WaltDisney movies
in our samplemay beclassi�ed asbeingreleasedby BuenaVista
Picturesor TouchstonePictures.

5. CURRENT AND RECOMMENDED SE­
CURITY MEASURES

The movie industryhasbeentaking stepsto identify andshut
down illegal videoreproductionfacilitiesandstopthedistribution
of piratedvideosandDVDs for sometime [30,32]. However, until
recently, therewerefew public reportsof industrystepsto prevent
individualsfrom obtainingthe�rst unauthorizedcopy from which
many othercopiesmightbereproduced.Wereferto this �rst unau-
thorizedcopy asa leaked copy, andview the preventionof leaks
to beparamountin preventingunauthorizedreproductionof fresh,
highqualitycopiesof movies.Leakedcopiesareof particularcon-
cernto themovie industrybecausethey make it possiblefor illegal
copiesof movies to be reproducedwidely beforea theatricalre-
lease. Fortunately, leak prevention is, perhaps,the securityarea
wheretheindustrycanmosteasilyexert control.



Numberof
Samples

Theater
Internet
Lag
(days)

DVD
Internet
Lag
(days)

Reviewed
Samples

285 100 -83

Insider 220(77%) 105 -79
Outsider 65 (23%) 86 -96
Incomplete
videoediting

4 (1%) 38 -192

Incomplete
audioediting

1 ( � 1%) 12 -362

Watermarkor
text marker

35 (12%) 52 -141

VHS quality 6 (2%) 60 -149
DVD quality 223(78%) 123 -62
Through-the-
air video

46 (16%) 9 -171

Through-the-
air audio

39 (14%) 10 -171

Table1: Classi�cation of moviesin sample.Numbers in paren-
thesesrepresentpercentageof reviewedsamples.

In the following subsectionswe �rst review known stepsthe
movie industry is currently taking to prevent leaksandthencon-
sideradditionalcountermeasuresappropriatein threedistinctphases:
short, medium,and long term. The short term solutionsare in-
tendedto suggestimmediateandsimpleactionsto prevent leaks.
Themediumtermsolutionsapplyexisting technology, but require
both modi�cation of the contentdelivery processesanddevelop-
ment of technicalsolutions. The long term solutionsdependon
the advancementof contentmanagementtechnologies,andhence
arecontingenton somefactorsoutsidethemovie industry's direct
control.Ourproposedsolutionsarebroadrecommendations.Each
productionfacility shouldperformconsiderableself-examination
abouthow they handlecontentto bestlimit thepossibilityof leaks.
Wherethis leadsto new internalproceduresandtechnologies,it is
likely to besuccessful.If new measuresattemptonly to modify the
behavior of outsiders,theeffort is likely to fail.

5.1 Curr ent Leak Prevention Efforts
The following overview of currentleak preventionefforts was

developedafterresearchingnewsreportsof movie industrysecurity
measures.Of course,it is likely that the industryis alsopursuing
othersecuritymeasuresthatthey have notpublicized.

The MPAA is reportedlyworking on bestpracticesrecommen-
dationsto assistmovie studiosin combatingpiracy [12]. Accord-
ing to insiderswe spoke with, the studioshave followed security
proceduresfor sometime suchas coding pre-releasecopiesand
requiringthatall pre-releasecopiesbesignedout whenthey leave
thestudio.However, theseproceduresareofteninsuf�cient for pre-
ventingleaks.

Pre-releasecopiesof moviesaretypicallymarkedwith anti-piracy
messagesandin somecaseswatermarksor overt textual markings
that may be useful in identifying the sourceof an unauthorized
copy. The pre-releasecopy of The Hulk that was postedto the
Internetcontaineduniquesecuritytagson thebottomright corner
of thescreen,asshown in Figure1. AlthoughGonzalezusedsoft-
ware to black out the securitytagsbeforepostingthe �lm to the
Internet,studioof�cials werereportedlyableto identify thesource
of theleakfrom theremnantsof thesetags.TheFBI wasalsoable

to track the uploadedcopy to Gonzalezthroughhis InternetSer-
vice Provider. Industryof�cials arehopingthat the felony indict-
mentagainstGonzalezwill senda strongmessageto otherswho
areconsideringleakingmoviesto theInternet[17].

BecauseOscarscreenersareoftena sourceof freshhigh-quality
leaks,WaltDisney StudiossentscreenersonvideoratherthanDVD
last year for movies suchas25th Hour andTreasure Planet that
werenot scheduledto comeout on DVD for sometime. This ap-
pearsto be an unusualstep[18]; however, in this caseit appears
to have preventedthescreenersfrom beingleakedandwidely dis-
tributedon the Internet. The samplesof thesemovies in our data
set appearto be unmarked DVD copiesleaked during the DVD
productionor distribution process(appearingon the contentver-
i�cation site 27 and37 daysbeforetheir respective DVD release
dates).

Somestudioshave begun using metal detectorsand employ-
ing securityguardsequippedwith night-visiongogglesandbinoc-
ulars at their pre-releasescreenings. In addition, electronicde-
vices,includingcell phones,have beenbannedfrom thesescreen-
ings. Suchmeasureswere reportedlyusedat pre-releasescreen-
ings of the WarnerBrothersmovies Dreamcatcher and The Ma-
trix Reloaded; the Disney movies TheLizzieMcGuire Movie and
Finding Nemo; the Sony Picturesmovie Anger Management; the
ParamountPicturesmovie TheItalian Job; and the 20th Century
Fox movies Daredevil and Down With Love. Of thesemovies,
only Dreamcatcher, TheMatrix Reloaded, Daredevil, andFinding
Nemoappearto have beenleakedto the Internetneartheir theater
releasedates(thesemovies �rst appearedon the contentveri�ca-
tion site 6, 1, 3, and1 daysafter their respective theaterrelease
dates,indicatingthat they may have beenleaked just prior to the-
aterrelease).The �rst threesamplesappearto bevery goodcam-
cordercopies,possiblywith directly-recordedaudiotracks. They
may have beenrecordedduring a pre-releasescreeningor during
a public cinemascreeningafter release.However, the high audio
quality suggeststhepossibility that they wereleaked by a cinema
employee. TheFinding Nemosamplewasreportedlya poorcam-
cordercopy that wasremoved from the contentveri�cation site's
databaseprior to our studybecauseits quality wasdeemedunsat-
isfactory. Fox andSony Pictureshave reportedlycaughtindividu-
als usingcamcordersat someof their screenings.In April 2003,
federalprosecutorsin Los Angeleschargeda manwith recording
moviesat critic screeningsusinga camcorder. He reportedlyhada
lucrative businessselling piratedvideosthat he reproducedon 11
VHS recordersin his home. Accordingto a pressinterview with
Ken Jacobsen,the MPAA's seniorvice presidentand director of
worldwide anti-piracy, the MPAA hasdeterminedthat 28 movies
that becameavailable illegally beforetheir U.S. theatricalrelease
betweenMay 2002 and March 2003 were recordedwith a cam-
corderata pre-releasescreening[4, 12,26,29].

Somestudioshave reportedlystartedusingmessengersto hand-
deliverprintsof popularmovieswith phony labelsto theaters.How-
ever, accordingto a USA Todayarticle, someof theseprints are
disappearingdespitethis measure.In addition,somestudioshave
cut down on their useof test-market screeningsin orderto prevent
leaks.For example,Sony prohibitedtest-marketscreeningsof Men
in Black 2, despitethe director's objections[29]. This precaution
may have preventeda pre-releaseleak,asMen in Black 2 did not
appearonthecontentveri�cation siteuntil 126daysafterits theater
release.

Becausethedemandfor unauthorizedcopiesis oftenextremely
highduringperiodswhenamovie is availableonly in certaincoun-
tries,somestudiosarechangingtheir releasestrategiesto reduceor
eliminatetime lagsbetweenmovie openingsin differentcountries.



Studio Releases Numberof
Releases
Indexedon
Content
Veri�cation
Site

Number
of
Releases
on DVD

Box
Of�ce
Take Per
Release
(millions
of $s)

Theater
Internet
Lag
(days)

DVD
Internet
Lag
(days)

20thCenturyFox 25 15 (60%) 20 $64 96 -115
BuenaVistaPictures 17 10 (59%) 15 $79 132 -59
ColumbiaPictures 27 19 (70%) 23 $58 66 -105
DimensionFilms 7 5 (71%) 7 $20 146 -21
DreamWorks 9 5 (45%) 9 $71 100 -51
Fox SearchlightPictures 8 6 (75%) 7 $19 42 -139
LionsGateFilms 9 5 (45%) 7 $9 77 -164
MGM/UA 19 12 (63%) 15 $25 77 -88
MiramaxFilms 23 9 (39%) 21 $21 108 -98
New Line Cinema 15 11 (73%) 12 $87 55 -130
ParamountPictures 24 16 (67%) 21 $48 67 -86
Sony PicturesClassics 7 0 (0%) 6 $3 NA NA
TouchstonePictures 12 7 (58%) 12 $62 104 -55
UniversalPictures 18 15 (83%) 14 $76 69 -97
WarnerBros. 37 29 (78%) 30 $57 63 -103

Table 2: StatisticsFor Each Studio with Five or Mor eMoviesin Our Data Set.

For example,Fox releasedX2 simultaneouslyin 58 countriesand
WarnerBrothersreleasedTheMatrix Reloadednearlyworldwide
within a nine-dayperiodinsteadof over a moretypical releasepe-
riod of severalmonths[26, 29].

A numberof technicalapproachesto preventing leaksarealso
beingpursued.In 2000,Macrovisionreceivedapatentonamethod
for preventingthrough-the-aircaptureof projectedmovies by su-
perimposinginfra red imageson thevisual image.7 Theseimages
are not detectableto the theateraudience,but show up on video
capturedby mostcamcorders.TheSarnoff CorporationandCinea
aredevelopinga digital movie encodingdesignedto confusecam-
corderswithout beingdetectableby humanviewers. Work on this
projectis beingpartially fundedby a two-yeargrantfrom theNa-
tional Instituteof StandardsandTechnology(NIST) [8, 19].8 Cinea
alsohasdevelopeda securedigital movie distribution systemthat
includesencryptionand auditing schemes[7]. However, digital
projectionis not expectedto cometo mostcinemasfor sometime
to comedueto concernsaboutequipmentcostandprojectionqual-
ity. Furthermore,while digitaldistributionhascost-savingandanti-
piracy bene�ts for movie studios,theaterownersseelittle bene�t
from makinga substantialinvestmentin digital projectionequip-
ment.Studiosmayneedto subsidizethepurchaseof digital projec-
tion equipmentif they expectto seeit adoptedin thenearfuture[1,
31].

5.2 Short­term Mitigation
The movie industryhasalreadybegun to addressthe vulnera-

bilities inherentin the currentwork�o w. While increasedphysi-
�

U.S. Patent6018374,Methodandsystemfor preventing the off
screencopying of a videoor �lm presentation,issuedJanuary25,
2000�

The NIST programthat is funding this project typically funds
projectsthataretoo risky for mostinvestorsbut have potentialfor
broadeconomicbene�ts. Given the revenuelossesdue to piracy
reportedby themovie industry, the$2.3million thisprojectis esti-
matedto costseemslikea goodinvestmentif it hasany reasonable
chanceof success.

calsecurityatscreenings,watermarkingandothertechnologiesare
laudableandofteneffective, they fail fundamentallyto addressin-
siderthreats.Thereis animplicit assumptionthatall employeesof
thestudioandproductionanddistributionservicesaretrusted. Any
misbehavior of a singleemployeecannullify all thebestpractices
andwell placedtrustthroughoutthecontentdistributionprocess.

Webelieve thatthemovie industryshouldtreatmovie contentin
thesameway theFederalBureauof Investigation(FBI) treatssen-
sitive intelligenceandevidence.In thesecases,theFBI establishes
a chain of custodyfor sensitive artifacts.This de�nes a procedure
for trackingwheretheartifact is at all times,aswell aswho is re-
sponsiblefor it. Obviously, this hasenormousvalueasa forensic
tool whensomethinggoeswrong(e.g.,determiningresponsibility).
More importantly, if consistentlyapplied,this mitigatesloss and
exposureby clearlyindicatingwho is responsiblefor theartifactat
all times(i.e.,overnight,in transit).

Particularlyduringproduction,many currentsecurityproblems
canbe tracedto the chaoticwork�o w. Policy mustbe developed
thatclearlydelineatestheprocessby which contentis obtainedor
accessed,who is authorizedto view or accessit, andhow failures
in theprocessarereported.Thispolicy, amongotherthings,would
codify thechainof custody. We expectthattheMPAA's bestprac-
ticeswork will go a long way towardthis goal,but we cautionthat
generalbestpracticesguidelinescannottake into considerationall
aspectsof eachindividual studio's operation.

To illustratethede�nition anduseof policy, considerthecontent
usedby an audioproductionfacility. A roughcut of the content
is often playedbackto musicianswhile the backgroundmusic is
created.This helpsmusiciansadjusttheir performancein response
to thecontentimagery, andis essentialto establishingauditoryand
visualcontinuity. Theplaybackandstorageof therough-cutat the
audioproductionfacility arepotentialleakagechannels.

Onepolicy thatmaymitigateleakagein theaudioproductionfa-
cility mandatesthatanappointedrecipientof thecontent(possibly
anemployeeof theproductionhouse)mustbepresentduringany
useof thecontent.Thatpersonis responsiblefor ensuringthat (a)



thecontentis alwaysin their immediatepossession,or (b) lockedin
a safethatonly they have accessto. This simplepolicy, while po-
tentiallycostlyandcumbersome,reducesthepointof vulnerability
to asingleperson.Likeany system,if thetrustedpartof thesystem
(in thiscase,theentityguardingthemovie) becomescompromised,
all is lost.

A secondpolicy wouldde�ne theenvironmentsin whichthecon-
tent could be used. For example,the policy would mandatethat
screeningsmust be held in private screeningroomswith guards.
Thestudioshave madeconsiderableprogressin thephysicalsecu-
rity of screenings.While preliminary, anecdotalevidencesuggests
that thesetechniquesaresomewhat successfulin preventingcam-
cordercopying, thesemeasuresmustbe extendedto othervenues
aswell: screeningsneededfor audioandCGI mustbe accompa-
nied by physicalcontrol by the studiosof the playbackdevices,
pre-approved listsof theauthorizedpersonnelwhomaybepresent
during viewing, etc. In addition, studiosshouldreconsidertheir
policy of allowing executives to checkout pre-releasecopiesfor
homeviewing andof sendingpre-releasecopiesto investorsupon
their request. Onceoutsidethe studio environment,thesecopies
may be vulnerableto unauthorizedcopying by many partiesin-
cludingfamily membersandhouseholdemployees.

Wheremovie productionandscreeningactivities occurentirely
in thedigital domain,adequatenetwork securitymeasuresshould
betaken,andevidenceof their completenesspresentedto thepro-
ductionmanagers.Thereshouldbeaminimumsetof securityprac-
ticesfor any computerthatwill storeany partof thecontent(e.g.,
physicalseparationfrom the Internet). Securityauditsof the net-
worksshouldbecommonplace.Physicalmeasures,suchasremov-
ablestoragedevicesthatarereturnedat theendof eachwork day
to on-sitesecuritypersonnelmay help prevent leakage.Thereis
considerableexperiencewith this kind of contentmanagementin
thelegal,engineering,andmilitary manufacturingindustries.

Continualvigilanceis anecessaryingredientof any solution.As
with any securitysystem,having a consistentprocessfor manag-
ing sensitive artifacts is essential. We argue that insider attacks
canonly be mitigatedin the short term by, (a) developingsound
proceduresfor handlingcontent,(b) applying it uniformly to all
employeesof theproductionanddistributionprocess,(c) puttingin
placea comprehensive infrastructurefor documentingcompliance
with policy, and(d) auditingcompliancefrequently. Seeguidelines
onbothphysicalandcomputersecurity[5, 6, 13] for furtherdetail.

Similarstrategiesshouldbeappliedto thedistributionprocesses.
For example,someunauthorizedcopying maybemitigatedby re-
ducing the numberof copiessent to Oscarreviewers [18]. Our
datasuggeststhatmany high quality copiesareleaked from DVD
pressingplantsandstores.The distribution processcreatesmany
high quality authorizedcopies,any one of which can be leaked.
Hence,thechallengeis to createa processthatdelays,ratherthan
prevents,leakage.Beforetacklingtheextremelydif�cult problem
of preventingDVD copying by consumers,it seemsprudentto stop
theunauthorizedcopying thattakesplacebeforeconsumershavean
opportunityto buy or rentDVDs. It seemsclearthatmoremonitor-
ing andstringentcontrolsover DVD productionfacilitiesanddis-
tributorsmustbeapplied.Othermeasures,suchasreducingDVD
productionand storagetimes, may further mitigate unauthorized
copying.

5.3 Medium­term Mitigation
As describedabove, themovie industryis actively exploring the

applicationof advancedtechnologiestopreventunauthorizedcopy-
ing. It is likely thattheseinvestigationswill yieldstrongprotections
againstspeci�c threats.As is truegenerallyin computersecurity,

singularsolutionsrarelyaddressall threats.Hence,we arguethat
the bestway to mitigate the risk of leakagein the mediumterm
is to combinerangesof availabletechnologiesandproceduresinto
comprehensive solutions.

Considerthefollowing trusteddevice thataddressesleakagere-
sulting from critic or awardsjudgecontentdistribution.9 Assume
thereis a trustedcontentplayerthatprovidesdigital or analogout-
put appropriatefor a hometheater.10 Assumefurther that this de-
vice is tamperresistantandhasinternalstoragecontainingthecon-
tent.Eachdevice hasa battery-backedinternalclock. Whena user
(e.g.,critic) wantsto usethedevice,shemustentera time-speci�c
key to unlockthecontent.Variantsof one-timepassword schemes
canbeusedfor this purpose[16]. To obtainthepassword, theuser
mustcall a operatorandgive the serialnumberof the device and
content,as well as someprivate authenticatinginformation [21].
Theuserwould begiven theonetime password which would un-
lock thedevice for that timeandallow onlyoneplaying.

Thecontentis storedon thedevice in anencryptedformat. The
one-time-passwordsprovideaccesstoadecryptionkey to theplayer
internally, but notto theuser. Hence,thecodeis only usefulfor that
particularplaying. Moreover, stealingandbreakinginto the ma-
chinewould yield only theencryptedcontent(andhencemake the
unencryptedcontentvery dif�cult to obtainwithout a valid pass-
word).11

At playback,theplayerwould projecta onetime trackingcode
on top of thecontent.This codemight beanovert identi�er or an
invisibledigital watermark[10]. Theadvantageof this approachis
thatnotonly couldtheuserbeidenti�ed in theeventof leakage,but
shewould not have deniability (i.e. the watermarkwould expose
theexactplayer, user, andtime). If theuserlosestheauthenticating
informationor theplayer, shewould beresponsiblefor contacting
thecentraloperator. Of course,theplayerwould allow theuserto
cancel/pausea play-back,thusavoiding exposureresultingfrom a
distracteduser.

Note that someadversarieswith video editing capabilitiesmay
be able to remove the trackingcodefrom the content. However,
removal of the codeshouldsigni�cantly damagecontentquality.
For example,placing a black box over or blurring out the code
would createvisually distractingartifacts,particularly wherethe
codeis large.Thedesignof suchcodesis anopenareaof research
andis outsidethescopeof this work.

TheplayercouldbemadeInternetaccessible(andhencebecon-
tinually reusedfor differentmovies).Studiopersonnelwouldpush
encryptedcontentandassociatedkeying materialoveranuntrusted
network andinto theplayer. Becausethekeys arenever storedon
thedevice, transmissionof theencryptedcontentcanbeperformed
withoutadditionalexposureto loss.

Theef�cacy of thetrustedplayerapproachiscruciallydependent
on policy: how andwhenauthenticatinginformation is assigned
andusedwill determinewhetherleaksareavoided. Hence,where
advancedtechnologiesareapplied,the shortterm suggestionsare
still applicable,andin ourminds,essential.

�

Thereis someprecedentin themusicindustryfor trusteddevices.
It hasbeenreportedthat recentCDshave beendeliveredto critics
in sealedCD players[23]. Theseareconsideredtrustedplayers
becausethey mustbe returnedunopened.Furthermore,a special
playeris requiredto play theDVDs releasedfor airplaneuse.

���

Wewill not,for now, considerdevicesthatincludetheirown phys-
ical outputdevice (screen).Their introductionmayreducetherisk
of leakage,but signi�cantly increasetheir size, power consump-
tion, andcost.

� �

For brevity, we omit many detailsof thedesignandconstruction
of theplayerhardwareandsoftware.



5.4 Long­term Mitigation
Theunauthorizedcopying of movies is aninstanceof thelarger

problemof contentcontrol. Often castasdigital rights manage-
ment(DRM) [25, 14], other industriessuchasdesignandmanu-
facturing,legal documentmanagement,and�nance arecurrently
wrestlingwith digital contentcontrol.Themovie industryis facing
a particularly dauntingproblem: becauseother industriesdo not
directly exposetheir contentto outsidersat any phase,muchless
to thepublic at large, theproblemis somewhatmoretractablefor
them.

Thescienti�c communityis only beginningto understandDRM.
Hence,we cannotbegin to predictwhena solutionappropriatefor
the movie industry is going to be available. Solutionslike Mi-
crosoft'sNext GenerationSecureComputingBasefor Windows[9]
provide commodity-gradeDRM. However, they do not provide a
level of securitynecessaryto protecthighly valuablecontent: the
DRM-enablinghardwarecanbe manipulatedvia physicalattack.
Hence,until suchtimeasstrongerDRM becomesavailable,it is in-
cumbenton theindustryto embracecurrentlyavailabletechniques
andprocedures.

We feel thatit is usefulto considerwhat(potentiallyunique)re-
quirementsthemovie industrymayplaceon DRM systems.There
aretwo separateDRM systemsappropriatefor movie content:one
for consumerusersandonefor theproductionanddistributionen-
vironments.BecauseconsumerDRM hasbeendiscussedat length
in relatedworks,we focuson thelatter. Thefollowing describesa
few importantpreliminaryrequirements:

� scale - The productionand distribution work�o w encom-
passesmany differentcompanies(sometimesondifferentcon-
tinents),andahugenumberof users.TheDRM systemmust
be able to ef�ciently managethis large, decentralizeduser
community.

� �exibility - Theproductionprocesscoalescesmany disparate
artifactsinto the�nished product.Hence,theDRM solution
mustsupportcomplex policiesthat control access,duplica-
tion, andmodi�cation of contentartifacts.

� simplicity - Any DRM solutionwhich addssigni�cant com-
plexity or frustratesprogresswill fail. It is importantthatthe
solutionseamlesslyintegratewith currentprocedures.

We areencouragedby theeconomicsof theproductionanddis-
tribution process:the movie industryhasenormousin�uence on
the companiesthat provide servicesto it. Hence,it may mandate
certaintechnologiesor vendors.Suchenvironmentsnaturallylead
to uniform (andsafe)practices,andreducetheindustry's exposure
to leaks.

ImplementingDRM only to preventinsiderattacksavoidsmany
of theconcernsthathave beenraisedaboutthepossiblemandated
useof DRM in theconsumerenvironment.For example,it avoids
concernsabouttheability of DRM to accommodatefair use,dif�-
cultiesin managinga public key infrastructure,andthe likelihood
thatDRM technologywill beunableto prevent thedistribution of
contentover peer-to-peernetworks [3, 28]. Furthermore,thetech-
nical challengeof implementinga systemin this morecontrolled
environment is much more tractablethan the challengeof using
DRM in a consumerenvironment.It is mucheasierto mandatethe
useof certainequipmentandrequireindividuals to participatein
inconvenientauthenticationproceduresthanit would be in a con-
sumerenvironment. In theevent thatcontentis leakeddespitethe
useof a DRM system,watermarkingmaymake it possibleto pre-
ciselyidentify thesourceof aninsiderleak. In themorecontrolled
environment,it maybefeasibleto registerall individualswho are

authorizedto view content,and to imposeovert watermarksthat
areeasilydetectableandcanresistremoval, but mightbeunaccept-
ableto consumers.Furthermore,unlike in aconsumerenvironment
whereit maybedif�cult to trackdown andpunishevery individual
who makesanunauthorizedcopy,12 insiderswho areidenti�ed as
thesourceof a leakcanbe�red from their jobsor have their con-
tractsterminated,in additionto beingsubjectedto legalactionand
possiblycriminal prosecution.

6. DISCUSSIONAND CONCLUSIONS
Our researchpresentsthe �rst publicly availableassessmentof

thesourceof leaksof popularmoviesandprovidesasecurityanal-
ysisandrecommendationsfor mitigatingagainstfutureleaks.Our
researchsuggeststhatthemovie industrywould likely bene�t from
implementationof someestablishedideasin datasecurity; how-
ever, additionalmeasuresmaybenecessaryin the long term. Our
researchsuffers from thefact thatwe arenot industryinsidersnor
ownersof the leaked content,andour datacollectionwaslimited
to informationthat we could obtain throughpublic sourcesusing
modestresources.Collectingstatisticsonsourcesof leaksandper-
forming a securityanalysisshouldbemucheasierfor theindustry
thanit wasfor us,andwe assumethatstudiosareengagedin such
processeson theirown.

We draw the reader's thoughtsback to the Hanssencaseand
make the point that the movie industryought to treateverybody
within its in�uence equally, from studioexecutivesandinvestors,
down throughmovie editors,truck drivers andout to the critics.
Suchelementaryproceduresasaudit trails of custodywould seem
to bein order. While weexpectthatthis is alreadydoneto someex-
tent, it mustbeappliedevenly andwithout preference.Our study
shows a large amountof insider leakage. Hence,we argue that
currentmitigation techniquesare insuf�cient. Given the revenue
lossesclaimedby theindustry, spendingmoremoney andeffort on
internalcontrolsis appropriate.

Movie artifactsarehandledby a limited numberof employees
in a controlledmannerduringproductionandthroughmuchof the
distribution process.In the later stagesof distribution, contentis
handledby a large andmostly anonymouscommunity. Securing
theformerenvironmentis dif�cult but tractable.Securingthelatter
is nearlyimpossible.Hence,focusingefforts on insiderthreatsad-
dressesthemostcostlyleakage,andrepresentsthebestopportunity
for success.
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