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Abstract

The Internet has grown tremendously in terms of the
number of users who rely on it and the number of orga-
nizations that are connected to it. Characterizing how this
growth affects its structure and topology is vitally impor-
tant to determine the fundamental characteristics and limi-
tations that must be handled, such as address space exhaus-
tion; understanding the process of allocating and delegat-
ing address space can help to answer these questions. In
this paper, we analyze BGP routing data to study the struc-
ture and growth of IPv4 address space allocation, fragmen-
tation and usage. We explore the notion of delegation rela-
tionships among prefixes and use this information to con-
struct an autonomous system (AS) delegation tree. We show
that delegation in the Internet is not significantly correlated
to the underlying topology or AS customer-provider rela-
tionships. We also analyze the fragmentation and usage of
address space over a period of five years and examine pre-
fixes that are delegated by organizations vs. those that are
not delegated. We notice that the address space usage due to
delegating prefixes is increasing at the same rate as the ad-
dress space usage due to non-delegating prefixes. This indi-
cates that fragmentation rate of the address space is actu-
ally almost a constant with respect to total address usage.
Additionally, we show that most delegation is performed by
a small number of organizations, which may aid in the im-
plementation of a public-key infrastructure for the Internet.

1. Introduction

The Internet is a system in perpetual flux. The num-
ber of Internet users has grown prodigiously over the past
decade, and the number of organizations leveraging the net-
work has correspondingly increased. Understanding how
the tremendous expansion of the Internet affects its structure
and topology is critical to predicting its evolution and deter-
mining fundamental characteristics of its growth, as well
as potential fundamental limitations that must be grappled
with.

Individual organizations collectively comprise the global
Internet. These organizations form administrative domains
called autonomous systems(ASes), and receive address
space signifying ownership of that space on the Internet.
This space is advertised by the peers of an AS and is cir-
culated throughout the Internet, letting other entities know
that this space belongs to a particular organization. The Bor-
der Gateway Protocol (BGP), provides the means for ASes
to advertise their address space, and in turn, for other ASes
across the world to reach these addresses. Address space is
allocated to individual organizations through a process of
delegationthat can be traced back to international number-
ing agencies and ICANN1, the global authority for address-
ing and naming for the Internet. By understanding the ways
that blocks of addresses, known asprefixes, are allocated,
it is possible to determine an underlyingdelegation struc-
tureof the Internet.

The aim of this paper is to study the structure and growth
of the Internet based on the delegation structure of the IPv4
address space. ASes can delegate a part or all of their pre-
fixes to other ASes. We represent the address space as a tree
of routable prefixes constructed on the basis of such delega-
tion relationships. This prefix tree provides an insight into
relationships, such as business relationships, between orga-
nizations.

We examined the BGP routing table data of the over 40
route servers that contribute to the Route Views routing data
repository, and inferred delegation patterns based on this in-
formation. With this data, we derived the AS delegation tree
and compared it with existing results that infer topology
and relationships between customers and providers, to de-
termine what correlations exist. It is commonly thought that
when an organization becomes the customer of a provider
organization (e.g., an Internet Service Provider, or ISP), the
provider organization will allocate a portion of their ad-
dress space to the customer for their use. This is an easier
method for the customer to receive address space, as they
do not have to perform the administrative work of obtaining
that space from international and global address registries,
and do not have to configure their networks to make this

1 ICANN is the International Consortium of Assigned Names and Num-
bers.



address space routable. However, our analysis determined
that a large fraction (almost 90%) of ASes that exhibit a
provider-customer relationship do not share an address del-
egation relationship.

Additionally, we performed a longitudinal study span-
ning five years of routing tables, and processed over 1.6
billion table entries to study the growth and fragmentation
of the IPv4 address space, and how the space delegated by
ASes evolved compared to the non-delegated address space.
We defined a notion ofdelegating prefixes, which are frag-
mented into smaller prefixes that are further delegated and
advertised, andnon-delegating prefixes, which are not fur-
ther delegated. We observed that the address space cov-
ered by delegating prefixes is increasing at around the same
rate as the address space covered by non delegating pre-
fixes. Furthermore, the rate of new prefixes seen in the In-
ternet is approximately equal between delegating and non-
delegating prefixes; thus, the fragmentation rate of the avail-
able address space is almost constant.

The results of these analyses are notable in their demon-
stration of the constant behavior of delegation and acqui-
sition of new address space on the Internet. For example,
although economic and business conditions have changed
dramatically since 2001, the rate at which prefixes are allo-
cated to organizations has been virtually constant, indicat-
ing that the collective Internet has operated in a manner in-
dependent of external conditions and may be expected to
continue operating in a similar manner. Additionally, these
results validate previous work into the nature of delegation
as described by McDaniel et al. [20]. Even over a long-term
period, there is relatively little correlation between topology
and delegation; most delegation is done by a small number
of organizations. From a security standpoint, this is an im-
portant result for mitigating the complications of deploying
a public-key infrastructure (PKI) in the Internet.

The remainder of this paper is organized as follows. Sec-
tion 2 presents the related work. Section 3 gives a back-
ground on BGP and AS graphs. We also describe the data
formats, extraction and filtering. Section 4 explains delega-
tion structures and methodologies used to construct them. In
Section 5 we analyze and correlate the AS graphs. This sec-
tion also introduces the study and analysis of address space
fragmentation and the related results. Section 6 presents dis-
cussion of the results and Section 7 concludes the paper.

2. Related Work

A significant amount of work has been done to under-
stand and model the Internet’s topology and to determine
an underlying structure. While some studies focused on de-
termining connectivity through AS topology graphs [8, 9,
16, 26], other research has found that a power-law topol-
ogy exists within the Internet [11, 22, 24]. These results
are based on the examination of information such as rout-
ing updates and analysis of traffic. Our approach considers

the routing tables but determines structure over a longer pe-
riod of time, measured in years. Additionally, while these
studies concentrate on topology, our work considers the ad-
dress delegation relationships and the corresponding struc-
ture of the address space that is created as a result.

Information from the BGP routing tables has been ex-
tensively used to determine characteristics of both Inter-
net routing and the actual structure of the Internet. Gao
devised an algorithm for inferring contractual AS relation-
ships from BGP routing tables, classifying relationships be-
tween customers, providers, peers, and siblings and using
heuristics to form these classifications [15]. Subramanian
et al. [19] expanded on this idea by using multiple van-
tage points throughout the Internet and using metrics to
determine the accuracy of these observations. Tools such
as Rocketfuel [28] use routing data to accurately perform
tomography, or determining the internal characteristics of
ASes.

Many researchers have been actively studying the BGP
routing data to understand evolution and growth of the ad-
dress space. Broido et al. studied the growth of prefixes and
ASes in [5, 6, 7]. Huston provides extensive reports on BGP
routing data in [12, 13, 14]. He models the address distribu-
tion of IANA and RIR’s and extrapolates this information to
predict the exhaustion of IPv4 address space. Address allo-
cation patterns and its impact on routing table growth were
studied in [17, 23, 29]. Our analysis differs from these as
we explore the notion of addresss delegations (introduced
in [20]) to study the allocation and evolution of the address
space. We used address delegations to construct and ana-
lyze the delegation hierarchy in the Internet. We spanned
this study over a period of 5 years with a large number of
data points. We processed around 1.6 billion advertisements
overall. To the best of our knowledge, this is the first de-
tailed study of delegation hierarchy in the Internet.

3. Background

3.1. BGP Data: Acquisition and Extraction

The Internet consists of large numbers of interconnected
hosts called autonomous systems (ASes). The Border Gate-
way Protocol [30] is the interdomain routing protocol used
on the Internet. Each BGP speaking router in an AS adver-
tisesaddress prefixesof varying length, which represent a
block of address space owned by the AS. Prefixes are ad-
vertised using CIDR notation in a manner such asa.b.c.d/x
wherex ≤ 32 and the number of addresses represented by
this prefix is232−x−2, such that a prefix of forma.b.c.d/24
represents 254 addresses.2 These prefixes are advertised by
an AS to its peers, who in turn send this information to their
neighbors, thus allowing reachability information to spread
throughout the entire network. TheAS pathrepresents the

2 Typically, the first and last addresses of a block are the identifier and
broadcast addresses and are not part of the usable space.



route through a set of ASes required for a given AS to send
packets to a desired destination prefix. Since BGP is apath-
vector protocol, the metric used to determine the optimal
path to a destination is generally the shortest path, or num-
ber of ASes that require traversal. However, ASes very often
use policy considerations to optimize and bias the routing
process, based on contractual and peering agreements with
customers, providers, and competitors. The resulting routes
selected may thus be very different. Each BGP-speaking
router stores the best route to a destination in its routing ta-
ble. If a new optimal route is found, the router advertises
that route to its peers and updates its routing table accord-
ingly.

Over the years, researchers have extensively used BGP
routing tables to study the routing patterns, growth and
topology of the Internet. Many tools and services are avail-
able to collect BGP routing data. In our analysis we used
the repository of BGP routing table information collected
by the University of Oregon’s Route Views project [10].
Route Views archives BGP tables from a set of over 40 lis-
tening points from around the world. BGP data from Route
Views is available in different types of data formats. For our
study, we used BGP RIB (Routing Information Base) files,
which represent snapshots of each peer’s routing table col-
lected every 2 hours.

We collected the BGP tables at an interval of every 5
days from October 2001 to June 2006, retrieving one rout-
ing table per day (1400 EST) . For each table, we ex-
tracted a unique set of routable prefixes{P} and the as-
sociated set of ASes{A} along with the AS–prefix map-
pings,{P} ↔ {A} . We also extracted all AS paths ad-
vertised in the table,{APath}. While extracting data from
the tables, we removed all advertisements related to private
ASes (AS numbers in the range 64512-65535), prefixes of
mask lengths greater than /24, which are typically the small-
est blocks that appear in the routing table, as major ISPs of-
ten filter smaller blocks to prevent an explosion of entries in
the routing table.3

RouteViews collects BGP data from many peers. We
used only those prefix advertisements common to most of
the peers. Additionally, ICANN keeps a fixed list of /8 ad-
dresses in the space between 0.0.0.0 and 127.255.255.255
(the former “Class A” space) that includes reserved space;
we filtered advertisements that were misadvertised as origi-
nating in these reserved spaces.

3.2. AS Graphs

Because of the decentralized nature of the Internet, it can
be difficult to determine the relationships individual ASes
possess with each other and what the collective sum of these

3 Traditionally, tier-1 ISPs would often filter advertisements smaller
than a /19 prefix, but the growth of customers with smaller routable
address spaces has led to /24 blocks now being the smallest routable
prefixes.

relationships looks like. An AS graph is a method of show-
ing the topology of the Internet by representing ASes as
nodes and their connections to other Ases as connectivity
links. There can be different kinds of AS graphs based on
the type of connectivity information used to construct the
graph. ASes share different kinds of relationships based on
geographical proximity, logical connectivity, and business
agreements. The following is a description of AS graphs
used in this paper.

• AS Connectivity Graph
An AS connectivity graph [8, 9, 16] is constructed
from the set of AS paths,{APath}. This graph repre-
sents the physical AS connectivity in the Internet. We
constructed this graph by extracting the ASes and their
associated edges from the routing data. If the AS path
is a b c, we place a connectivity link between ASesa
& b and ASesb & c. Over the years, a large number of
new ASes have been added to the Internet which has
caused the number of such AS links to grow exponen-
tially.

• AS Provider–Customer Graph
Gao [15] designed an algorithm to infer contractual
provider–customer AS relationships from routing ta-
bles. This algorithm parses the AS path and identifies
the AS with highest degree as the top provider. Con-
secutive AS pairs(a, b) to the left of the top provider
are assigned a transit relationship in which ASb pro-
vides transit services to ASa. Consecutive AS pairs
(a, b) to the right of the top provider are assigned
a transit relationship in which ASa provides tran-
sit services to ASb. Provider-customer relationships
can then be inferred based on the assumption that a
provider will provide transit services for its customer
but the customer will not provide any transit service to
the provider. For example, in(a, b), a is a provider to
the customerb if a provides transit services tob and
b does not provide transit services toa; thus, (a, b)
forms a provider-customer relationship.The detailed
algorithm, provided in [15], has been widely accepted
as a method for extracting AS relationships and we use
it in our paper to construct the provider-customer graph
of ASes.

• AS Delegation Tree
ASes own certain ranges of address blocks called pre-
fixes. An AS can delegate all or a portion of its prefix to
another AS. On doing so, these ASes establish a busi-
ness relationship. We define this as adelegation rela-
tionship. If AS a delegates a portion of its prefix to AS
b, ASesa andb have a delegation relationship witha
being the delegating AS andb being the customer AS.
This customer AS can keep this prefix or further dele-
gate it to other customers and so on. This presents a hi-
erarchical structure of prefix delegations among ASes.
Using this notion of delegation relationships between
ASes, we construct the AS delegation tree. We present
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Figure 1:Address Allocation to Registries and ISPs.

details about the construction of this tree in the follow-
ing section.

4. Constructing the Delegation Tree

For a given set of prefixes{P}, we infer the relation-
ship between prefixes in the following manner. A prefixa
is said to be delegating prefixb if the address space cov-
ered by prefixb is a subset of the space covered bya, e.g.
prefix 12.0.0.0/8 is delegating prefix12.1.0.0/16. Prefixa
is then said to be thedelegating prefixof prefix b. A prefix
can be related to many other prefixes, but it has only one di-
rect parent delegating prefix, e.g.,12.1.0.0/16 is a parent of
12.1.1.0/24, but12.0.0.0/8 is also a parent of12.1.1.0/24.
We resolve this ambiguity with thelongest prefix match-
ing rule: we infer the delegating parent prefix to be the
one with the highest subnet mask. Hence in our example,
we infer that12.1.0.0/16 is the delegating parent prefix of
12.1.1.0/24. This type of relationship between prefixes is
calledprefix delegation.

Using the notion of prefix delegations described above,
we constructed a hierarchical delegation structure of the ad-
dress space, orprefix delegation tree. The prefix delega-
tion tree was constructed as follows. The root of this tree
was chosen to be0.0.0.0/0 which covers the entire address
space. The second level in this tree has the nodes0.0.0.0/1
and128.0.0.0/1. These prefixes are not advertised as they
do not exist in the routing tables and were added only
to provide a structure to the delegation tree. IANA4 man-
ages the entire IPv4 address space [3]. Hence, IANA is the
root of the prefix delegation tree (associated with the pre-
fix 0.0.0.0/0). IANA delegates some portions of the address
space directly to organizations and some to Regional Inter-
net Registries (RIRs). These allocations are in chunks of /8
prefixes. The largest unit of address advertisement is a /8
prefix and hence, these /8 prefixes form the next level of the

4 The operation of IANA, the Internet Assigned Numbers Authority, is
managed by ICANN, and we refer to each synonymously.
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Figure 2:Construction of the prefix delegation tree.

delegation tree. The RIRs then delegate the address space
assigned to them to other organizations and Local Internet
Registries (LIRs).

IANA allocates address space to various RIRs such as
ARIN, RIPE, APNIC, AfriNIC, LACNIC etc. We obtained
the /8 allocations from IANA [4], as some of these /8’s are
not advertised pubilcly via BGP. Figure 1 shows the address
allocation to IANA and other registries. 46.6% of /8’s are al-
located to RIRs and 17.7% of /8’s are allocated to other or-
ganizations that obtained their space directly from IANA
(AT&T, Xerox etc.). 35.7% of /8’s is reserved by IANA for
either future delegations or for other purposes, e.g., multi-
cast and private addresses.

To construct the remaining tree, we used the prefixes ob-
tained from BGP routing tables. We introduce a prefix into
the delegation tree by finding the parent delegating prefix
and adding a delegating link from this parent to the child
prefix. We find this parent prefix by traversing the prefix
delegation tree from the root along the path of related pre-
fixes until we find the immediate delegating parent of this
prefix. Figure 2 shows the addition of prefix12.12.0.0/17
to the prefix delegation tree.

We defined theAS delegation tree, which depicts the del-
egation of prefixes between ASes, in Section 3. To construct
the AS delegation tree, we used the prefix delegation tree
and mapping{P} ↔ {A} to find the corresponding AS for
every prefix tree node. Most prefixes are origin stable [25]
and are associated with a single AS, hence we can assume
that this mapping is fairly stable. In AS delegation tree, an
AS may be associated with multiple tree nodes depending
on the number of prefixes advertised by it.

5. Analysis Results

We analyzed BGP data from Oct 2001 to June 2006,
collecting the BGP tables at an interval of 5 days. For
each table, we extracted and filtered the data as described
in Section 3, and constructed the AS connectivity and AS
provider-customer graphs. Using the prefix set{P} and the



Table 1:Characteristics of the prefix delegation tree.
Prefix Type Fraction
Delegating Prefixes{DP} 8.3%
Non Delegating Prefixes{NDP} 91.7%
Top Prefixes{TP} 49.5%
Top Delegating Prefixes{TP} ∩ {DP} 5.7%
Top Non Delegating Prefixes{TP} ∩ {NDP} 43.8%
Fragments 50.5%

methodology described in Section 4 we constructed pre-
fix and AS delegation trees. To further the understanding of
prefix delegations and address space fragmentation, we de-
fine the following.

• Top prefixes: The set of prefixes{TP} that are dele-
gated directly from /8 prefixes.{TP} represents pre-
fixes that areallocated by RIRs or top ISPs that in
turn obtain their address space directly from IANA.
These prefixes appear at the fourth level in the dele-
gation tree. The first and second levels are occupied
by IANA and the third level is occupied by /8 prefixes
(RIRs and ISPs).

• Delegating prefixes: The set of prefixes{DP} that are
further fragmented and delegated to other ASes. These
prefixes appear asinternalnodes in the tree.

• Non-delegating prefixes: The set of standalone prefixes
{NDP} that are are not delegated any further. These
prefixes appear asleaf nodes in the tree.

• Fragments: All prefixes other than the top pre-
fixes and /8’s are called fragments and represented as
fragments = {P} − {TP}. Fragments are the re-
sult of fragmentation and delegation of existing pre-
fixes.

• Address usage: Address usage by a prefix is the frac-
tion of the total address space covered by this prefix.

e.g., address usage by12.0.0.0/8 is
224

232
.

We studied the evolution of the prefix delegation tree
with time to note address delegation and allocation patterns.
Table 1 lists some properties of the tree. Analysis reveals
that almost 92% of the nodes in the tree are leaf nodes, i.e.,
non-delegating prefixes. A much smaller fraction, 8%, of
the prefix nodes are delegating prefixes. This shows that a
very small fraction of prefixes are involved in delegation,
and supports the notion that prefix delegations are highly
centralized.

We observed that 49.5% of the prefix nodes are top pre-
fixes, i.e., almost half of the advertised prefixes are allo-
cated by RIRs and top ISPs. These top prefixes are further
fragmented and delegated, thereby generating the delega-
tion structure. Out of these top prefixes, 5.5% of the pre-
fixes are delegating prefixes and the remaining 44% are non-
delegating prefixes. A large fraction of non-delegating top
prefixes signifies that a large number of end users or cus-
tomers obtain their address space directly from the top del-
egators and RIRs. 90% of the prefixes are seen either as the
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(a) Address space usage, 25 December 2001.
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(b) Address space usage, 26 April 2006.

Figure 3:Address space usage of Top Prefixes, consideringdele-
gatingandnon-delegatingprefixes.

top prefixes or as prefixes delegated directly from top pre-
fixes. Although the height of the tree is 7, only 10% of the
delegations extend to this length. We observed that these
quantities were not subjected to much change in the study
period. This indicates a fairly stable growth pattern of the
address space.

Figure 3 shows the address usage of different mask
lengths in the top prefixes. We notice that the address us-
age is dominated by /16s. Also, the usage of delegating pre-
fixes is greater than that of non-delegating prefixes for mask
lengths lesser than 16. For mask lengths greater than 16, the
delegating prefix usage is lesser than the non delegating pre-
fix usage. Further, we noticed that this pattern is preserved
through the entire span of study, as evidenced by the similar-
ities between Figures 3(a) and 3(b), which differ by over 4
years. This supports the notion that larger prefixes are more
likely to be fragmented than smaller prefixes.

5.1. Analysis of AS Graphs

To understand how prefix delegations relate to the Inter-
net topology and existing business models, we compared
the AS connectivity and AS provider-customer graphs with
the AS delegation tree. We make this comparison by using
two types of links – subtree links and sibling links. Subtree
links correspond to ancestor-descendant links in the tree,
and signify delegation relationships. Sibling links are links
between ASes that obtain prefixes from the same parent del-
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Figure 4:Comparison of the AS provider-customer graph with
the delegation tree.

egating prefix. For every linka–b in the AS connectivity
graph and provider-customer graph, we recorded if the cor-
responding link was present in the delegation tree. Ifa oc-
curred in the subtree ofb, we recorded a subtree link be-
tweena andb. If a andb share a common parent in the del-
egation tree, i.e., if they are siblings in the delegation tree,
we recorded a sibling link betweena andb.

We noticed that around 60% of the links in the AS
provider-customer graph were found to be siblings in the
delegation tree. A small fraction, 12% of these links were
found to share delegation relationship as subtree links in the
tree(Figure 4). For both AS graphs (topological connectiv-
ity and provider-customer), around 28% of the links were
not present in the tree at all. These statistics were found to
be consistent with time from 2001 to 2006. Almost 90% of
these sibling links are related at the top level (among top
prefixes) in the tree. It can be inferred from this that most
ASes that are related through sibling links get their address
space from RIRs or large ISPs. We can hence conclude that
there is no significant correlation between the AS topology
or the AS provider-customer graphs and the AS delegation
tree. We verified our results by using the provider-customer
graphs inferred by CAIDA [2] and found them to be consis-
tent.

5.2. Address Space Fragmentation and Usage

Address space usage may be determined by identifying
the top prefixes. The address space consumed by these pre-
fixes indicate the actual usage of the Internet space. RIRs
and ISPs are allocated with /8 address blocks, and in turn
allocate space to other ISPs and end users. These allocated
prefixes appearing in{TP} are either fragmented and del-
egated further, or kept for internal use. In either case, we
consider this address block asused. We view the growth in
address usage by top delegating prefixes ({DP} ∩ {TP})
and top non-delegating prefixes ({NDP} ∩ {TP}). Fig-
ure 5 shows the address usage by /8 allocated space, top
prefixes, and delegating and non-delegating top prefixes.
We observed that the address space usage due to delegat-

2002 2003 2004 2005 2006
0

10

20

30

40

50

60

70

years

A
d

d
re

ss
 U

sa
g

e 
(%

)

Address Space Allocation and Usage by Top Prefixes

Allocation of address space by IANA (to RIRs and top ISPs)

Address space allocated/delegated by RIRs and top ISPs

Address space covered by top delegating prefixes

Address space covered by top non delegating prefixes

Figure 5:Address Space Usage by top prefixes: Allocation by
IANA, top delegating and top non-delegating prefixes.

2003 2005 2007 2009 2011 2013

10

20

30

40

50

60

70

80

90

100

years

A
dd

re
ss

 U
sa

ge
 (%

)

data
cubic
exponential

Figure 6:Modeling: Address Space Usage by top prefixes.

ing top prefixes and non-delegating top prefixes are grow-
ing approximately at the same rate. This shows that both
address allocation and fragmentation are increasing at the
same rate. We also note that the address usage by the non-
delegating top prefixes is higher than the address usage by
delegating top prefixes. This indicates a large fraction of di-
rect allocation to customers who do not participate in fur-
ther delegations.

We modeled the address space usage of top prefixes. Us-
ing curve-fitting methods, we found that the data supported
either a cubic or exponential growth rate; these curves are
shown in Figure 6. We extrapolated both curves that fit the
model and observed that the exhaustion point for the top
prefixes will occur in approximately 2012. At this exhaus-
tion point, the total address space covered by{TP} is 100%
and no further allocations from the top ISPs and RIRs will
be possible; any further growth of the address space will be
due to fragmentation of the existing space.

Figure 7 shows the growth in the number of advertised
prefixes. We observe that the number of non-delegating pre-
fixes are growing at a much faster rate than the number of
delegating prefixes. Fragments represent prefixes that result
from delegation and fragmentation of the allocated address
space. Figure 8 shows the growth in the counts of top pre-
fixes and fragments. We observe that the allocated prefixes
(top prefixes) and fragments have similar rates of growth.
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This means that the growth in the number of prefix adver-
tisements and BGP table sizes are equally contributed to by
address allocations and address fragmentation. The delega-
tion tree continues to grow with continued fragmentation
and allocation, but the rate of growth and its impact on the
structure and properties of the delegation tree is uniform.

6. Discussion

The ability to study the full delegation of IP addresses is
hampered by the length of the address prefixes in the BGP
routing table. As previously discussed, addresses blocks
with a prefix greater than /24 are usually filtered. This prob-
lem is further compounded by the fact that delegations of
smaller address blocks often happen within an AS and are
hence hidden from public view. For example, an ISP such
as AT&T may delegate a portion of its IP address space to
a small customer, but they will statically route that block
to their routers and not advertise it individually, but rather
the advertisement will be implicit within the context of a
larger advertised prefix. This may be desirable in that it pre-
vents the organization in question from having to perform
their own routing, and such an delegation may be intention-

ally non-public by companies who wish to keep their ar-
rangements a trade secret; however, it hampers efforts to de-
termine a full delegation structure for the entire address hi-
erarchy. While there is no public source of such data, we
might be able to infer some peering and customer-provider
or inter-ISP delegations by collecting the AS numbers be-
longing to a single organization. This may provide futher
insight into the delegation structure and may change how
the AS graphs correlate. We plan to extend this analysis as
a part of our future work.

The fear of exhaustion of IPv4 address space was a prime
rationale for the creation of IPv6, which allows for 128-bit
addressing. We can project the understanding of IPv4 del-
egation structure to predict a similar centralized delegation
hierarchy for IPv6 with a small fraction of prefixes involved
in the delegations. In IPv6, RIRs and large ISPs are allo-
cocated with huge /32 and /48 chunks [1]. Further delega-
tions will be in allocations of /48 and /64 length prefixes.
Since IPv6 is new, we would observe a initial high allo-
cation rate due to allocations by RIRs and top ISPs. Cur-
rent data on IPv6 is insufficient to provide a further un-
derstanding of the evolution and fragmentation of delega-
tion structure. However, we can expect that fragmentation
within these delegated blocks will be larger because of the
huge amount of delegated space, but if delegation patterns
continue in the same manner as they have, the rate of del-
egation will stay constant, though lower than what is cur-
rently seen in the IPv4 address space given the vastness of
the IPv6 range.

As we showed in our analysis, most of the delegation oc-
curring in the current address space is done by a small num-
ber of entities, such as national and regional registries or
Tier-1 ISPs. For proponents of a public-key infrastructure
(PKI) within the Internet, this is a particularly beneficial re-
sult. A global PKI is essential for many proposals to secure
BGP and address prefixes from theft and hijacking to prop-
erly function such as S-BGP [18] and soBGP [21], but one
of the primary arguments against such a deployment was
that the degree of delegation and the presumed vast num-
ber of organizations that would be required to perform dele-
gations would make the deployment intractable. This work
demonstrates that because of the centralized nature of ad-
dress delegation, such fears may be unfounded. A relatively
small number of organizations would need to issue certifi-
cates, with ICANN/IANA acting as the root for all delega-
tions. Seo et al. [27] consider a PKI that can be used by
S-BGP; this work shows that such a scenario is feasible be-
cause of the limited number of parties involved, making the
entire infrasturcture ultimately manageable.

7. Conclusion

In this paper, we expanded the notion of prefix delegation
relationships presented in [20]. We constructed the delega-
tion hierarchy of the IPv4 address space examined the re-



lationship between the Internet topology and the delegation
structure, using the Route Views data corpus and process-
ing over 1.6 billion routing table entries. We noted that pre-
fix delegations are largely independent of the Internet topol-
ogy. We studied the evolution of delegation structure and
found it to be fairly stable with a uniform pattern. During
the study period, we noticed that the prefix delegations are
highly centralized and a large fraction of the address pre-
fixes are allocations by RIRs and top ISPs. We observed
that the increase in the number of advertised address pre-
fixes were due to increase in allocations as well as increase
in fragmentation. We noticed that the rate of growth of al-
locations and fragments are similar implying that the rate
of fragmentation of the whole address space itself has re-
mained constant. Over the years, address space usage has
evolved with fragmentation of existing allocations and ad-
dition of new allocations at around the same rate.

By gaining an understanding of the delegation structures
and rates of allocation, we can better understand issues of
address space exahaustion and fragmentation. With the po-
tentially imminent deployment of IPv6 within the US gov-
ernment and current adoption in Japan, a global deployment
of IPv6 may come to be realized within a time period of five
years. The address space usage can be extrapolated to grow
at a rate that will not exhaust the IPv4 space before this time,
and because of the centralized nature of delegations, the po-
tential for deployments of secure routing proposals is pos-
sible.
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